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Abstract

This white paper describes how to configure remagteess policy in Internet Authentication
Service (IAS) for use with virtual local area neti® (VLANS). When you configure the profile
of an IAS remote access policy for use with VLAMsu must configure the attributes Tunnel-
Medium-Type, Tunnel-Pvt-Group-ID, Tunnel-Type, afuhnel-Tag. VLANSs allow network
architects and administrators to logically groupagk resources (such as servers, printers, and
client computers) even when they are not on theegatmgsical subnet.
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4 Deploying Windows Server 2003 Internet Authentication Service (IAS) with Virtual Local Area Networks (VLANS)

By using VLAN-aware network access servers andheteAuthentication Service (IAS) in
Microsofte Windows Server 2003, you can provide groups of users with acoalsto the
network resources that are appropriate for theusg permissions. For example, you can
provide visitors with wireless access to the Iné¢rmithout allowing them access to your
organization network.

In addition, VLANSs allow you to logically group nebrk resources that exist in different
physical locations or on different physical subnEts example, members of your sales
department and their network resources, such estadomputers, servers, and printers, might be
located in several different buildings at your arigation, but you can place all of these
resources on one VLAN using the same IP addregeraime VLAN then functions, from the
end-user perspective, as a single subnet.

You can also use VLANs when you want to segregatetaork between different groups of
users. After you have determined how you want findeyour groups, you can create security
groups in Active Directory and add members to tteaigs. You can define groups of users in
several ways:

* Byrole You can create groups for the sales team, thadmadepartment, and other
departments.

e By position. You can create groups for knowledge workers, marsa@xecutives, and other
positions.

e By accesslevel. You can create groups for visitors, partners;tintle employees, and other
categories with different access levels.

After you have created groups in Active Directorgu can open the IAS Microsoft Management
Console (MMC) snap-in and create a remote accdis/for each group. Within the remote
access policy configuration process, you can deafine/LAN to which the group will be
assigned.

Configuration of VLAN-aware network hardware, siashVLAN-aware routers, switches,
wireless access points, and access controlleogyisnd the scope of this white paper. When you
have one or more of these devices configured aanaole Authentication Dial-In User Service
(RADIUS) client to your IAS server, however, yownaase IAS to designate which VLAN the
connecting user is placed on.

For information about how to configure your VLAN-ame network access server, see your
access server documentation.

IAS is included in the following products:
* Windows Server 2003, Standard Edition
* Windows Server 2003, Enterprise Edition

* Windows Server 2003, Datacenter Edition
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* Microsoft Windows Server 2003, 64-Bit Enterprisdttoh
» Microsoft Windows Server 2003, 64-Bit Datacenteitigd
*  Microsoft Windows Small Business Server 2003, SaaddEdition
*  Microsoft Windows Small Business Server 2003, Puemidition

To deploy IAS with VLANSs as described in this whggaper, the following components are
required:

* A computer running Windows Server 2003 and IAS
* An Active Directory® directory service user accaudatabase

 RADIUS clients that are VLAN-aware, such as wirslascess points, switches, or access
controllers

Remote access policy

When you use Active Directory as your user accodatabase, IAS performs network access
authentication and authorization using Active Diogg user account dial-in properties and
remote access policies, which are configured inA&snap-in.

Authenticationis the process of verifying identity, whigithorizationis the process of verifying
that the user or device connecting to the netwakgermissions to do so.

A remote access polidg an ordered set of rules that define how a cotimeis either authorized
or rejected by IAS. For each rule, there are onmare conditions, a set of profile settings, and a
remote access permission setting.

If a connection is authorized, the remote acce#sypprofile settings specify a set of connection
restrictions that can include the assignment otthaection to a VLAN.

It is recommended that you manage authorizatiosdayrity group rather than by individual

user. Managing authorization by group providesathiéity to create one remote access policy, or
rule, for network connection attempts by all menshafrthe group. For example, if you have a
sales department that you want to place on a VLyd\,can create a security group hamed Sales
in the Active Directory Users and Computers snamird then you can add all members of the
sales department as members of the group. Whemrdeneof the Sales group attempts to
connect to the network, the connection attemptasgssed by IAS with the remote access policy
for the group.
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If the user is authenticated and authorized, IASliap connection restrictions, and can instruct a
VLAN-aware access server to place the member oBties group onto the VLAN for the sales
department.

IAS authorizes connection attempts with both ttad-ohi properties of the user account, which
are configured in the Active Directory Users andrpaiters snap-in, and remote access policies,
which are configured in the IAS snap-in.

One of the dial-in properties of user accounts d@tivie Directory isRemote Access Per mission
(Dial-in or VPN). You can use this property to set remote acceassiggon to be explicitly
allowed, denied, or determined through remote acpelcies. In all cases, remote access
policies are used to authorize the connection gitem

If access is explicitly allowed, remote accessqyotionditions, user account properties, or profile
properties can still deny the connection attempe Control access through Remote Access

Policy option is only available on user accounts in ad@dims 2000 native domain, a Windows
Server 2003 domain, or for local accounts on s&lnde servers running Windows 2000;
Windows Server 2003, Standard Edition; Windows 8e2003, Enterprise Edition; or Windows
Server 2003, Datacenter Edition.

New accounts that are created on a stand-alonersarin a Windows 2000 native domain are
set toControl access through Remote Access Policy. New accounts that are created in a
Windows 2000 mixed domain are sefeny access.

When you manage authorization by security grouprémote access permission setting in user
account dial-in properties can be set to one ofdliewing:

e Allow access. Only apply this setting for users who are memioéigroups to whom you
want to grant remote access permission. You cathisssetting when your domain
functional level is Windows 2000 mixed. Windows RQ@ixed supports Windows NT 4.0,
Windows 2000, and Windows Server 2003 family donzaintrollers. With user account
remote access permission seAltow access, authorization is performed by IAS in
circumstances where you have created a policyntaéthes the conditions of the
connection.

e Control accessthrough Remote Access Policy. This setting is recommended for domains
with a functional level of Windows 2000 native ointfows Server 2003.

0 Important

To set user account dial-in properties to Control access through remote
access policy, the domain functional level must be Windows 2000 native or
higher. For more information, see "Domain and forest functionality" in Help
and Support Center for Windows Server 2003 or on the Web at
http://go.microsoft.com/fwlink/?Linkld=30600.
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You can configure IAS to ignore the dial-in propestof user accounts. This setting is useful for
circumstances where you want IAS remote accessypwidetermine authorization for all
connections to your network. For example, you aarfigure IAS to ignore the dial-in properties
of user accounts when:

*  Your domain functional level is Windows 2000 mixed.
» Changing the current settings on user accountstisost-effective.

For more information on configuring IAS to ignotetdial-in properties of user accounts, see
“Dial-in properties of a user accolim Help and Support Center for Windows Server 200
on the Web at http://go.microsoft.com/fwlink/?Lidki30601.

For more information on remote access policies, b@soduction to remote access policias
Help and Support Center for Windows Server 2008rothe Web at
http://go.microsoft.com/fwlink/?Linkld=30602.

Gonfiguring Active Directory

If you want to create security groups in Active €itory or raise the domain functional level,
perform the following procedures.

0 Important

If you have or will have any domain controllers running Windows NT 4.0
and earlier, then do not raise the domain functional level to Windows 2000
native. After the domain functional level is set to Windows 2000 native, it
cannot be changed back to Windows 2000 mixed.

If you have or will have any domain controllers running Windows NT 4.0
and earlier or Windows 2000, then do not raise the domain functional level
to Windows Server 2003. After the domain functional level is set to
Windows Server 2003, it cannot be changed back to Windows 2000 mixed
or Windows 2000 native.

If you want to raise the domain functional levekither Windows 2000 native or Windows
Server 2003, do the following:

1.  Open theActive Directory Domains and Trusts snap-in. To open Active Directory
Domains and Trusts, clicRart, click Control Panel, double-clickAdministrative Tools,
and then double-clickctive Directory Domainsand Trusts.

2. Inthe console tree, right-click the domain for efhiyou want to raise the domain functional
level, and then clicRaise Domain Functional Level.

3. In Select an available domain functional level, do one of the following:

* To raise the domain functional level to Windows @@@tive, clickWWindows 2000
native, and then cliclRaise.
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* To raise the domain functional level to Windowsveer2003, clickVindows
Server 2003, and then cliclRaise.

4 | Notes

e To perform this procedure, you must be a member of the Domain
Admins group in the domain for which you want to raise functionality
or the Enterprise Admins group in Active Directory, or you must have
been delegated the appropriate authority.

*  The current domain functional level is displayed under Current domain
functional level in the Raise Domain Functional Level dialog box.

To create a group and add members to the groughedimllowing:
1. Open theActive Directory Users and Computers snap-in.

2. Inthe console tree, right-click the folder in wiigou want to add a new group.

3. Point toNew, and then cliclGroup.

4. Type the name of the new group. By default, theegiou type is automatically entered in
Group name (pre-Windows 2000).

9. In Group scope, click one of the options.

6. In Group type, click one of the options, and then cliok .

1. In the details pane, right-click the group you jastated, and then clidkr operties.

8. OntheMemberstab, clickAdd.

9. In Enter the object namesto select, type the name of the user, group, or computéryia

want to add to the group, and then cl2kK.

For more information, se€l't create a new groliat
http://go.microsoft.com/fwlink/?Linkld=20018 ané&sign user rights to a group in Active
Directory’ at http://go.microsoft.com/fwlink/?Linkld=20019.

To configure IAS for use with VLANS, do the follong:

1. Install Internet Authentication Service on a congputinning Windows Server 2003. For
more information, se€ro install IAS' in Help and Support Center for Windows
Server 2003 or on the Web at http://go.microsoftéalink/?Linkld=20028.

2. Register IAS in Active Directory. In order for IAS have permission to read user accounts
in Active Directory, IAS must be registered withtAe Directory. For more information,
see To enable the IAS server to read user accountsiivé\Directory in Help and
Support Center for Windows Server 2003 or on thédy\Ate
http://go.microsoft.com/fwlink/?Linkld=20030.
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3. Add RADIUS clients. In the IAS snap-in, right-cli&ADIUS Clients, and then clicklew
RADIUS Client. Use theNew RADIUS Client Wizard to both add and configure your
network access servers as RADIUS clients.

4. Delete the default remote access policies. To eé¢het policies, open the IAS snap-in, and
then clickRemote Access Policies. Select each existing policy, right-click the jpgliand
then clickDelete.

9. Create a new remote access policy. In the conssseof the IAS snap-in, right-click
Remote Access Palicies, and then click NeWRemote Access Policy. Use theNew Remote
Access Policy Wizard to create a policy.

As an example policy, you can choose the following:

e ForHow do you want to set up this policy? selectUse the wizard to set up a typical
policy for a common scenario.

* ForPoalicy name, type a name for your policy. For example, t{aées policy.

» ForSelect the method of access for which you want to create a policy, select the
appropriate type of access, suchMiseless or Ether net.

» ForGrant access based on the following, click Group, and then cliclddd. In Enter the
object nameto select, type the name of a security group that you defiwben configuring
Active Directory. For example, if you created agganamed Sales, tyfBales, and then
click OK.

* In Authentication M ethods, select the authentication method that you woilkkeltb enforce
for users who will be placed on this VLAN. Your dtes will differ based upon the access
method you have chosen for the policy, such aséseor VPN. When you have completed
configuring an authentication method, cliekish.

After you have completed creating the policy andehelosed the wizard, you need to configure
additional items for the remote access policyhl AS snap-in, cliciRemote Access Policies,
and then double-click the policy you just creatddke the following configuration changes to
the policy:

1. In the policyProperties dialog box, forPolicy conditions, click Add.

2. In Attribute Types, click Day-And-Time-Restrictions, and then clickAdd. In Time of
day restraints, selectPer mitted, configure the days and times that access is pednand
then clickOK.

3. In the policyProperties dialog box, clickGrant remote access per mission.

4. Click Edit Profile, and then click th&dvanced tab. By default, th&ervice-Type attribute
appears irAttributes with a value oframed. By default, for policies with access methods
of VPN and dial-up, th&€ramed-Protocol attribute appears iAttributes with a value of
PPP. To specify additional connection attributes regdifor VLANS, clickAdd, and then
add the following attributes:

e Tunnel-Medium-Type. Select a value appropriate to the previous selestou have
made. For example, if the remote access policyayewconfiguring is a wireless policy,
select:Value: 802 (Includes all 802 media plus Ethernet canonical for mat).
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e Tunne-Pvt-Group-ID. Enter the integer that represents the VLAN nuntbevhich
group members will be assigned. For example, it y@ales VLAN is on VLAN 4, type
the numbed.

e Tunne-Type. Select the valu¥irtual LANs(VLAN).
e Tunne-Tag. Obtain this value from your hardware documentatio
9. Configure IAS connection request policies as yauie.

0 Important

IAS evaluates remote access policies in the order in which they appear in
the IAS snap-in under Remote Access Policies.

For more information about remote access policies,Elements of a remote access pdlity
Help and Support Center for Windows Server 2008mthe Web at
http://go.microsoft.com/fwlink/?Linkld=30605.

For more information about connection request psicg, seelhtroduction to connection
request processiign Help and Support Center for Windows Server 200 on the Web at
http://go.microsoft.com/fwlink/?Linkld=30607.

summary

When you use VLAN-aware network hardware, suctoagers, switches, and access controllers,
you can configure remote access policy in Intefmehentication Service in Windows

Server 2003 to instruct the access servers to pieeebers of Active Directory groups on
VLANs. When you configure the profile of an IAS reta access policy for use with VLANS,

you must configure the attributes Tunnel-Medium-@ypunnel-Pvt-Group-ID, Tunnel-Type,

and Tunnel-Tag. This ability to group network reses logically with VLANSs provides

flexibility when designing and implementing netwaddutions.

Related Links

For more information about IAS, see the following:

e Thelnternet Authentication Service home pade
http://go.microsoft.com/fwlink/?Linkld=16171.

» “Deploying IAS in the Windows Server 2003 Deployment it
http://go.microsoft.com/fwlink/?Linkld=30603.

« “Internet Authentication Serviten Windows Server 2003 Help on the Web at
http://go.microsoft.com/fwlink/?Linkld=30604.
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