Jan 8 13:54:32 openvpn[30962]: NOTE: the current --script-security setting may
allow this configuration to call user-defined scripts

Jan 8 13:54:32 openvpn[30962]: UDPv4 link local: [undef]

Jan 8 13:54:32 openvpn[30962]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 13:54:32 openvpn[30962]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 13:54:32 openvpn[30962]: TLS ERROR: BIO read tls read plaintext error

Jan 8 13:54:32 openvpn[30962]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 13:54:32 openvpn[30962]: TLS Error: TLS handshake failed

Jan 8 13:54:32 openvpn[30962]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 13:54:34 openvpn[30962]: NOTE: the current --script-security setting may
allow this configuration to call user-defined scripts

Jan 8 13:54:34 openvpn[30962]: UDPv4 link local: [undef]

Jan 8 13:54:34 openvpn[30962]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 13:54:35 openvpn[30962]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 13:54:35 openvpn[30962]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 13:54:35 openvpn[30962]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 13:54:35 openvpn[30962]: TLS Error: TLS handshake failed

Jan 8 13:54:35 openvpn[30962]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 13:54:37 openvpn[30962]: NOTE: the current --script-security setting may
allow this configuration to call user-defined scripts

Jan 8 13:54:37 openvpn[30962]: UDPv4 link local: [undef]

Jan 8 13:54:37 openvpn[30962]: UDPv4 link remote: [AF INET]172.94.66.2:53

Jan 8 13:54:37 openvpn[30962]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 13:54:37 openvpn[30962]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 13:54:37 openvpn[30962]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 13:54:37 openvpn[30962]: TLS Error: TLS handshake failed

Jan 8 13:54:37 openvpn[30962]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 13:54:39 openvpn[30962]: NOTE: the current --script-security setting may
allow this configuration to call user-defined scripts

Jan 8 13:54:39 openvpn[30962]: UDPv4 link local: [undef]

Jan 8 13:54:39 openvpn[30962]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 13:54:39 openvpn[30962]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 13:54:39 openvpn[30962]: TLS ERROR: BIO read tls_read plaintext error

Jan 8 13:54:39 openvpn[30962]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 13:54:39 openvpn[30962]: TLS Error: TLS handshake failed

Jan 8 13:54:39 openvpn[30962]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 13:54:41 openvpn[30962]: NOTE: the current --script-security setting may
allow this configuration to call user-defined scripts

Jan 8 13:54:41 openvpn[30962]: UDPv4 link local: [undef]

Jan 8 13:54:41 openvpn[30962]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 13:54:41 openvpn[30962]: OpenSSL: error:14090086:SSL
routines:ssl3_get server certificate:certificate verify failed

Jan 8 13:54:41 openvpn[30962]: TLS ERROR: BIO read tls read plaintext error

Jan 8 13:54:41 openvpn[30962]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 13:54:41 openvpn[30962]: TLS Error: TLS handshake failed

Jan 8 13:54:41 openvpn[30962]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 13:54:42 rc_service: httpd 558:notify rc stop vpnclient2

Jan 8 13:54:43 openvpn[30962]: NOTE: the current --script-security setting may

allow this configuration to call user-defined scripts

http://192.168.1.1/syslog.txt 2017-03-26, 15:49
Page 1 of 82



Jan 8 13:54:43 openvpn[30962]: UDPv4 link local:
Jan 8 13:54:43 openvpn[30962]: UDPv4 link remote: [AF INET]172.94.66.2:53
Jan 8 13:54:43 openvpn[30962]: OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

[undef]

Jan 8 13:54:43 openvpn[30962]: TLS ERROR: BIO read tls read plaintext error

Jan 8 13:54:43 openvpn[30962]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 13:54:43 openvpn[30962]: TLS Error: TLS handshake failed

Jan 8 13:54:43 openvpn[30962]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 13:54:43 openvpn[30962]: SIGTERM[hard,init instance] received, process
exiting

Jan 8 13:54:44 dnsmasq[30952]: exiting on receipt of SIGTERM

Jan 8 13:54:44 dnsmasqg[31574]: started, version 2.76 cachesize 1500

Jan 8 13:54:44 dnsmasq[31574]: asynchronous logging enabled, queue limit is 5
messages

Jan 8 13:54:44 dnsmasqg-dhcp[31574]: DHCP, IP range 192.168.1.2 -- 192.168.1.254,
lease time 1d

Jan 8 13:54:44 dnsmasqg-dhcp[31574]: DHCPv6 stateless on br0

Jan 8 13:54:44 dnsmasg-dhcp[31574]: router advertisement on br0

Jan 8 13:54:44 dnsmasq-dhcp[31574]: IPv6 router advertisement enabled

Jan 8 13:54:44 dnsmasq[31574]: read /etc/hosts - 6 addresses

Jan 8 13:54:44 dnsmasq[31574]: using nameserver 199.85.126.20#53

Jan 8 13:54:44 dnsmasq[31574]: using nameserver 199.85.127.20#53

Jan 8 13:55:04 rc_service: httpd 558:notify rc start vpnclientl

Jan 8 13:55:04 kernel: tun: Universal TUN/TAP device driver, 1.6

Jan 8 13:55:04 kernel: tun: (C) 1999-2004 Max Krasnyansky <maxk@qualcomm.com>

Jan 8 13:55:05 openvpn[31663]: OpenVPN 2.3.14 arm-unknown-linux-gnu [SSL (OpenSSL) ]
[LZO] [EPOLL] [MH] [IPv6] built on Jan 6 2017

Jan 8 13:55:05 openvpn[31663]: library versions: OpenSSL 1.0.2j 26 Sep 2016, LZO
2.08

Jan 8 13:55:05 openvpn[31664]: NOTE: the current --script-security setting may

allow this configuration to call user-defined scripts

Jan 8 13:55:05 openvpn[31664]: Control Channel Authentication: using 'static.key'
as a OpenVPN static key file

Jan 8 13:55:05 openvpn[31664]: UDPv4 link local: [undef]

Jan 8 13:55:05 openvpn[31664]: UDPv4 link remote: [AF INET]167.114.50.83:1194

Jan 8 13:55:05 openvpn[31664]: WARNING: this configuration may cache passwords in
memory —-- use the auth-nocache option to prevent this

Jan 8 13:55:06 openvpn[31664]: WARNING: INSECURE cipher with block size less than

128 bit (64 bit). This allows
with a larger block size (e.g.
Jan
128 bit (64 bit). This allows
with a larger block size (e.g.
Jan
[AF_INET]167.114.50.83:1194
Jan
[PUSH-OPTIONS]:4:

8 13:55:06 openvpn[31664]:

8 13:55:06 openvpn[31664]:

8 13:55:08 openvpn[31664]:

attacks like SWEET32.
AES-256-CBC) .
WARNING: INSECURE cipher with block size less than
attacks like SWEET32. Mitigate by using a --cipher
AES-256-CBC).

[OpenVPN Server] Peer Connection Initiated with

Mitigate by using a --cipher

Unrecognized option or missing parameter(s) in

dhcp-pre-release (2.3.14)

Unrecognized option or missing parameter(s) in

Jan 8 13:55:08 openvpn[31664]:
[PUSH-OPTIONS]:5: dhcp-renew (2.3.14)
Jan 8 13:55:08 openvpn[31664]:

[ PUSH-OPTIONS]:6:
Jan

dhcp-release

8 13:55:08 openvpn[31664]:

Unrecognized option or missing parameter(s) in
(2.3.14)
Unrecognized option or missing parameter(s) in

[PUSH-OPTIONS]:17: register-dns (2.3.14)

Jan

8 13:55:08 openvpn[31664]:

OpenVPN ROUTE6: OpenVPN needs a gateway parameter

for a --route-ipvé6 option and no default was specified by either --route-ipv6-
gateway or --ifconfig-ipv6 options

Jan

host/network: ::/1

http://192.168.1.1/syslog.txt
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Jan

8 13:55:08 openvpn[31664]: OpenVPN ROUTE6: OpenVPN needs a gateway parameter

for a --route-ipv6 option and no default was specified by either --route-ipvé6-
gateway or --ifconfig-ipv6 options

Jan
host/network:
Jan

8000::/1

8 13:55:08 openvpn[31664]: OpenVPN ROUTE: failed to parse/resolve route for

8 13:55:08 openvpn[31664]: OpenVPN ROUTE6: OpenVPN needs a gateway parameter

for a --route-ipv6 option and no default was specified by either --route-ipv6-
gateway or --ifconfig-ipv6 options

Jan
host/network:
Jan

2000::/4

8 13:55:08 openvpn[31664]: OpenVPN ROUTE: failed to parse/resolve route for

8 13:55:08 openvpn[31664]: OpenVPN ROUTE6: OpenVPN needs a gateway parameter

for a --route-ipvé option and no default was specified by either --route-ipvé6-
gateway or --ifconfig-ipv6 options
OpenVPN ROUTE: failed to parse/resolve route for

Jan 8 13:55:08 openvpn[31664]:
host/network: 3000::/4

Jan 8 13:55:08 openvpn[31664]:
Jan 8 13:55:08 openvpn[31664]:
>did_ifconfig ipvé6_setup=0

Jan 8 13:55:08 openvpn[31664]:
Jan 8 13:55:08 openvpn[31664]:
broadcast 192.168.10.255

Jan 8 13:55:08 openvpn[31664]:
init

Jan 8 13:55:08 openvpn-updown:
Jan 8 13:55:08 openvpn-updown:
Jan 8 13:55:08 openvpn-updown:
Jan 8 13:55:08 openvpn-updown:
Jan 8 13:55:08 openvpn-updown:
Jan 8 13:55:08 openvpn-updown:
Jan 8 13:55:08 openvpn-updown:
Jan 8 13:55:08 openvpn-updown:
Jan 8 13:55:08 openvpn-updown:
Jan 8 13:55:09 openvpn-updown:
Jan 8 13:55:09 openvpn-updown:
Jan 8 13:55:09 openvpn-updown:
Jan 8 13:55:09 openvpn-updown:
Jan 8 13:55:09 openvpn-updown:
Jan 8 13:55:09 openvpn-updown:
Jan 8 13:55:09 openvpn-updown:
Jan 8 13:55:09 openvpn-updown:
Jan 8 13:55:09 openvpn-updown:
Jan 8 13:55:09 openvpn-updown:
Jan 8 13:55:09

Jan 8 13:55:09 dnsmasq[31574]:
Jan 8 13:55:09 dnsmasq[31574]:
Jan 8 13:55:09 dnsmasq[31574]:
Jan 8 13:55:16 openvpn[31664]:
255.255.255.255

Jan 8 13:55:16 openvpn-routing:
Jan 8 13:55:16 openvpn-routing:
Jan 8 13:55:16 openvpn-routing:
routing table

Jan 8 13:55:16 openvpn-routing:
routing table

Jan 8 13:55:16 openvpn-routing:
WAN

Jan 8 13:55:16 openvpn-routing:
WAN

Jan 8 13:55:16 openvpn-routing:

http://192.168.1.1/syslog.txt

TUN/TAP device tunll opened
do ifconfig, tt->ipv6=1, tt-

/usr/sbin/ip link set dev tunll up mtu 1500
/usr/sbin/ip addr add dev tunll 192.168.10.2/24

updown.sh tunll 1500 1542 192.168.10.2 255.255.255.0

Excluding 192.168.
Excluding 192.168.
Forcing 192.168.1.
Forcing 192.168.1.
Forcing 192.168.1.
Forcing 192.168.1.
Forcing 192.168.1.
Excluding 192.168.
Forcing 192.168.1.
Forcing 192.168.1.
Forcing 192.168.1.
Forcing 192.168.1.
Forcing 192.168.1.
Forcing 192.168.1.
Forcing 192.168.1.
Forcing 192.168.1.
Forcing 192.168.1.
Excluding 192.168.
Forcing 192.168.1.

1.122 from
1.183 from
100 to use
214 to use

138 to use
1.165 from
193 to use
133 to use
118 to use

134
201
229

to
to
to

use
use
use
108 to use
132 to use
1.225 from
153 to use

forced DNS
forced DNS
DNS server
DNS server

DNS server
forced DNS
DNS server
DNS server
DNS server

21 to use DNS server

DNS
DNS
DNS

server
server
server
DNS server
DNS server
forced DNS
DNS server

rc_service: service 31987:notify rc updateresolv
read /etc/hosts - 6 addresses

using nameserver 199.85.126.20#53
using nameserver 199.85.127.20#53

Ignore conflicted routing rule:

167.114

Configuring policy rules for client 1

Creating VPN routing table

8.

routing
routing
8.8.8.8
8.8.8.8

2 to use DNS server 8.8.8.8
70 to use DNS server 8.8.8.8
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o
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.50.83

Removing route for 0.0.0.0/1 to tunll from main

Removing route for 128.0.
Adding route for 192.168.
Adding route for 192.168.

Adding route for 192.168.

1.122 to 0.0.0.0

1.183 to 0.0.0.0

1.100 to 0.0.0.0

0.0/1 to tunll from main

through
through

through

2017-03-26, 15:49
Page 3 of 82



VPN client 1

Jan 8 13:55:16 openvpn-routing: Adding route for 192.168.1.214 to 0.0.0.0 through
VPN client 1

Jan 8 13:55:16 openvpn-routing: Adding route for 192.168.1.2 to 0.0.0.0 through VPN
client 1

Jan 8 13:55:16 openvpn-routing: Adding route for 192.168.1.70 to 0.0.0.0 through
VPN client 1

Jan 8 13:55:16 openvpn-routing: Adding route for 192.168.1.138 to 0.0.0.0 through
VPN client 1

Jan 8 13:55:16 openvpn-routing: Adding route for 192.168.1.165 to 0.0.0.0 through
WAN

Jan 8 13:55:17 openvpn-routing: Adding route for 192.168.1.193 to 0.0.0.0 through
VPN client 1

Jan 8 13:55:17 openvpn-routing: Adding route for 192.168.1.133 to 0.0.0.0 through
VPN client 1

Jan 8 13:55:17 openvpn-routing: Adding route for 192.168.1.118 to 0.0.0.0 through
VPN client 1

Jan 8 13:55:17 openvpn-routing: Adding route for 192.168.1.21 to 0.0.0.0 through
VPN client 1

Jan 8 13:55:17 openvpn-routing: Adding route for 192.168.1.134 to 0.0.0.0 through
VPN client 1

Jan 8 13:55:17 openvpn-routing: Adding route for 192.168.1.201 to 0.0.0.0 through
VPN client 1

Jan 8 13:55:17 openvpn-routing: Adding route for 192.168.1.229 to 0.0.0.0 through
VPN client 1

Jan 8 13:55:17 openvpn-routing: Adding route for 192.168.1.108 to 0.0.0.0 through
VPN client 1

Jan 8 13:55:17 openvpn-routing: Adding route for 192.168.1.132 to 0.0.0.0 through
VPN client 1

Jan 8 13:55:17 openvpn-routing: Adding route for 192.168.1.225 to 0.0.0.0 through
WAN

Jan 8 13:55:17 openvpn-routing: Adding route for 192.168.1.153 to 0.0.0.0 through
VPN client 1

Jan 8 13:55:17 openvpn-routing: Completed routing policy configuration for client 1
Jan 8 13:55:17 openvpn[31664]: Initialization Sequence Completed

Jan 8 13:55:32 rc_service: httpd 558:notify rc stop vpnclientl

Jan 8 13:55:33 openvpn[31664]: event wait Interrupted system call (code=4)

Jan 8 13:55:33 openvpn[31664]: SIGTERM received, sending exit notification to peer
Jan 8 13:55:34 openvpn[31664]: vpnrouting.sh tunll 1500 1542 192.168.10.2
255.255.255.0 init

Jan 8 13:55:35 dnsmasq[31574]: read /etc/hosts - 6 addresses

Jan 8 13:55:35 dnsmasqg[31574]: using nameserver 199.85.126.20#53

Jan 8 13:55:35 dnsmasq[31574]: using nameserver 199.85.127.20#53

Jan 8 13:55:35 dnsmasq[31574]: exiting on receipt of SIGTERM

Jan 8 13:55:35 dnsmasq[32484]: started, version 2.76 cachesize 1500

Jan 8 13:55:35 dnsmasqg[32484]: asynchronous logging enabled, queue limit is 5
messages

Jan 8 13:55:35 dnsmasqg-dhcp[32484]: DHCP, IP range 192.168.1.2 -- 192.168.1.254,
lease time 1d

Jan 8 13:55:35 dnsmasg-dhcp[32484]: DHCPv6 stateless on br0

Jan 8 13:55:35 dnsmasq-dhcp[32484]: router advertisement on br0

Jan 8 13:55:35 dnsmasg-dhcp[32484]: IPv6 router advertisement enabled

Jan 8 13:55:35 dnsmasq[32484]: read /etc/hosts - 6 addresses

Jan 8 13:55:35 dnsmasq[32484]: using nameserver 199.85.126.20#53

Jan 8 13:55:35 dnsmasq[32484]: using nameserver 199.85.127.20#53

Jan 8 13:56:00 rc_service: httpd 558:notify rc reboot

Jan 8 13:56:01 dnsmasq[32484]: read /etc/hosts - 6 addresses

Jan 8 13:56:01 dnsmasq[32484]: using nameserver 199.85.126.20#53

Jan 8 13:56:01 dnsmasq[32484]: using nameserver 199.85.127.20#53
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Samba Server:

device eth(0 left promiscuous mode

br0: port 1l(vlanl) entering forwarding state
device eth0 entered promiscuous mode

br0: topology change detected, propagating
br0: port 1l(vlanl) entering forwarding state
br0: port 1(vlanl) entering forwarding state
dnsmasq[32484]:
dnsmasqg[32484]: using nameserver 199.85.126.20#53
dnsmasq[32484]: using nameserver 199.85.127.20#53
iTunes: daemon is stopped

FTP Server: daemon is stopped

gro disabled
Timemachine: daemon is stopped
WEBDAV Server: daemon is stopped

NAT Tunnel: AAE
NAT Tunnel: AAE

Jan 8 13:56:01 kernel:
Jan 8 13:56:01 kernel:
Jan 8 13:56:01 kernel:
Jan 8 13:56:01 kernel:
Jan 8 13:56:01 kernel:
Jan 8 13:56:01 kernel:
Jan 8 13:56:01

Jan 8 13:56:01

Jan 8 13:56:01

Jan 8 13:56:01

Jan 8 13:56:01

Jan 8 13:56:02

Jan 8 13:56:02 kernel:
Jan 8 13:56:02

Jan 8 13:56:03

Jan 8 13:56:03

Jan 8 13:56:03

Jan 8 13:56:03 kernel:
Jan 8 13:56:03 kernel:
Jan 8 13:56:03 kernel:
Jan 8 13:56:03 kernel:
Jan 8 13:56:03 kernel:
Jan 8 13:56:03 kernel:
Jan 8 13:56:03 kernel:
Jan 8 13:56:03 kernel:
Jul 31 20:00:14 syslogd
Jul 31 20:00:14 kernel:
Jul 31 20:00:14 kernel:
(Buildroot 2012.

Jul 31 20:00:14 kernel:
cr=10c53c7f

Jul 31 20:00:14 kernel:
instruction cache

Jul 31 20:00:14 kernel:
Jul 31 20:00:14 kernel:
Jul 31 20:00:14 kernel:
Jul 31 20:00:14 kernel:
Jul 31 20:00:14 kernel:
Jul 31 20:00:14 kernel:
u65536

Jul 31 20:00:14 kernel:
Jul 31 20:00:14 kernel:
Jul 31 20:00:14 kernel:
Total pages: 130048

Jul 31 20:00:14 kernel:
console=ttyS0,115200 init=/sbin/preinit earlyprintk debug
PID hash table entries:
Dentry cache hash table entries:

Jul 31 20:
Jul 31 20:

bytes)

Jul 31 20:

bytes)

Jul 31 20:
Jul 31 20:

highmem

Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:

00:14
00:14

00:14

00:14
00:14

00:14
00:14
00:14
00:14
00:14
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kernel:
kernel:

kernel:

kernel:
kernel:

kernel:
kernel:
kernel:
kernel:
kernel:

usbcore:
usbcore:
usbcore:
usbcore:
usbcore:
usbcore:
usbcore:
usbcore:
started:

smb daemon is stopped

Service is stopped
Service is stopped

deregistering
deregistering
deregistering
deregistering
deregistering
deregistering
deregistering
deregistering
BusyBox v1.20.

interface
interface
interface
interface
interface
interface
interface
interface
2

read /etc/hosts - 6 addresses

driver cdc_mbim
driver cdc_ncm
driver gmi_wwan
driver cdc_wdm
driver rndis_ host
driver cdc_ether
driver asix
driver usblp

klogd started: BusyBox v1.20.2 (2017-01-06 00:14:47 EST)
sion 2.6.36.4brcmarm (merlin@ubuntu-dev) (gcc vers
02) ) #1 SMP PREEMPT Fri Jan 6 00:25:43 EST 2017

CPU: ARMv7 Processor [413fc090] revision 0 (ARMv7),

CPU: VIPT nonaliasing data cache, VIPT nonaliasing

Machine: Northstar Prototype
Ignoring unrecognised tag 0x00000000
bootconsole [earlycon0] enabled
Memory policy: ECC disabled, Data cache writealloc
MPCORE found at 19020000
PERCPU: Embedded 7 pages/cpu @88407000 s5632 r8192 d14848

pcpu-alloc:

pcpu-alloc: [0] O [0] 1
Built 1 zonelists in Zone order, mobility grouping on.

Kernel command line:

root=/dev/mtdblock?2

2048 (order: 1, 8192 bytes

Inode-cache hash table entries:

Memory:
Memory:

512MB = 512MB total
515020k/515020k available, 9268k reserved,

Virtual kernel memory layout:

65536 (order: 6,

32768 (order: 5, 1

vector Oxff£f£f0000 - Oxff£f£1000 ( 4 kB)
fixmap 0xff£00000 - 0xfffe0000 ( 896 kB)
DMA 0xf7e00000 - 0xffe00000 ( 128 MB)
vmalloc 0xa0800000 - 0x£f0000000 (1272 MB)

ion 4.5.3

s5632 r8192 d14848 u65536 alloc=16*4096

)
262144

31072

OK
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Jul 31 20:00:14 kernel: lowmem : 0x80000000 - 0xa0000000 ( 512 MB)

Jul 31 20:00:14 kernel: modules : 0x7£000000 - 0x80000000 ( 16 MB)
Jul 31 20:00:14 kernel: .init : 0x80008000 - 0x80050000 ( 288 kB)
Jul 31 20:00:14 kernel: .text : 0x80050000 - 0x803£5000 (3732 kB)
Jul 31 20:00:14 kernel: .data : 0x8040e000 - 0x804325a0 ( 146 kB)

Jul 31 20:00:14 kernel: SLUB: Genslabs=11, HWalign=32, Order=0-3, MinObjects=0,
CPUs=2, Nodes=1

Jul 31 20:00:14 kernel: Hierarchical RCU implementation.

Jul 31 20:00:14 kernel: RCU-based detection of stalled CPUs is disabled.
Jul 31 20:00:14 kernel: Verbose stalled-CPUs detection is disabled.

Jul 31 20:00:14 kernel: NR_IRQS:256

Jul 31 20:00:14 kernel: MPCORE GIC init

Jul 31 20:00:14 kernel: External imprecise Data abort at addr=0x0, fsr=0x1lc06,
pc=0x8000£9d8 1lr=0x8000f9cc ignored.

Jul 31 20:00:14 kernel: MPCORE Global Timer Clock 700000000Hz

Jul 31 20:00:14 kernel: Calibrating delay loop... 2798.38 BogoMIPS (1lpj=13991936)
Jul 31 20:00:14 kernel: pid max: default: 32768 minimum: 301

Jul 31 20:00:14 kernel: Mount-cache hash table entries: 512

Jul 31 20:00:14 kernel: CPU: Testing write buffer coherency: ok

Jul 31 20:00:14 kernel: MPCORE Private timer setup CPUO

Jul 31 20:00:14 kernel: Calibrating local timer... 699.845MHz.

Jul 31 20:00:14 kernel: L310: cache controller enabled 16 ways, CACHE_ID 0x410000c8,
AUX CTRL 0x7al30800

Jul 31 20:00:14 kernel: CPUl: Booted secondary processor

Jul 31 20:00:15 kernel: MPCORE Private timer setup CPUl

Jul 31 20:00:15 kernel: Brought up 2 CPUs

Jul 31 20:00:15 kernel: SMP: Total of 2 processors activated (5596.77 BogoMIPS).
Jul 31 20:00:15 kernel: devtmpfs: initialized

Jul 31 20:00:15 kernel: atomic64 test passed

Jul 31 20:00:15 kernel: NET: Registered protocol family 16

Jul 31 20:00:15 kernel: Found a AMD NAND flash:

Jul 31 20:00:15 kernel: Total size: 128MB

Jul 31 20:00:15 kernel: Block size: 128KB

Jul 31 20:00:15 kernel: Page Size: 2048B

Jul 31 20:00:15 kernel: OOB Size: 64B

Jul 31 20:00:15 kernel: Sector size: 512B

Jul 31 20:00:15 kernel: Spare size: 16B

Jul 31 20:00:15 kernel: ECC level: 8 (8-bit)

Jul 31 20:00:15 kernel: Device ID: 0x 1 Oxfl 0x80 Oxld O0x 1 O0xfl

Jul 31 20:00:15 kernel: CCA UART Clock Config: Sel=1 Ovr=1 Div=48

Jul 31 20:00:15 kernel: CCA UART Clock rate 125000000Hz CCB UART Clock rate
125000000Hz

Jul 31 20:00:15 kernel: ACP (Accelerator Coherence Port) enabled

Jul 31 20:00:15 kernel: bio: create slab <bio-0> at 0

Jul 31 20:00:15 kernel: Switching to clocksource mpcore gtimer

Jul 31 20:00:15 kernel: NET: Registered protocol family 2

Jul 31 20:00:15 kernel: IP route cache hash table entries: 4096 (order: 2, 16384
bytes)

Jul 31 20:00:15 kernel: TCP established hash table entries: 16384 (order: 5, 131072
bytes)

Jul 31 20:00:15 kernel: TCP bind hash table entries: 16384 (order: 5, 196608 bytes)
Jul 31 20:00:15 kernel: TCP: Hash tables configured (established 16384 bind 16384)
Jul 31 20:00:15 kernel: TCP reno registered

Jul 31 20:00:15 kernel: UDP hash table entries: 256 (order: 1, 8192 bytes)

Jul 31 20:00:15 kernel: UDP-Lite hash table entries: 256 (order: 1, 8192 bytes)
Jul 31 20:00:15 kernel: NET: Registered protocol family 1

Jul 31 20:00:15 kernel: PCI: no core

Jul 31 20:00:15 kernel: PCI: no core

Jul 31 20:00:15 kernel: PCI: scanning bus 0
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Jul 31 20:00:15 kernel: PCI: Fixing up bus 0

Jul 31 20:00:15 kernel: PCIEl link=1

Jul 31 20:00:15 kernel: PCIEl switching to GEN2

Jul 31 20:00:15 kernel: PCIEl link=1

Jul 31 20:00:15 kernel: PCI: Fixing up bus 0

Jul 31 20:00:15 kernel: PCI: bus0: Fast back to back transfers disabled

Jul 31 20:00:15 kernel: PCIE: Doing ASMedia switch Init...Test Read = 20010002
Jul 31 20:00:15 kernel: PCIE 0001:01:0000: ASMedia UpPort mem base 0x08000000,
mem limit OxQ9ffffff

Jul 31 20:00:15 kernel: PCI: Fixing up bus 1

Jul 31 20:00:15 kernel: PCI: busl: Fast back to back transfers disabled

Jul 31 20:00:15 kernel: PCIE: Doing ASMedia switch Init...Test Read = 20010002
Jul 31 20:00:15 kernel: PCIE 0001:02:0018: ASMedia DownPort mem base 0x0b000000,
mem limit OxOcffffff

Jul 31 20:00:15 kernel: PCIE 0001:02:0018: ASMedia DownPort Link speed is GEN2
Jul 31 20:00:15 kernel: PCIE 0001:02:0018: ASMedia DownPort Link status 0x7012
Jul 31 20:00:15 kernel: PCIE: Doing ASMedia switch Init...Test Read = 20010002
Jul 31 20:00:15 kernel: PCIE 0001:02:0038: ASMedia DownPort mem base 0x0e000000,
mem limit OxOfffffff

Jul 31 20:00:15 kernel: PCIE 0001:02:0038: ASMedia DownPort Link speed is GEN2
Jul 31 20:00:15 kernel: PCIE 0001:02:0038: ASMedia DownPort Link status 0x7012
Jul 31 20:00:15 kernel: PCI: Fixing up bus 2

Jul 31 20:00:15 kernel: PCI: bus2: Fast back to back transfers disabled

Jul 31 20:00:15 kernel: PCI: Fixing up bus 3

Jul 31 20:00:15 kernel: PCI: bus3: Fast back to back transfers disabled

Jul 31 20:00:15 kernel: PCI: Fixing up bus 4

Jul 31 20:00:15 kernel: PCI: bus4: Fast back to back transfers disabled

Jul 31 20:00:15 kernel: pci 0001:00:00.0: BAR 8: assigned [mem 0x08000000-
0x08bfffff]

Jul 31 20:00:15 kernel: pci 0001:01:00.0: BAR 8: assigned [mem 0x08000000-
0x08bfffff]

Jul 31 20:00:15 kernel: pci 0001:02:03.0: BAR 8: assigned [mem 0x08000000-
0x085fffff)]

Jul 31 20:00:15 kernel: pci 0001:02:07.0: BAR 8: assigned [mem 0x08600000-
0x08bfffff)

Jul 31 20:00:15 kernel: pci 0001:03:00.0: BAR 2: assigned [mem 0x08000000-0x083fffff
64bit]

Jul 31 20:00:15 kernel: pci 0001:03:00.0: BAR 2: set to [mem 0x08000000-0x083fffff
64bit] (PCI address [0x8000000-0x83fffff]

Jul 31 20:00:15 kernel: pci 0001:03:00.0: BAR 0: assigned [mem 0x08400000-0x08407fff
64bit]

Jul 31 20:00:15 kernel: pci 0001:03:00.0: BAR 0: set to [mem 0x08400000-0x08407fff

64bit] (PCI address [0x8400000-0x8407fff]

Jul 31 20:00:15 kernel: pci 0001:02:03.0: PCI bridge to [bus 03-03]

Jul 31 20:00:15 kernel: pci 0001:02:03.0: bridge window [io disabled]

Jul 31 20:00:15 kernel: pci 0001:02:03.0: bridge window [mem 0x08000000-
0x085fffff]

Jul 31 20:00:15 kernel: pci 0001:02:03.0: bridge window [mem pref disabled]

Jul 31 20:00:15 kernel: pci 0001:04:00.0: BAR 2: assigned [mem 0x08800000-0x08bfffff
64bit]

Jul 31 20:00:15 kernel: pci 0001:04:00.0: BAR 2: set to [mem 0x08800000-0x08bfffff
64bit] (PCI address [0x8800000-0x8bfffff]

Jul 31 20:00:15 kernel: pci 0001:04:00.0: BAR 0: assigned [mem 0x08600000-0x08607fff
64bit]

Jul 31 20:00:15 kernel: pci 0001:04:00.0: BAR 0: set to [mem 0x08600000-0x08607fff
64bit] (PCI address [0x8600000-0x8607fff]

Jul 31 20:00:15 kernel: pci 0001:02:07.0: PCI bridge to [bus 04-04]

Jul 31
Jul 31

20:00:15 kernel: pci 0001:02:07.0:
20:00:15 kernel: pci 0001:02:07.0:
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0x08bfffff]

Jul 31 20:00:15 kernel: pci 0001:02:07.0: bridge window [mem pref disabled]
Jul 31 20:00:15 kernel: pci 0001:01:00.0: PCI bridge to [bus 02-04]

Jul 31 20:00:15 kernel: pci 0001:01:00.0: bridge window [io disabled]

Jul 31 20:00:15 stop nat rules: apply the redirect rules!

Jul 31 20:00:15 kernel: pci 0001:01:00.0: bridge window [mem 0x08000000-
0x08bfffff)

Jul 31 20:00:15 kernel: pci 0001:01:00.0: bridge window [mem pref disabled]
Jul 31 20:00:15 kernel: pci 0001:00:00.0: PCI bridge to [bus 01-04]

Jul 31 20:00:15 kernel: pci 0001:00:00.0: bridge window [io disabled]

Jul 31 20:00:15 kernel: pci 0001:00:00.0: bridge window [mem 0x08000000-
0x08bfffff)]

Jul 31 20:00:15 kernel: pci 0001:00:00.0: bridge window [mem pref disabled]
Jul 31 20:00:15 kernel: PCIE2 link=1

Jul 31 20:00:15 kernel: PCIE2 switching to GEN2

Jul 31 20:00:15 WAN Connection: ISP's DHCP did not function properly.

Jul 31 20:00:15 kernel: PCIE2 link=1

Jul 31 20:00:15 kernel: PCI: Fixing up bus 0

Jul 31 20:00:15 kernel: PCI: busO: Fast back to back transfers disabled

Jul 31 20:00:15 kernel: PCI: Fixing up bus 1

Jul 31 20:00:15 kernel: PCI: busl: Fast back to back transfers disabled

Jul 31 20:00:15 kernel: pci 0002:00:00.0: BAR 8: assigned [mem 0x20000000-
0x205fffff)

Jul 31 20:00:15 kernel: pci 0002:01:00.0: BAR 2: assigned [mem 0x20000000-0x203fffff
64bit]

Jul 31 20:00:15 kernel: pci 0002:01:00.0: BAR 2: set to [mem 0x20000000-0x203fffff
64bit] (PCI address [0x20000000-0x203fffff]

Jul 31 20:00:15 kernel: pci 0002:01:00.0: BAR 0: assigned [mem 0x20400000-0x20407fff
64bit]

Jul 31 20:00:15 kernel: pci 0002:01:00.0: BAR 0: set to [mem 0x20400000-0x20407fff
64bit] (PCI address [0x20400000-0x20407fff]

Jul 31 20:00:15 kernel: pci 0002:00:00.0: PCI bridge to [bus 01-01]

Jul 31 20:00:16 kernel: pci 0002:00:00.0: bridge window [io disabled]

Jul 31 20:00:16 kernel: pci 0002:00:00.0: bridge window [mem 0x20000000-
0x205fffff)

Jul 31 20:00:16 kernel: pci 0002:00:00.0: bridge window [mem pref disabled]
Jul 31 20:00:16 kernel: PCIE3 1link=0

Jul 31 20:00:16 kernel: VFS: Disk quotas dquot 6.5.2

Jul 31 20:00:16 kernel: Dquot-cache hash table entries: 1024 (order 0, 4096 bytes)
Jul 31 20:00:16 kernel: squashfs: version 4.0 (2009/01/31) Phillip Lougher

Jul 31 20:00:16 kernel: fuse init (API version 7.15)

Jul 31 20:00:16 kernel: msgmni has been set to 1005

Jul 31 20:00:16 kernel: io scheduler noop registered (default)

Jul 31 20:00:16 kernel: io scheduler deadline registered

Jul 31 20:00:16 kernel: io scheduler cfq registered

Jul 31 20:00:16 kernel: PCIE: Doing ASMedia switch Init...Test Read 20010002
Jul 31 20:00:16 kernel: PCIE: Doing ASMedia switch Init...Test Read 20010002
Jul 31 20:00:16 kernel: Serial: 8250/16550 driver, 2 ports, IRQ sharing disabled
Jul 31 20:00:16 kernel: serial8250.0: ttySO at MMIO 0x18000300 (irg = 117) is a
16550

Jul 31 20:00:16 dropbear[539]: Running in background

Jul 31 20:00:16 kernel: console [ttyS0] enabled, bootconsole disabled

Jul 31 20:00:16 kernel: serial8250.0: ttySl at MMIO 0x18000400 (irqg = 117) is a
16550

Jul 31 20:00:16 kernel: brd: module loaded

Jul 31 20:00:16 kernel: loop: module loaded

Jul 31 20:00:16 kernel: pflash: found no supported devices

Jul 31 20:00:16 kernel: bcmsflash: found no supported devices

Jul 31 20:00:16 kernel: Boot partition size = 524288(0x80000)
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kernel:
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lookup nflash rootfs offset: offset = 0x200000

nflash: squash filesystem with lzma found at block 29

Creating 4 MTD partitions on "nflash":

0x000000000000-0x000000080000 : "boot"

0x000000080000-0x000000200000 : "nvram"
0x000000200000-0x000004000000 : "linux"
0x0000003b61cc-0x000004000000 : "rootfs"

PPP generic driver version 2.4.2
PPP MPPE Compression module registered
NET: Registered protocol family 24
PPTP driver version 0.8.5
=== PPTP init ===
Mirror/redirect action on
u32 classifier
Actions configured
Netfilter messages via NETLINK v0.30.

nf conntrack version 0.5.0 (8047 buckets, 32188 max)

ctnetlink v0.93: registering with nfnetlink.

xt time: kernel timezone is -0000

ip tables: (C) 2000-2006 Netfilter Core Team

TCP cubic registered

NET: Registered protocol family 10

ip6 tables: (C) 2000-2006 Netfilter Core Team
NET: Registered protocol family 17

L2TP core driver, V2.0

PPPOL2TP kernel driver, V2.0

802.1Q VLAN Support v1.8 Ben Greear

<greearb@candelatech.com>
All bugs added by David S. Miller <davem@redhat.com>
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Jul

31 20:00:16 kernel:
31 20:00:16 kernel:
31 20:00:16 kernel:

Broadcom Inc. 2012

31 20:00:16 kernel:
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kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

Registering the dns resolver key type

Northstar brcmnand NAND Flash Controller driver, Version 0.1

NAND device: Manufacturer ID: 0x01, Chip ID: 0xfl (AMD NAND

Spare area=64 eccbytes 56, ecc bytes located at:

234567891011 12 13 14 15 18 19 20 21 22 23 24 25
36 37 38 39 40 41 42 43 44 45 46 47 50 51 52 53 54 55 56 57

Available 7 bytes at (off,len):

(1,1) (16,2) (32,2) (48,2) (0,0) (0,0) (0,0) (0,0)
Scanning device for bad blocks

Bad eraseblock 894 at 0x000006£c0000

Bad eraseblock 930 at 0x000007440000

Options: NO AUTOINCR,NO READRDY,BBT SCAN2NDPAGE,
Creating 1 MTD partitions on "brcmnand":
0x000004000000-0x000008000000 : "brcmnand"

VFS: Mounted root (squashfs filesystem) readonly on device

devtmpfs: mounted

Freeing init memory: 288K

ctf: module license 'Proprietary' taints kernel.
Disabling lock debugging due to kernel taint

et module init: passivemode set to 0x0

et module init: txworkqg set to 0x0

et module init: et txg thresh set to 0Oxce4

et module init: et rxlazy timeout set to 0x3e8
et module init: et rxlazy framecnt set to 0x20
et module init: et rxlazy dyn thresh set to 0

fwd0: Broadcom BCM47XX 10/100/1000 Mbps Ethernet Controller
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7.14.131.4402 (r628786)

Jul 31 20:00:16 kernel: fwdl: Broadcom BCM47XX 10/100/1000 Mbps Ethernet Controller
7.14.131.4402 (r628786)

Jul 31 20:00:16 kernel: eth0O: Broadcom BCM47XX 10/100/1000 Mbps Ethernet Controller
7.14.131.4402 (r628786)

Jul 31 20:00:16 kernel: PCI PROBE: bus 3, slot 0,vendor 14E4, device 4365 (good PCI
location)

Jul 31 20:00:16 kernel: PCI: Enabling device 0001:03:00.0 (0140 -> 0142)

Jul 31 20:00:16 kernel: dhd attach(): thread:dhd watchdog thread:185 started

Jul 31 20:00:16 kernel: ring info raw: 56

Jul 31 20:00:16 kernel: dc 53 3f 00 ac 64 3f 00 cO 66 3f 00 d4 68 3f 00

Jul 31 20:00:16 kernel: da 68 3f 00 00 00 00 00 00 00 00 00 00 00 00 0O

Jul 31 20:00:16 kernel: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

Jul 31 20:00:16 kernel: 00 00 00 00 0Oa 01 00 00

Jul 31 20:00:16 kernel: CUR_ETHERADDR : 6

Jul 31 20:00:16 kernel: dO0 17 c2 3b £7 b0

Jul 31 20:00:16 kernel: Dongle Host Driver, version 1.369.1 (r628771)

Jul 31 20:00:16 kernel: Compiled in drivers/net/wireless/bcmdhd on May 30 2016 at
12:03:39

Jul 31 20:00:16 kernel: Register interface [ethl] MAC: d0:17:c2:3b:£f7:b0

Jul 31 20:00:16 kernel: PCI PROBE: bus 4, slot 0,vendor 14E4, device 4365 (good PCI
location)

Jul 31 20:00:16 kernel: PCI: Enabling device 0001:04:00.0 (0140 -> 0142)

Jul 31 20:00:16 kernel: dhd attach(): thread:dhd watchdog thread:189 started

Jul 31 20:00:16 kernel: ring info raw: 56

Jul 31 20:00:16 kernel: dc 53 3f 00 ac 64 3f 00 cO 66 3f 00 d4 68 3f 00

Jul 31 20:00:16 kernel: da 68 3f 00 00 00 00 00 00 00 00 00 00 00 00 0O

Jul 31 20:00:16 kernel: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

Jul 31 20:00:16 kernel: 00 00 00 00 0Oa 01 00 00

Jul 31 20:00:16 kernel: CUR_ETHERADDR : 6

Jul 31 20:00:16 kernel: dO0 17 c2 3b £f7 b4

Jul 31 20:00:16 kernel: Dongle Host Driver, version 1.369.1 (r628771)

Jul 31 20:00:16 kernel: Compiled in drivers/net/wireless/bcmdhd on May 30 2016 at
12:03:39

Jul 31 20:00:16 kernel: Register interface [eth2] MAC: d0:17:c2:3b:£f7:b4

Jul 31 20:00:16 kernel: PCI PROBE: bus 1, slot 0,vendor 14E4, device 4365 (good PCI
location)

Jul 31 20:00:16 kernel: PCI: Enabling device 0002:01:00.0 (0140 -> 0142)

Jul 31 20:00:16 kernel: dhd attach(): thread:dhd watchdog thread:18d started

Jul 31 20:00:16 kernel: ring info raw: 56

Jul 31 20:00:16 kernel: dc 53 3f 00 ac 64 3f 00 cO 66 3f 00 d4 68 3f 00

Jul 31 20:00:16 kernel: da 68 3f 00 00 00 00 00 00 00 00 00 00 00 00 0O

Jul 31 20:00:16 kernel: 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 0O

Jul 31 20:00:16 kernel: 00 00 00 00 0Oa 01 00 00

Jul 31 20:00:16 kernel: CUR_ETHERADDR : 6

Jul 31 20:00:16 kernel: dO0 17 c2 3b £f7 b8

Jul 31 20:00:16 kernel: Dongle Host Driver, version 1.369.1 (r628771)

Jul 31 20:00:16 kernel: Compiled in drivers/net/wireless/bcmdhd on May 30 2016 at
12:03:39

Jul 31 20:00:16 kernel: Register interface [eth3] MAC: d0:17:c2:3b:f7:b8

Jul 31 20:00:16 kernel: JFFS2 version 2.2. (NAND) A© 2001-2006 Red Hat, Inc.

Jul 31 20:00:16 kernel: device fwd0 entered promiscuous mode

Jul 31 20:00:16 kernel: device fwdl entered promiscuous mode

Jul 31 20:00:16 kernel: device vlanl entered promiscuous mode

Jul 31 20:00:16 kernel: device eth0 entered promiscuous mode

Jul 31 20:00:16 kernel: br0: topology change detected, propagating

Jul 31 20:00:16 kernel: br0O: port 1l(vlanl) entering forwarding state

Jul 31 20:00:16 kernel: br0O: port 1l(vlanl) entering forwarding state

Jul 31 20:00:16 kernel: ADDRCONF(NETDEV UP): agg: link is not ready
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Jul 31 20:00:16 kernel: ADDRCONF (NETDEV UP): dpsta: link is not ready

Jul 31 20:00:16 kernel: ADDRCONF(NETDEV_UP): vlan2: link is not ready

Jul 31 20:00:16 kernel: JFFS2 notice: (450) check node data: wrong data CRC in data
node at 0x002£f5438: read 0x94bc7852, calculated 0xebl8ade3.

Jul 31 20:00:21 dnsmasq[551]: started, version 2.76 cachesize 1500

Jul 31 20:00:21 dnsmasqg[551]: asynchronous logging enabled, queue limit is 5
messages

Jul 31 20:00:21 dnsmasqg-dhcp[551]: DHCP, IP range 192.168.1.2 -- 192.168.1.254,
lease time 1d

Jul 31 20:00:21 dnsmasg-dhcp[551]: DHCPv6 stateless on br0

Jul 31 20:00:21 dnsmasg-dhcp[551]: router advertisement on br0

Jul 31 20:00:21 dnsmasg-dhcp[551]: IPv6 router advertisement enabled

Jul 31 20:00:21 dnsmasq[551]: read /etc/hosts - 6 addresses

Jul 31 20:00:21 RT-AC5300: start httpd - SSL

Jul 31 20:00:21 RT-AC5300: start httpd

Jul 31 20:00:21 crond[560]: crond: crond (busybox 1.20.2) started, log level 8

Jul 31 20:00:22 NAT Tunnel: AAE Service is stopped

Jul 31 20:00:22 AAE: AAE Service is started

Jul 31 20:00:22 syslog: Generating SSL certificate...

Jul 31 20:00:22 Mastiff: init

Jul 31 20:00:22 disk monitor: be idle

Jul 31 20:00:25 hour monitor: daemon is starting

Jul 31 20:00:26 jffs2: valid logs(1l)

Jul 31 20:00:26 wan: [wan0 hwaddr] == [D0:17:C2:3B:F7:B0]

Jul 31 20:00:27 rc_service: udhcpc 648:notify rc start firewall

Jul 31 20:00:27 wan: finish adding multi routes

Jul 31 20:00:27 rc_service: udhcpc 648:notify rc stop upnp

Jul 31 20:00:27 rc_service: waitting "start firewall" via udhcpc ...

Jul 31 20:00:28 kernel: usbcore: registered new interface driver usbfs

Jul 31 20:00:28 kernel: usbcore: registered new interface driver hub

Jul 31 20:00:28 syslog: module ledtrig-usbdev not found in modules.dep

Jul 31 20:00:28 kernel: usbcore: registered new device driver usb

Jul 31 20:00:28 syslog: module leds-usb not found in modules.dep

Jul 31 20:00:28 kernel: SCSI subsystem initialized

Jul 31 20:00:29 kernel: csw_retry 100

Jul 31 20:00:29 kernel: Initializing USB Mass Storage driver...

Jul 31 20:00:29 kernel: usbcore: registered new interface driver usb-storage

Jul 31 20:00:29 kernel: USB Mass Storage support registered.

Jul 31 20:00:29 dnsmasg-dhcp[551]: DHCPDISCOVER(br0) d0:25:98:e2:3d:41

Jul 31 20:00:29 dnsmasg-dhcp[551]: DHCPOFFER(br0) 192.168.1.193 d0:25:98:e2:3d:41
Jul 31 20:00:29 dnsmasq[551]: read /etc/hosts - 6 addresses

Jul 31 20:00:29 dnsmasqg[551]: using nameserver 199.85.126.20#53

Jul 31 20:00:29 dnsmasq[551]: using nameserver 199.85.127.20#53

Jul 31 20:00:29 kernel: Tuxera FAT 12/16/32 driver version 3015.1.29.6 [Flags: R/W
MODULE].

Jul 31 20:00:29 kernel: Built against headers 2.6.36.4brcmarm #1 SMP PREEMPT Mon Dec
7 10:09:21 CST 2015 arm

Jul 31 20:00:29 kernel: Running on kernel 2.6.36.4brcmarm #1 SMP PREEMPT Fri Jan 6
00:25:43 EST 2017 armv7l

Jul 31 20:00:29 kernel: Tuxera NTFS driver 3015.1.29.16 [Flags: R/W MODULE].

Jul 31 20:00:29 kernel: Tuxera HFS+ driver 3014.7.28

Jul 31 20:00:29 kernel: ehci hcd: USB 2.0 'Enhanced' Host Controller (EHCI) Driver
Jul 31 20:00:29 kernel: reset usb phy..

Jul 31 20:00:29 kernel: ehci hcd 0000:00:0b.1: EHCI Host Controller

Jul 31 20:00:29 kernel: ehci hcd 0000:00:0b.1: new USB bus registered, assigned bus
number 1

Jul 31 20:00:29 kernel: ehci hcd 0000:00:0b.1: irg 111, io mem 0x18021000

Jul 31 20:00:29 kernel: ehci hcd 0000:00:0b.1: USB 0.0 started, EHCI 1.00

Jul 31 20:00:29 kernel: hub 1-0:1.0: USB hub found
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Jul 31 20:00:29 kernel: hub 1-0:1.0: 2 ports detected

Jul 31 20:00:29 kernel: ohci hcd: USB 1.1 'Open' Host Controller (OHCI) Driver

Jul 31 20:00:29 kernel: ohci hcd 0000:00:0b.0: OHCI Host Controller

Jul 31 20:00:29 kernel: ohci hcd 0000:00:0b.0: new USB bus registered, assigned bus
number 2

Jul 31 20:00:29 kernel: ohci hcd 0000:00:0b.0: irg 111, io mem 0x18022000

Jul 31 20:00:29 kernel: hub 2-0:1.0: USB hub found

Jul 31 20:00:29 kernel: hub 2-0:1.0: 2 ports detected

Jul 31 20:00:29 kernel: usbcore: registered new interface driver usblp

Jul 31 20:00:29 kernel: usbcore: registered new interface driver asix

Jul 31 20:00:30 kernel: usbcore: registered new interface driver cdc_ether

Jul 31 20:00:30 kernel: usbcore: registered new interface driver rndis_ host

Jul 31 20:00:30 kernel: cdc_ncm: 14-Mar-2012

Jul 31 20:00:30 kernel: usbcore: registered new interface driver cdc ncm

Jul 31 20:00:30 kernel: usbcore: registered new interface driver cdc_wdm

Jul 31 20:00:30 kernel: usbcore: registered new interface driver gmi wwan

Jul 31 20:00:30 kernel: cdc_mbim: loaded

Jul 31 20:00:30 kernel: usbcore: registered new interface driver cdc_mbim

Jul 31 20:00:30 WAN Connection: WAN was restored.

Jul 31 20:00:31 start nat rules: apply the nat rules(/tmp/nat rules ethO_eth0)!

Jul 31 20:00:31 kernel: nf conntrack rtsp v0.6.21 loading

Jul 31 20:00:31 kernel: nf nat rtsp v0.6.21 loading

Jul 31 20:00:32 rc_service: udhcpc 648:notify rc start upnp

Jul 31 20:00:32 rc_service: waitting "stop upnp" via udhcpc ...

Jul 31 20:00:32 dnsmasqg-dhcp[551]: DHCPDISCOVER(br0) b8:e8:56:27:05:b6

Jul 31 20:00:32 dnsmasg-dhcp[551]: DHCPOFFER(br0) 192.168.1.108 b8:e8:56:27:05:b6
Jul 31 20:00:32 dnsmasq[551]: read /etc/hosts - 6 addresses

Jul 31 20:00:32 dnsmasq[551]: using nameserver 199.85.126.20#53

Jul 31 20:00:32 dnsmasqg[551]: using nameserver 199.85.127.20#53

Jul 31 20:00:32 dnsmasqg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.193 d0:25:98:e2:3d:41
Jul 31 20:00:32 dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.193 d0:25:98:e2:3d:41
iPhone

Jul 31 20:00:32 dnsmasqg-dhcp[551]: DHCPDISCOVER(br0) 192.168.1.165 ac:89:95:64:0e:a3
Jul 31 20:00:32 dnsmasg-dhcp[551]: DHCPOFFER(br0) 192.168.1.165 ac:89:95:64:0e:a3
Jul 31 20:00:32 dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.193 d0:25:98:e2:3d:41
Jul 31 20:00:32 dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.193 d0:25:98:e2:3d:41
iPhone

Jul 31 20:00:32 dnsmasqg-dhcp[551]: DHCPDISCOVER(br0) b8:e8:56:27:05:b6

Jul 31 20:00:32 dnsmasg-dhcp[551]: DHCPOFFER(br0) 192.168.1.108 b8:e8:56:27:05:b6
Jul 31 20:00:32 dnsmasg-dhcp[551]: DHCPDISCOVER(br0O) 192.168.1.165 ac:89:95:64:0e:a3
Jul 31 20:00:32 dnsmasqg-dhcp[551]: DHCPOFFER(br0) 192.168.1.165 ac:89:95:64:0e:a3
Jul 31 20:00:32 start nat rules: apply the nat rules(/tmp/nat rules eth0 eth0)!

Jul 31 20:00:33 dnsmasg-dhcp[551]: DHCPREQUEST (br0) 192.168.1.108 b8:e8:56:27:05:b6
Jul 31 20:00:33 dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.108 b8:e8:56:27:05:b6
Michels-Air

Jul 31 20:00:33 ddns update: ez-ipupdate: starting...

Jul 31 20:00:33 dnsmasg-dhcp[551]: DHCPDISCOVER(br0O) 192.168.1.165 ac:89:95:64:0e:a3
Jul 31 20:00:33 dnsmasg-dhcp[551]: DHCPOFFER(br0) 192.168.1.165 ac:89:95:64:0e:a3
Jul 31 20:00:33 dnsmasqg-dhcp[551]: DHCPREQUEST (br0) 192.168.1.165 ac:89:95:64:0e:a3
Jul 31 20:00:33 dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.165 ac:89:95:64:0e:a3

Jul 31 20:00:34 ddns update: connected to nwsrv-nsl.asus.com (103.10.4.108) on port
80.

Jul 31 20:00:34 ddns update: Asus update entry:: return: HTTP/1.1 200 OK"M Date:
Sun, 08 Jan 2017 18:57:54 GMT"M Server: Apache”M Content-Length: 0"M Connection:
close™M Content-Type: text/html™M "M

Jul 31 20:00:34 ddns update: retval= 0, ddns_return code (,200)

Jul 31 20:00:34 ddns update: asusddns update: 0

Jul 31 20:00:35 ddns: ddns update ok

Jul 31 20:00:35 ntp: start NTP update

http://192.168.1.1/syslog.txt 2017-03-26, 15:49
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Jan 8 13:57:56
Jan 8 13:57:57
Jan 8 13:57:57
Jan 8 13:57:57
Jan 8 13:57:57
Jan 8 13:57:57
Jan 8 13:57:57
Jan 8 13:57:58
Jan 8 13:57:58
SPA122

Jan 8 13:57:58
Jan 8 13:57:58
Jan 8 13:57:59
Jan 8 13:57:59
Jan 8 13:57:59
Jan 8 13:57:59
Jan 8 13:57:59
Jan 8 13:57:59
Jan 8 13:58:02
Jan 8 13:58:02
Jan 8 13:58:03
Jan 8 13:58:20
Jan 8 13:58:20
Jan 8 13:58:20
Jan 8 13:58:20
5010L

Jan 8 13:58:22
Jan 8 13:58:26
Jan 8 13:58:26
Ginane

Jan 8 13:58:48
Jan 8 13:58:48
Deslauriers

Jan 8 13:59:42
Jan 8 13:59:42
Imans-iPhone
Jan 8 14:00:58
Jan 8 14:06:11
Jan 8 14:06:11
Jan 8 14:06:11
Jan 8 14:06:11
Jan 8 14:06:13
Jan 8 14:06:13
Michels-iPad
Jan 8 14:10:23
Jan 8 14:10:23
iPhonedeGinane
Jan 8 14:15:54
Jan 8 14:15:54

Nours-Air-3

Jul 31 20:00:15
Jul 31 20:00:15
Jul 31 20:00:15

(Buildroot 2012.

Jul 31 20:00:15
cr=10c53c7f
Jul 31 20:00:15

rc_service: ntp 835:notify rc restart upnp

rc_service: ntp 835:notify rc restart diskmon

disk monitor: Finish

dnsmasqg-dhcp[551]: DHCPDISCOVER(br0) 54:7c:69:3e:b7:4a
dnsmasqg-dhcp[551]: DHCPOFFER(br0) 192.168.1.70 54:7c:69:3e:b7:4a
dnsmasqg-dhcp[551]: DHCPDISCOVER(br0) 54:7c:69:3e:b7:4a
dnsmasqg-dhcp[551]: DHCPOFFER(br0) 192.168.1.70 54:7c:69:3e:b7:4a
dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.70 54:7c:69:3e:b7:4a
dnsmasqg-dhcp[551]: DHCPACK(br0) 192.168.1.70 54:7c:69:3e:b7:4a

kernel: * Make sure sizeof(struct sw_struct)=160 is consistent

disk monitor: be idle

kernel: IDPfw: TrendMicro forward module ver-1.0.34

kernel: IDPfw: Apply module param dev_wan=ethO

kernel: IDPfw: Apply module param sess_num=30000

kernel: IDPfw: Init chrdev /dev/idpfw with major 191

kernel: IDPfw: IDPfw is ready

kernel: sizeof forward param = 160

rc_service: udhcpc 648:notify rc start firewall

dhcp client: bound 135.19.49.28 via 135.19.49.1 during 3600 seconds.
start nat rules: apply the nat rules(/tmp/nat rules ethO eth0)!
dnsmasqg-dhcp[551]: DHCPDISCOVER(br0O) 28:10:7b:27:89:29
dnsmasqg-dhcp[551]: DHCPOFFER(br0) 192.168.1.214 28:10:7b:27:89:29
dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.214 28:10:7b:27:89:29
dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.214 28:10:7b:27:89:29 DCS-

crond[560]: time disparity of 758578 minutes detected
dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.41 b0:10:41:14:99:0c
dnsmasqg-dhcp[551]: DHCPACK(br0) 192.168.1.41 b0:10:41:14:99:0c

192.168.1.138 70:14:a6:43:93:4a
168.1.138 70:14:a6:43:93:4a

dnsmasg-dhcp[551]:
dnsmasqg-dhcp[551]:

DHCPREQUEST (br0)
DHCPACK (br0) 192.

192.168.1.118 b4:4b:d2:45:7a:11
168.1.118 b4:4b:d2:45:7a:11

dnsmasg-dhcp[551]:
dnsmasqg-dhcp[551]:

DHCPREQUEST (br0)
DHCPACK (br0) 192.

disk monitor: Got SIGALRM...

dnsmasg-dhcp[551]: DHCPDISCOVER(br0) 24:a2:el:02:a8:28
dnsmasg-dhcp[551]: DHCPOFFER(br0) 192.168.1.100 24:a2:el:02:a8:28
dnsmasqg-dhcp[551]: DHCPDISCOVER(br0) 24:a2:el:02:a8:28
dnsmasg-dhcp[551]: DHCPOFFER(br0) 192.168.1.100 24:a2:el:02:a8:28
dnsmasqg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.100 24:a2:el1:02:a8:28
dnsmasqg-dhcp[551]: DHCPACK(br0) 192.168.1.100 24:a2:e1:02:a8:28

192.
168.

168.1.201 cO:ce:cd:03:9a:e6
1.201 cO:ce:cd:03:9a:e6

dnsmasqg-dhcp[551]:
dnsmasg-dhcp[551]:

DHCPREQUEST (br0)
DHCPACK (br0) 192.

192.168.1.133 9c:f3:87:a5:86:e8
168.1.133 9¢c:£f3:87:a5:86:e8

dnsmasqg-dhcp[551]:
dnsmasqg-dhcp[551]:

DHCPREQUEST (br0)
DHCPACK (br0) 192.

syslogd started: BusyBox v1.20.2

kernel: klogd started: BusyBox v1.20.2 (2017-01-07 19:21:26 EST)
kernel: sion 2.6.36.4brcmarm (merlin@ubuntu-dev) (gcc version 4.5.3
02) ) #1 SMP PREEMPT Sat Jan 7 19:34:50 EST 2017

kernel: CPU: ARMv7 Processor [413fc090] revision 0 (ARMv7),

kernel: CPU: VIPT nonaliasing data cache, VIPT nonaliasing

instruction cache

Jul 31 20:00:15

http://192.168.1.1/syslog.txt

kernel: Machine: Northstar Prototype
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Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:

u65536

Jul 31 20:
Jul 31 20:
Jul 31 20:
Total pages:
Jul 31 20:00:15 kernel:

00:15
00:15
00:15
00:15
00:15

00:15
00:15
00:15

kernel:
kernel:
kernel:
kernel:
kernel:

kernel:
kernel:
kernel:
130048

Ignoring unrecognised tag 0x00000000
bootconsole [earlycon(0] enabled

Memory policy: ECC disabled, Data cache writealloc

MPCORE found at 19020000
PERCPU: Embedded 7 pages/cpu @88407000 s5632 r8192 d14848

pcpu-alloc:
pcpu-alloc:

Kernel command line:

[0] 0 [0] 1
Built 1 zonelists in Zone order, mobility grouping on.

root=/dev/mtdblock2

console=ttyS0,115200 init=/sbin/preinit earlyprintk debug
PID hash table entries:

Jul 31 20:
Jul 31 20:

bytes)

Jul 31 20:

bytes)

Jul 31 20:
Jul 31 20:

highmem
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
CPUs=2,

31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:

31 20:
31 20:
Nodes=1
Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:

00:15
00:15

00:15

00:15
00:15

00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15

00:15
00:15
00:15
00:15
00:15
00:15

kernel:
kernel:

kernel:

kernel:
kernel:

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

Inode-cache hash table entries:

Memory: 512MB

Memory:

512MB total
515020k/515020k available,

2048 (order:
Dentry cache hash table entries:

Virtual kernel memory layout:

65536 (order:

32768 (order:

s5632 r8192 d14848 u65536 alloc=16*4096

8192 bytes)
262144

6,

5,

9268k reserved,

131072

OK

vector Oxfff£f0000 - Oxff£f£f1000 ( 4 kB)
fixmap 0xf££00000 0xfffe0000 ( 896 kB)
DMA 0x£7e00000 0xf£fe00000 ( 128 MB)
vmalloc 0xa0800000 0x£0000000 (1272 MB)
lowmem 0x80000000 0xa0000000 ( 512 MB)
modules 0x7£000000 0x80000000 ( 16 MB)
.init 0x80008000 0x80050000 ( 288 kB)
.text : 0x80050000 0x803£5000 (3732 kB)
.data : 0x8040e000 - 0x804325a0 ( 146 kB)

SLUB: Genslabs=11, HWalign=32, Order=0-3, MinObjects=0,

Hierarchical RCU implementation.
RCU-based detection of stalled CPUs is disabled.
Verbose stalled-CPUs detection is disabled.
NR_IRQS:256
MPCORE GIC init

External imprecise Data abort at addr=0x0, fsr=0x1lc06,

pc=0x8000£9d8 1lr=0x8000f9cc ignored.

Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:

00:15
00:15
00:15
00:15
00:15
00:15
00:15
00:15

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

AUX CTRL 0x7al130800

Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:

00:15
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16

http://192.168.1.1/syslog.txt

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

MPCORE Global Timer Clock 700000000HZz

Calibrating delay loop... 2798.38 BogoMIPS (1lpj=13991936)
pid max: default: 32768 minimum: 301

Mount-cache hash table entries: 512

CPU: Testing write buffer coherency: ok

MPCORE Private timer setup CPUOQ

Calibrating local timer... 699.769MHz.

L310: cache controller enabled 16 ways, CACHE ID 0x410000c8,

CPUl: Booted secondary processor

MPCORE Private timer setup CPU1l

Brought up 2 CPUs

SMP: Total of 2 processors activated (5596.77 BogoMIPS).
devtmpfs: initialized

atomic64 test passed

NET: Registered protocol family 16

Found a AMD NAND flash:

Total size: 128MB
Block size: 128KB
Page Size: 2048B

2017-03-26, 15:49
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Jul
Jul
Jul
Jul
Jul
Jul
Jul

31
31
31
31
31
31
31

20:
20:
20:
20:
20:
20:
20:

00:16
00:16
00:16
00:16
00:16
00:16
00:16

125000000Hz

Jul
Jul
Jul
Jul 31
Jul 31
bytes)
Jul 31
bytes)
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
mem limit

31
31
31

Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:

mem limit

Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:

mem limit
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31

20:
20:
20:
20:
20:

20:

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

20:
20:
20:
20:
20:
20:
20:
20:
20:

00:16
00:16
00:16
00:16
00:16

00:16

00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
0xX09ffffff

00:16 kernel:
00:16 kernel:
00:16 kernel:
00:16 kernel:

O0xOcffffff

00:16 kernel:
00:16 kernel:
00:16 kernel:
00:16 kernel:

OxXOfffffff
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16

0x08bfffff)]

Jul 31 20:

00:16

0x08bfffff]

Jul 31 20:

00:16

0x085fffff]

Jul 31 20:

00:16

http://192.168.1.1/syslog.txt

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

kernel:
kernel:
kernel:
kernel:
kernel:

kernel:

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

kernel:

kernel:

kernel:

OOB Size: 64B
Sector size: 512B
Spare size: 16B
ECC level: 8 (8-bit)

Device ID: 0Ox 1 Oxfl 0x80 0Oxld 0x 1 O0xfl
CCA UART Clock Config: Sel=1 Ovr=1 Div=48
CCA UART Clock rate 125000000Hz CCB UART Clock rate

ACP (Accelerator Coherence Port) enabled
bio: create slab <bio-0> at 0

Switching to clocksource mpcore gtimer
NET: Registered protocol family 2
IP route cache hash table entries:

4096 (order: 2,

TCP established hash table entries: 16384 (order: 5
TCP bind hash table entries: 16384 (order: 5,
TCP: Hash tables configured (established 16384 bind
TCP reno registered

UDP hash table entries: 256 (order: 1, 8192 bytes)
UDP-Lite hash table entries: 256 (order: 1,
NET: Registered protocol family 1

PCI: no core

PCI: no core

PCI: scanning bus 0

PCI: Fixing up bus 0

PCIEl link=1

PCIE1l switching to GEN2

PCIEl link=1

PCI: Fixing up bus 0

PCI: busO: Fast back to back transfers disabled
PCIE: Doing ASMedia switch Init...Test Read =
PCIE

PCI:
PCI:
PCIE:
PCIE

Fixing up bus 1
busl: Fast back to back transfers disabled
Doing ASMedia switch Init...Test Read =
0001:02:0018: ASMedia

0001:02:0018: ASMedia
0001:02:0018: ASMedia
Doing ASMedia switch
0001:02:0038: ASMedia

PCIE
PCIE
PCIE:
PCIE

Init...Test Read =

0001:02:0038: ASMedia
0001:02:0038: ASMedia
Fixing up bus 2

bus2: Fast back to back transfers
Fixing up bus 3

bus3: Fast back to back transfers
PCI: Fixing up bus 4

PCI: bus4: Fast back to back transfers
pci 0001:00:00.0: BAR 8: assigned [mem

PCIE
PCIE
PCI:
PCI:
PCI:
PCI:

disabled
disabled

disabled
0x08000000-

pci 0001:01:00.0: BAR 8: assigned [mem 0x08000000-

pci 0001:02:03.0: BAR 8: assigned [mem 0x08000000-

pci 0001:02:07.0: BAR 8: assigned [mem 0x08600000-

16384

, 131072

196608 bytes)

16384)

8192 bytes)

20010002
0001:01:0000: ASMedia UpPort mem_base 0x08000000,

20010002
DownPort mem base 0x0b000000,

DownPort Link speed is GEN2
DownPort Link status 0x7012
20010002
DownPort mem base 0x0e000000,

DownPort Link speed is GEN2
DownPort Link status 0x7012
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0x08bfffff]
Jul 31
64bit]
Jul 31
64bit]
Jul 31
64bit]
Jul 31

20:00:16 kernel: pci 0001:03:00.0:
20:00:16 kernel: pci 0001:03:00.0:
(PCI address [0x8000000-0x83fffff]
20:00:16 kernel: pci 0001:03:00.0:

20:00:16 kernel: pci 0001:03:00.0:

BAR 2: assigned
BAR 2:
BAR 0: assigned

BAR O:

[mem 0x08000000-0x083fffff

set to [mem 0x08000000-0x083fffff

[mem 0x08400000-0x08407fff

set to [mem 0x08400000-0x08407fff

64bit] (PCI address [0x8400000-0x8407fff]

Jul 31 20:00:16 kernel: pci 0001:02:03.0: PCI bridge to [bus 03-03]

Jul 31 20:00:16 kernel: pci 0001:02:03.0: bridge window [io disabled]

Jul 31 20:00:16 kernel: pci 0001:02:03.0: bridge window [mem 0x08000000-
0x085fffff]

Jul 31 20:00:16 kernel: pci 0001:02:03.0: bridge window [mem pref disabled]

Jul 31 20:00:16 kernel: pci 0001:04:00.0: BAR 2: assigned [mem 0x08800000-0x08bfffff
64bit]

Jul 31 20:00:16 kernel: pci 0001:04:00.0: BAR 2: set to [mem 0x08800000-0x08bfffff
64bit] (PCI address [0x8800000-0x8bfffff]

Jul 31 20:00:16 kernel: pci 0001:04:00.0: BAR 0: assigned [mem 0x08600000-0x08607fff
64bit]

Jul 31 20:00:16 kernel: pci 0001:04:00.0: BAR 0: set to [mem 0x08600000-0x08607fff
64bit] (PCI address [0x8600000-0x8607fff]

Jul 31 20:00:16 kernel: pci 0001:02:07.0: PCI bridge to [bus 04-04]

Jul 31 20:00:16 kernel: pci 0001:02:07.0: bridge window [io disabled]

Jul 31 20:00:16 kernel: pci 0001:02:07.0: bridge window [mem 0x08600000-
0x08bfffff]

Jul 31 20:00:16 kernel: pci 0001:02:07.0: bridge window [mem pref disabled]

Jul 31 20:00:16 kernel: pci 0001:01:00.0: PCI bridge to [bus 02-04]

Jul 31 20:00:16 kernel: pci 0001:01:00.0: bridge window [io disabled]

Jul 31 20:00:16 kernel: pci 0001:01:00.0: bridge window [mem 0x08000000-
0x08bfffff]

Jul 31 20:00:16 kernel: pci 0001:01:00.0: bridge window [mem pref disabled]

Jul 31 20:00:16 kernel: pci 0001:00:00.0: PCI bridge to [bus 01-04]

Jul 31 20:00:16 kernel: pci 0001:00:00.0: bridge window [io disabled]

Jul 31 20:00:16 kernel: pci 0001:00:00.0: bridge window [mem 0x08000000-
0x08bfffff]

Jul 31 20:00:16 kernel: pci 0001:00:00.0: bridge window [mem pref disabled]

Jul 31 20:00:16 kernel: PCIE2 link=1

Jul 31 20:00:16 kernel: PCIE2 switching to GEN2

Jul 31 20:00:16 stop nat rules: apply the redirect rules!

Jul 31 20:00:16 kernel: PCIE2 link=1

Jul 31 20:00:16 kernel: PCI: Fixing up bus 0

Jul 31 20:00:16 kernel: PCI: bus0: Fast back to back transfers disabled

Jul 31 20:00:16 WAN Connection: ISP's DHCP did not function properly.

Jul 31 20:00:16 kernel: PCI: Fixing up bus 1

Jul 31 20:00:16 kernel: PCI: busl: Fast back to back transfers disabled

Jul 31 20:00:16 kernel: pci 0002:00:00.0: BAR 8: assigned [mem 0x20000000-
0x205fffff]

Jul 31 20:00:16 kernel: pci 0002:01:00.0: BAR 2: assigned [mem 0x20000000-0x203fffff
64bit]

Jul 31 20:00:16 kernel: pci 0002:01:00.0: BAR 2: set to [mem 0x20000000-0x203fffff
64bit] (PCI address [0x20000000-0x203fffff]

Jul 31 20:00:16 kernel: pci 0002:01:00.0: BAR 0: assigned [mem 0x20400000-0x20407fff
64bit]

Jul 31 20:00:16 kernel: pci 0002:01:00.0: BAR 0: set to [mem 0x20400000-0x20407fff
64bit] (PCI address [0x20400000-0x20407fff]

Jul 31 20:00:16 kernel: pci 0002:00:00.0: PCI bridge to [bus 01-01]

Jul 31 20:00:17 kernel: pci 0002:00:00.0: bridge window [io disabled]

Jul 31 20:00:17 kernel: pci 0002:00:00.0: bridge window [mem 0x20000000-

http://192.168.1.1/syslog.txt
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0x205fffff]

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

31
31
31
31
31
31
31
31
31
31
31
31
31
31

16550

Jul
Jul
Jul

31
31
31

16550

Jul
Jul
Jul
Jul
Jul
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kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

pci 0002:00:00.0: bridge window [mem pref disabled]

PCIE3 1link=0
VFS: Disk quotas dquot 6.5.2

Dquot-cache hash table entries:

1024 (order 0, 4096 bytes)

squashfs: version 4.0 (2009/01/31) Phillip Lougher

fuse init (API version 7.15)
msgmni has been set to 1005

io scheduler noop registered (default)
io scheduler deadline registered

io scheduler cfq registered

PCIE: Doing ASMedia switch Init...Test Read
PCIE: Doing ASMedia switch Init...Test Read

Serial: 8250/16550 driver, 2 ports,

serial8250.0: ttyS0 at MMIO 0x18000300 (irg

dropbear([539]: Running in background
console [ttyS0] enabled, bootconsole disabled
serial8250.0: ttySl at MMIO 0x18000400 (irg

kernel:
kernel:

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

Broadcom Inc. 2012

31 20:00:17 kernel:

128MiB 3,3V 8-bit)

http://192.168.1.1/syslog.txt

brd: module loaded
loop: module loaded

pflash: found no supported devices
becmsflash: found no supported devices
Boot partition size = 524288(0x80000)
lookup nflash rootfs offset: offset = 0x200000
nflash: squash filesystem with lzma found at block 29
Creating 4 MTD partitions on "nflash":

0x000000000000-0x000000080000
0x000000080000-0x000000200000
0x000000200000-0x000004000000
0x0000003b61cc-0x000004000000

"boot"
"nvram"
"linux"
"rootfs"

PPP generic driver version 2.4.2
PPP MPPE Compression module registered
NET: Registered protocol family 24

PPTP driver version 0.8.5
=== PPTP init ===
Mirror/redirect action on
u32 classifier

Actions configured

Netfilter messages via NETLINK v0.30.
nf conntrack version 0.5.0 (8047 buckets, 32188 max)
ctnetlink v0.93: registering with nfnetlink.
xt time: kernel timezone is -0000

ip tables: (C) 2000-2006 Netfilter Core Team

TCP cubic registered

NET: Registered protocol family 10

ip6_tables: (C) 2000-2006 Netfilter Core Team

NET: Registered protocol family 17

L2TP core driver, V2.0
PPPOL2TP kernel driver, V2.0

802.1Q0 VLAN Support v1.8 Ben Greear
<greearb@candelatech.com>
All bugs added by David S. Miller <davem@redhat.com>
Registering the dns_ resolver key type
Northstar brcmnand NAND Flash Controller driver, Version 0.1

NAND device: Manufacturer ID:

0x01, Chip ID:

20010002
20010002

IRQ sharing disabled

117) is a

117) is a

0xfl (AMD NAND

2017-03-26, 15:49
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Jul 31 20:00:17 kernel: Spare area=64 eccbytes 56, ecc bytes located at:

Jul 31 20:00:17 kernel: 2 3 45 6 7 8 9 10 11 12 13 14 15 18 19 20 21 22 23 24 25
26 27 28 29 30 31 34 35 36 37 38 39 40 41 42 43 44 45 46 47 50 51 52 53 54 55 56 57
58 59 60 61 62 63

Jul 31 20:00:17 kernel: Available 7 bytes at (off,len):

Jul 31 20:00:17 kernel: (1,1) (1l6,2) (32,2) (48,2) (0,0) (0,0) (0,0) (0,0)

Jul 31 20:00:17 kernel: Scanning device for bad blocks

Jul 31 20:00:17 kernel: Bad eraseblock 894 at 0x000006£c0000

Jul 31 20:00:17 kernel: Bad eraseblock 930 at 0x000007440000

Jul 31 20:00:17 kernel: Options: NO_AUTOINCR,NO READRDY,BBT SCAN2NDPAGE,

Jul 31 20:00:17 kernel: Creating 1 MTD partitions on "brcmnand":

Jul 31 20:00:17 kernel: 0x000004000000-0x000008000000 : "brcmnand"

Jul 31 20:00:17 kernel: VFS: Mounted root (squashfs filesystem) readonly on device
31:3.

Jul 31 20:00:17 kernel: devtmpfs: mounted

Jul 31 20:00:17 kernel: Freeing init memory: 288K

Jul 31 20:00:17 kernel: ctf: module license 'Proprietary' taints kernel.

Jul 31 20:00:17 kernel: Disabling lock debugging due to kernel taint

Jul 31 20:00:17 kernel: et module init: passivemode set to 0x0

Jul 31 20:00:17 kernel: et module init: txworkqg set to 0x0

Jul 31 20:00:17 kernel: et module init: et txg thresh set to Oxce4

Jul 31 20:00:17 kernel: et module init: et rxlazy timeout set to 0x3e8

Jul 31 20:00:17 kernel: et module init: et rxlazy_ framecnt set to 0x20

Jul 31 20:00:17 kernel: et module init: et rxlazy dyn thresh set to 0

Jul 31 20:00:17 kernel: fwd0: Broadcom BCM47XX 10/100/1000 Mbps Ethernet Controller
7.14.131.4402 (r628786)

Jul 31 20:00:17 kernel: fwdl: Broadcom BCM47XX 10/100/1000 Mbps Ethernet Controller
7.14.131.4402 (r628786)

Jul 31 20:00:17 kernel: eth0O: Broadcom BCM47XX 10/100/1000 Mbps Ethernet Controller
7.14.131.4402 (r628786)

Jul 31 20:00:17 kernel: PCI PROBE: bus 3, slot 0,vendor 14E4, device 4365 (good PCI
location)

Jul 31 20:00:17 kernel: PCI: Enabling device 0001:03:00.0 (0140 -> 0142)

Jul 31 20:00:17 kernel: dhd attach(): thread:dhd watchdog thread:185 started

Jul 31 20:00:17 kernel: ring info raw: 56

Jul 31 20:00:17 kernel: dc 53 3f 00 ac 64 3f 00 cO 66 3f 00 d4 68 3f 00

Jul 31 20:00:17 kernel: da 68 3f 00 00 00 00 00 00 00 00 00 00 00 00 0O

Jul 31 20:00:17 kernel: 00 00 00 00 00 00 00 00 00 OO 0O 00 00 00 0O OO

Jul 31 20:00:17 kernel: 00 00 00 00 0Oa 01 00 00

Jul 31 20:00:17 kernel: CUR_ETHERADDR : 6

Jul 31 20:00:17 kernel: dO0 17 c2 3b £7 b0

Jul 31 20:00:17 kernel: Dongle Host Driver, version 1.369.1 (r628771)

Jul 31 20:00:17 kernel: Compiled in drivers/net/wireless/bcmdhd on May 30 2016 at
12:03:39

Jul 31 20:00:17 kernel: Register interface [ethl] MAC: d0:17:c2:3b:£f7:b0

Jul 31 20:00:17 kernel: PCI PROBE: bus 4, slot 0,vendor 14E4, device 4365(good PCI
location)

Jul 31 20:00:17 kernel: PCI: Enabling device 0001:04:00.0 (0140 -> 0142)

Jul 31 20:00:17 kernel: dhd attach(): thread:dhd watchdog thread:189 started

Jul 31 20:00:17 kernel: ring info raw: 56

Jul 31 20:00:17 kernel: dc 53 3f 00 ac 64 3f 00 c0 66 3f 00 d4 68 3f 00

Jul 31 20:00:17 kernel: da 68 3f 00 00 00 00 00 00 00 00 00 00 00 00 0O

Jul 31 20:00:17 kernel: 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 OO

Jul 31 20:00:17 kernel: 00 00 00 00 0Oa 01 00 00

Jul 31 20:00:17 kernel: CUR_ETHERADDR : 6

Jul 31 20:00:17 kernel: dO0 17 c2 3b £f7 b4

Jul 31 20:00:17 kernel: Dongle Host Driver, version 1.369.1 (r628771)

Jul 31 20:00:17 kernel: Compiled in drivers/net/wireless/bcmdhd on May 30 2016 at
12:03:39
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kernel:
kernel:

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

Register interface [eth2] MAC: d0:17:c2:3b:f7:b4

PCI_PROBE: bus 1, slot 0,vendor 14E4, device 4365(good PCI

PCI: Enabling device 0002:01:00.0 (0140 -> 0142)

dhd attach(): thread:dhd watchdog thread:18d started

ring info raw: 56

dc 53 3f 00 ac 64 3f 00 cO0 66 3f 00 d4 68 3f 00
da 68 3f 00 00 00 00 00 00 0O OO0 OO0 00 00 00 00
00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 0O
00 00 00 00 Oa 01 00 0O

CUR_ETHERADDR : 6

d0 17 c2 3b £f7 b8

Dongle Host Driver, version 1.369.1 (r628771)

Compiled in drivers/net/wireless/bcmdhd on May 30 2016 at

Register interface [eth3] MAC: d0:17:c2:3b:£f7:b8

JFFS2 version 2.2. (NAND) A© 2001-2006 Red Hat, Inc.

device fwd0 entered promiscuous mode

device fwdl entered promiscuous mode

device vlanl entered promiscuous mode

device eth0 entered promiscuous mode

br0: topology change detected, propagating
br0: port 1(vlanl) entering forwarding state
br0: port 1(vlanl) entering forwarding state
ADDRCONF (NETDEV_UP): agg: link is not ready
ADDRCONF (NETDEV_UP): dpsta: link is not ready
ADDRCONF (NETDEV_UP): vlan2: link is not ready

dnsmasqg[551]: started, version 2.76 cachesize 1500
dnsmasqg[551]: asynchronous logging enabled, queue limit is 5

dnsmasg-dhcp[551]: DHCP, IP range 192.168.1.2 -- 192.168.1.254,

dnsmasg-dhcp[551]: DHCPv6 stateless on br0
dnsmasg-dhcp[551]: router advertisement on br0
dnsmasg-dhcp[551]: IPv6 router advertisement enabled
dnsmasq[551]: read /etc/hosts - 6 addresses
RT-AC5300: start httpd - SSL

RT-AC5300: start httpd

crond[560]: crond: crond (busybox 1.20.2) started, log level 8
NAT Tunnel: AAE Service is stopped
AAE: AAE Service is started

disk monitor: be idle

Mastiff:

init

syslog: Generating SSL certificate...
hour monitor: daemon is starting

jffs2: valid logs(1)

wan: [wan0 hwaddr] == [D0:17:C2:3B:F7:B0]

dnsmasq[551]: read /etc/hosts - 6 addresses
dnsmasqg[551]: using nameserver 199.85.126.20#53
dnsmasqg[551]: using nameserver 199.85.127.20#53
rc_service: udhcpc 644:notify rc start firewall
dnsmasq[551]: read /etc/hosts - 6 addresses
dnsmasqg[551]: using nameserver 199.85.126.20#53
dnsmasqg[551]: using nameserver 199.85.127.20#53
wan: finish adding multi routes

rc_service: udhcpc 644:notify rc stop upnp
rc_service: waitting "start firewall" via udhcpc

kernel: usbcore: registered new interface driver usbfs
kernel: usbcore: registered new interface driver hub

2017-03-26, 15:49
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Jul 31 20:00:29 kernel: usbcore: registered new device driver usb

Jul 31 20:00:29 syslog: module ledtrig-usbdev not found in modules.dep

Jul 31 20:00:29 syslog: module leds-usb not found in modules.dep

Jul 31 20:00:29 kernel: SCSI subsystem initialized

Jul 31 20:00:30 kernel: csw_retry 100

Jul 31 20:00:30 kernel: Initializing USB Mass Storage driver...

Jul 31 20:00:30 kernel: usbcore: registered new interface driver usb-storage

Jul 31 20:00:30 kernel: USB Mass Storage support registered.

Jul 31 20:00:30 kernel: Tuxera FAT 12/16/32 driver version 3015.1.29.6 [Flags: R/W
MODULE] .

Jul 31 20:00:30 kernel: Built against headers 2.6.36.4brcmarm #1 SMP PREEMPT Mon Dec
7 10:09:21 CST 2015 arm

Jul 31 20:00:30 kernel: Running on kernel 2.6.36.4brcmarm #1 SMP PREEMPT Sat Jan 7
19:34:50 EST 2017 armv71l

Jul 31 20:00:30 kernel: Tuxera NTFS driver 3015.1.29.16 [Flags: R/W MODULE].

Jul 31 20:00:30 kernel: Tuxera HFS+ driver 3014.7.28

Jul 31 20:00:30 kernel: ehci hcd: USB 2.0 'Enhanced' Host Controller (EHCI) Driver
Jul 31 20:00:30 kernel: reset usb phy..

Jul 31 20:00:30 kernel: ehci hcd 0000:00:0b.1: EHCI Host Controller

Jul 31 20:00:30 kernel: ehci _hcd 0000:00:0b.1l: new USB bus registered, assigned bus
number 1

Jul 31 20:00:30 kernel: ehci hcd 0000:00:0b.1: irg 111, io mem 0x18021000

Jul 31 20:00:30 kernel: ehci _hcd 0000:00:0b.1: USB 0.0 started, EHCI 1.00

Jul 31 20:00:30 kernel: hub 1-0:1.0: USB hub found

Jul 31 20:00:30 kernel: hub 1-0:1.0: 2 ports detected

Jul 31 20:00:30 kernel: ohci hecd: USB 1.1 'Open' Host Controller (OHCI) Driver

Jul 31 20:00:30 kernel: ohci hcd 0000:00:0b.0: OHCI Host Controller

Jul 31 20:00:30 kernel: ohci hcd 0000:00:0b.0: new USB bus registered, assigned bus
number 2

Jul 31 20:00:30 kernel: ohci hecd 0000:00:0b.0: irg 111, io mem 0x18022000

Jul 31 20:00:30 kernel: hub 2-0:1.0: USB hub found

Jul 31 20:00:30 kernel: hub 2-0:1.0: 2 ports detected

Jul 31 20:00:30 kernel: usbcore: registered new interface driver usblp

Jul 31 20:00:31 kernel: usbcore: registered new interface driver asix

Jul 31 20:00:31 kernel: usbcore: registered new interface driver cdc_ether

Jul 31 20:00:31 kernel: usbcore: registered new interface driver rndis_host

Jul 31 20:00:31 kernel: cdc_ncm: 14-Mar-2012

Jul 31 20:00:31 kernel: usbcore: registered new interface driver cdc_ncm

Jul 31 20:00:31 kernel: usbcore: registered new interface driver cdc_wdm

Jul 31 20:00:31 dnsmasg-dhcp[551]: DHCPREQUEST (br0) 192.168.1.108 b8:e8:56:27:05:b6
Jul 31 20:00:31 dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.108 b8:e8:56:27:05:b6
Michels-Air

Jul 31 20:00:31 kernel: usbcore: registered new interface driver gmi_ wwan

Jul 31 20:00:31 kernel: cdc_mbim: loaded

Jul 31 20:00:31 kernel: usbcore: registered new interface driver cdc_mbim

Jul 31 20:00:32 WAN Connection: WAN was restored.

Jul 31 20:00:32 start nat rules: apply the nat rules(/tmp/nat rules eth0 eth0)!

Jul 31 20:00:32 dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.5 6c:70:9f:44:ed:b0
Jul 31 20:00:32 dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.5 6c:70:9f:44:ed:b0 iPad-
dIman

Jul 31 20:00:33 kernel: nf conntrack rtsp v0.6.21 loading

Jul 31 20:00:33 kernel: nf nat rtsp v0.6.21 loading

Jul 31 20:00:33 rc_service: udhcpc 644:notify rc start upnp

Jul 31 20:00:33 rc_service: waitting "stop upnp" via udhcpc ...

Jul 31 20:00:34 start nat rules: apply the nat rules(/tmp/nat rules eth0O _eth0)!

Jul 31 20:00:34 ddns update: ez-ipupdate: starting...

Jul 31 20:00:35 ddns update: connected to nwsrv-nsl.asus.com (103.10.4.108) on port
80.

Jul 31 20:00:35 dnsmasqg-dhcp[551]: DHCPDISCOVER(br0) 192.168.1.165 ac:89:95:64:0e:a3
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Jul 31 20:00:35 dnsmasg-dhcp[551]: DHCPOFFER(br0) 192.168.1.165 ac:89:95:64:0e:a3
Jul 31 20:00:35 ddns update: Asus update entry:: return: HTTP/1.1 200 OK"M Date:
Sun, 08 Jan 2017 19:26:13 GMT"M Server: Apache”M Content-Length: 0"M Connection:
close™M Content-Type: text/html"M "M

ddns update: retval= 0, ddns_return code (,200)

ddns update: asusddns_ update: 0

ddns: ddns update ok

ntp: start NTP update

rc_service: ntp 835:notify rc restart upnp

rc_service: ntp 835:notify rc restart diskmon

disk monitor: Finish

disk monitor:
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Jan 8 14:26:18
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Jan 8 14:26:18
SPA122

Jan 8 14:26:20
Jan 8 14:26:20
Jan 8 14:26:22
Jan 8 14:26:26
Jan 8 14:26:26
iPhonedeGinane

Jan 8 14:26:31
Jan 8 14:26:31

Deslauriers

Jan 8 14:26:36
Jan 8 14:26:36
Jan 8 14:26:36
Jan 8 14:26:36
5010L

Jan 8 14:26:40
Jan 8 14:26:49
Jan 8 14:26:49

Imans-iPhone
Jan 8 14:27:02

Jan 8
iPhone
Jan 8
Jan 8
Jan 8

14:

14

27:02

:27:14
14:
14:

27:14
27:14
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kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

* Make
IDPfw:
IDPfw:
IDPfw:
IDPfw:
IDPfw:
sizeof

be idle

sure sizeof(struct sw struct)=160 is consistent
TrendMicro forward module ver-1.0.34

Apply module param dev_wan=ethO

Apply module param sess num=30000

Init chrdev /dev/idpfw with major 191

IDPfw is ready

forward param = 160

dnsmasg-dhcp[551]: DHCPDISCOVER(br0) 54:7c:69:3e:b7:4a
dnsmasqg-dhcp[551]: DHCPOFFER(br0) 192.168.1.70 54:7c:69:3e:b7:4a
dnsmasqg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.41 b0:10:41:14:99:0c
dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.41 b0:10:41:14:99:0c

dnsmasg-dhcp[551]: DHCPDISCOVER(br0) 192.168.1.165 ac:89:95:64:0e:a3
dnsmasg-dhcp[551]: DHCPOFFER(br0) 192.168.1.165 ac:89:95:64:0e:a3
dnsmasqg-dhcp[551]: DHCPDISCOVER(br0) 54:7c:69:3e:b7:4a
dnsmasqg-dhcp[551]: DHCPOFFER(br0) 192.168.1.70 54:7c:69:3e:b7:4a
dnsmasqg-dhcp[551]: DHCPDISCOVER(br0O) 192.168.1.165 ac:89:95:64:0e:a3
dnsmasg-dhcp[551]: DHCPOFFER(br0) 192.168.1.165 ac:89:95:64:0e:a3
dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.165 ac:89:95:64:0e:a3
dnsmasqg-dhcp[551]: DHCPACK(br0) 192.168.1.165 ac:89:95:64:0e:a3
dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.70 54:7c:69:3e:b7:4a
dnsmasqg-dhcp[551]: DHCPACK(br0) 192.168.1.70 54:7c:69:3e:b7:4a

rc_service: udhcpc 644:notify rc start firewall

dhcp client: bound 135.19.49.28 via 135.19.49.1 during 3600 seconds.
start nat rules: apply the nat rules(/tmp/nat_rules_eth0O_eth0)!
dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.201 c0O:ce:cd:03:9a:eb
dnsmasqg-dhcp[551]: DHCPACK(br0) 192.168.1.201 cO:ce:cd:03:9a:e6

dnsmasqg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.138 70:14:a6:43:93:4a
dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.138 70:14:a6:43:93:4a

dnsmasqg-dhcp[551]: DHCPDISCOVER(br0O) 28:10:7b:27:89:29
dnsmasg-dhcp[551]: DHCPOFFER(br0) 192.168.1.214 28:10:7b:27:89:29
dnsmasqg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.214 28:10:7b:27:89:29
dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.214 28:10:7b:27:89:29 DCS-

crond[560]: time disparity of 758606 minutes detected
dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.118 b4:4b:d2:45:7a:11
dnsmasqg-dhcp[551]: DHCPACK(br0) 192.168.1.118 b4:4b:d2:45:7a:11

dnsmasqg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.193 d0:25:98:e2:3d:41
dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.193 d0:25:98:e2:3d:41

rc_service: httpd 558:notify rc start vpnclientl
kernel: tun: Universal TUN/TAP device driver, 1.6
tun: (C) 1999-2004 Max Krasnyansky <maxk@qualcomm.com>

kernel:
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Jan 8 14:27:15 openvpn[1315]: OpenVPN 2.3.14 arm-unknown-linux-gnu [SSL (OpenSSL) ]
[LZO] [EPOLL] [MH] [IPv6] built on Jan 7 2017

Jan 8 14:27:15 openvpn[1315]: library versions: OpenSSL 1.0.2j 26 Sep 2016, LZO
2.08

Jan 8 14:27:15 openvpn[l316]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 14:27:15 openvpn[1l316]: Control Channel Authentication: using 'static.key' as
a OpenVPN static key file

Jan 8 14:27:15 openvpn[1316]: UDPv4 link local: [undef]

Jan 8 14:27:15 openvpn[1316]: UDPv4 link remote: [AF INET]167.114.50.83:1194

Jan 8 14:27:15 openvpn[1316]: WARNING: this configuration may cache passwords in

memory -- use the auth-nocache option to prevent this
Jan 8 14:27:16 openvpn[1316]: WARNING: INSECURE cipher with block size less than
128 bit (64 bit). This allows attacks like SWEET32. Mitigate by using a --cipher

with a larger block size (e.g. AES-256-CBC).

Jan 8 14:27:16 openvpn[1316]: WARNING: INSECURE cipher with block size less than
128 bit (64 bit). This allows attacks like SWEET32. Mitigate by using a --cipher
with a larger block size (e.g. AES-256-CBC).

Jan 8 14:27:16 openvpn[1l316]: [OpenVPN Server] Peer Connection Initiated with
[AF_INET]167.114.50.83:1194

Jan 8 14:27:18 openvpn[1l316]: Unrecognized option or missing parameter(s) in [PUSH-
OPTIONS]:4: dhcp-pre-release (2.3.14)

Jan 8 14:27:18 openvpn[1l316]: Unrecognized option or missing parameter(s) in [PUSH-
OPTIONS]:5: dhcp-renew (2.3.14)

Jan 8 14:27:18 openvpn[1316]: Unrecognized option or missing parameter(s) in [PUSH-
OPTIONS]:6: dhcp-release (2.3.14)

Jan 8 14:27:18 openvpn[1316]: Unrecognized option or missing parameter(s) in [PUSH-
OPTIONS]:17: register-dns (2.3.14)

Jan 8 14:27:18 openvpn[1l316]: OpenVPN ROUTE6: OpenVPN needs a gateway parameter for
a —--route-ipv6 option and no default was specified by either --route-ipvé6-gateway or
--ifconfig-ipv6 options

Jan 8 14:27:18 openvpn[1316]: OpenVPN ROUTE: failed to parse/resolve route for
host/network: ::/1

Jan 8 14:27:18 openvpn[1l316]: OpenVPN ROUTE6: OpenVPN needs a gateway parameter for
a --route-ipv6 option and no default was specified by either --route-ipvé6-gateway or
--ifconfig-ipv6 options

Jan 8 14:27:18 openvpn[1316]: OpenVPN ROUTE: failed to parse/resolve route for
host/network: 8000::/1

Jan 8 14:27:18 openvpn[l1l316]: OpenVPN ROUTE6: OpenVPN needs a gateway parameter for
a --route-ipv6 option and no default was specified by either --route-ipvé6-gateway or
--ifconfig-ipv6 options

Jan 8 14:27:18 openvpn[1316]: OpenVPN ROUTE: failed to parse/resolve route for
host/network: 2000::/4

Jan 8 14:27:18 openvpn[l1l316]: OpenVPN ROUTE6: OpenVPN needs a gateway parameter for
a --route-ipv6 option and no default was specified by either --route-ipvé6-gateway or
--ifconfig-ipv6 options

Jan 8 14:27:18 openvpn[1316]: OpenVPN ROUTE: failed to parse/resolve route for
host/network: 3000::/4

Jan 8 14:27:18 openvpn[1316]: TUN/TAP device tunll opened

Jan 8 14:27:18 openvpn[1316]: do ifconfig, tt->ipv6=1l, tt-
>did_ifconfig ipv6_ setup=0

Jan 8 14:27:18 openvpn[1316]: /usr/sbin/ip link set dev tunll up mtu 1500

Jan 8 14:27:18 openvpn[1316]: /usr/sbin/ip addr add dev tunll 192.168.10.2/24
broadcast 192.168.10.255

Jan 8 14:27:18 openvpn[1316]: updown.sh tunll 1500 1542 192.168.10.2 255.255.255.0
init

Jan 8 14:27:18 openvpn-updown: Excluding 192.168.1.122 from forced DNS routing

Jan 8 14:27:18 openvpn-updown: Excluding 192.168.1.183 from forced DNS routing

Jan 8 14:27:18 openvpn-updown: Forcing 192.168.1.100 to use DNS server 8.8.8.8
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openvpn-routing: Adding route for 192.168.1.225 to 0.0.0.0 through
openvpn-routing: Adding route for 192.168.1.153 to 0.0.0.0 through

openvpn-routing: Completed routing policy configuration for client 1
openvpn[1316]: Initialization Sequence Completed

dnsmasg-dhcp[551]: DHCPDISCOVER(br0) 24:a2:el:02:a8:28
dnsmasqg-dhcp[551]: DHCPOFFER(br0) 192.168.1.100 24:a2:e1:02:a8:28
dnsmasg-dhcp[551]: DHCPDISCOVER(br0) 24:a2:el:02:a8:28
dnsmasg-dhcp[551]: DHCPOFFER(br0) 192.168.1.100 24:a2:el1:02:a8:28
dnsmasqg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.100 24:a2:el1:02:a8:28
dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.100 24:a2:el1:02:a8:28

dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.201 c0O:ce:cd:03:9a:eb
dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.201 cO:ce:cd:03:9a:e6

dnsmasg-dhcp[551]: DHCPDISCOVER(br0) 24:a2:el:02:a8:28
dnsmasqg-dhcp[551]: DHCPOFFER(br0) 192.168.1.100 24:a2:e1:02:a8:28
dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.100 24:a2:el1:02:a8:28
dnsmasqg-dhcp[551]: DHCPACK(br0) 192.168.1.100 24:a2:el1:02:a8:28

dnsmasg-dhcp[551]: DHCPDISCOVER(br0) d0:25:98:e2:3d:41
dnsmasqg-dhcp[551]: DHCPOFFER(br0) 192.168.1.193 d0:25:98:e2:3d:41
dnsmasqg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.193 d0:25:98:e2:3d:41
dnsmasqg-dhcp[551]: DHCPACK(br0) 192.168.1.193 d0:25:98:e2:3d:41

disk_monitor: Got SIGALRM...
dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.5 6c:70:9f:44:ed:b0
dnsmasqg-dhcp[551]: DHCPACK(br0) 192.168.1.5 6c:70:9f:44:ed:b0 iPad-

dnsmasqg-dhcp[551]: DHCPDISCOVER(br0) b4:4b:d2:45:7a:11
dnsmasg-dhcp[551]: DHCPOFFER(br0) 192.168.1.118 b4:4b:d2:45:7a:11
dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.118 b4:4b:d2:45:7a:11
dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.118 bd4:4b:d2:45:7a:11

dnsmasq-dhcp[551]: DHCPREQUEST (br0) 192.168.1.229 20:78:£0:9d:bd:f4
dnsmasq-dhcp[551]: DHCPACK(br0) 192.168.1.229 20:78:£0:9d:bd:f4

dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.193 d0:25:98:e2:3d:41
dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.193 d0:25:98:e2:3d:41

dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.201 c0O:ce:cd:03:9a:e6
dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.201 cO:ce:cd:03:9a:e6

dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.41 b0:10:41:14:99:0c
dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.41 b0:10:41:14:99:0c

dnsmasqg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.138 70:14:a6:43:93:4a
dnsmasqg-dhcp[551]: DHCPACK(br0O) 192.168.1.138 70:14:a6:43:93:4a

dnsmasg-dhcp[551]: DHCPDISCOVER(br0) 9c:£f3:87:a5:86:e8
dnsmasg-dhcp[551]: DHCPOFFER(br0) 192.168.1.133 9c:£f3:87:a5:86:e8
dnsmasg-dhcp[551]: DHCPDISCOVER(br0) 9c:£f3:87:a5:86:e8
dnsmasqg-dhcp[551]: DHCPOFFER(br0) 192.168.1.133 9c:£f3:87:a5:86:e8
dnsmasg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.133 9c:£3:87:a5:86:e8
dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.133 9c:f3:87:a5:86:e8

dnsmasg-dhcp[551]: DHCPDISCOVER(br0) b8:e8:56:27:05:b6
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Jan 8 17:15:08

dnsmasqg-dhcp[551]: DHCPOFFER(br0) 192.168.1.108 b8:e8:56:27:05:b6

Jan 8 17:15:09 dnsmasqg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.108 b8:e8:56:27:05:b6
Jan 8 17:15:09 dnsmasqg-dhcp[551]: DHCPACK(br0) 192.168.1.108 b8:e8:56:27:05:b6
Michels-Air

Jan 8 17:26:07 dnsmasqg-dhcp[551]: DHCPREQUEST(br0) 192.168.1.5 6c:70:9f:44:ed:b0
Jan 8 17:26:07 dnsmasg-dhcp[551]: DHCPACK(br0) 192.168.1.5 6c:70:9f:44:ed:b0 iPad-
dIman

Jan 8 17:42:49 rc_service: httpd 558:notify rc stop vpnclientl

Jan 8 17:42:50 openvpn[1316]: event wait Interrupted system call (code=4)

Jan 8 17:42:50 openvpn[1316]: SIGTERM received, sending exit notification to peer
Jan 8 17:42:51 openvpn[1l316]: vpnrouting.sh tunll 1500 1542 192.168.10.2
255.255.255.0 init

Jan 8 17:42:51 openvpn-routing: Configuring policy rules for client 1

Jan 8 17:42:51 openvpn-routing: Removing rule 10001 from routing policy

Jan 8 17:42:51 openvpn-routing: Removing rule 10002 from routing policy

Jan 8 17:42:51 openvpn-routing: Removing rule 10003 from routing policy

Jan 8 17:42:51 openvpn-routing: Removing rule 10004 from routing policy

Jan 8 17:42:51 openvpn-routing: Removing rule 10101 from routing policy

Jan 8 17:42:51 openvpn-routing: Removing rule 10102 from routing policy

Jan 8 17:42:51 openvpn-routing: Removing rule 10103 from routing policy

Jan 8 17:42:51 openvpn-routing: Removing rule 10104 from routing policy

Jan 8 17:42:52 openvpn-routing: Removing rule 10105 from routing policy

Jan 8 17:42:52 openvpn-routing: Removing rule 10106 from routing policy

Jan 8 17:42:52 openvpn-routing: Removing rule 10107 from routing policy

Jan 8 17:42:52 openvpn-routing: Removing rule 10108 from routing policy

Jan 8 17:42:52 openvpn-routing: Removing rule 10109 from routing policy

Jan 8 17:42:52 openvpn-routing: Removing rule 10110 from routing policy

Jan 8 17:42:52 openvpn-routing: Removing rule 10111 from routing policy

Jan 8 17:42:52 dnsmasq[551]: read /etc/hosts - 6 addresses

Jan 8 17:42:52 dnsmasq[551]: using nameserver 199.85.126.20#53

Jan 8 17:42:52 dnsmasq[551]: using nameserver 199.85.127.20#53

Jan 8 17:42:52 dnsmasq[551]: exiting on receipt of SIGTERM

Jan 8 17:42:52 openvpn-routing: Removing rule 10112 from routing policy

Jan 8 17:42:52 openvpn-routing: Removing rule 10113 from routing policy

Jan 8 17:42:52 openvpn-routing: Removing rule 10114 from routing policy

Jan 8 17:42:52 openvpn-routing: Removing rule 10115 from routing policy

Jan 8 17:42:52 dnsmasqg[2596]: started, version 2.76 cachesize 1500

Jan 8 17:42:52 dnsmasq[2596]: asynchronous logging enabled, queue limit is 5
messages

Jan 8 17:42:52 dnsmasqg-dhcp[2596]: DHCP, IP range 192.168.1.2 -- 192.168.1.254,

lease time 1d

Jan 8 17:42:52 dnsmasg-dhcp[2596]: DHCPv6 stateless on br0

Jan 8 17:42:52 dnsmasqg-dhcp[2596]: router advertisement on br0

Jan 8 17:42:52 dnsmasg-dhcp[2596]: IPv6 router advertisement enabled

Jan 8 17:42:52 openvpn-routing: Flushing client routing table

Jan 8 17:42:52 dnsmasq[2596]: read /etc/hosts - 6 addresses

Jan 8 17:42:52 dnsmasqg[2596]: using nameserver 199.85.126.20#53

Jan 8 17:42:52 dnsmasq[2596]: using nameserver 199.85.127.20#53

Jan 8 17:42:52 openvpn-routing: Completed routing policy configuration for client 1
Jan 8 17:43:36 rc_service: httpd 558:notify rc start vpnclient2

Jan 8 17:43:37 kernel: tun: Universal TUN/TAP device driver, 1.6

Jan 8 17:43:37 kernel: tun: (C) 1999-2004 Max Krasnyansky <maxk@qualcomm.com>

Jan 8 17:43:37 openvpn[2776]: DEPRECATED OPTION: --tls-remote, please update your
configuration

Jan 8 17:43:37 openvpn[2776]: OpenVPN 2.3.14 arm-unknown-linux-gnu [SSL (OpenSSL) ]
[LZO] [EPOLL] [MH] [IPv6] built on Jan 7 2017

Jan 8 17:43:37 openvpn[2776]: library versions: OpenSSL 1.0.2j 26 Sep 2016, LZO
2.08

Jan 8 17:43:37 openvpn[2777]: NOTE: the current --script-security setting may allow
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this configuration to call user-defined scripts

Jan 8 17:43:38 openvpn[2777]: Control Channel Authentication: using 'static.key' as
a OpenVPN static key file

Jan 8 17:43:38 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:43:38 openvpn[2777]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:43:38 openvpn[2777]: WARNING: this configuration may cache passwords in
memory -- use the auth-nocache option to prevent this

Jan 8 17:43:38 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:43:38 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:43:38 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:43:38 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:43:38 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:43:40 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:43:40 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:43:40 openvpn[2777]: UDPv4 link remote: [AF _INET]167.114.183.2:53

Jan 8 17:43:40 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:43:40 openvpn[2777]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:43:40 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:43:40 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:43:40 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:43:42 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:43:42 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:43:42 openvpn[2777]: UDPv4 link remote: [AF INET]172.94.66.2:53

Jan 8 17:43:42 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:43:42 openvpn[2777]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:43:42 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:43:42 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:43:42 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:43:44 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:43:44 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:43:44 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:43:45 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:43:45 openvpn[2777]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:43:45 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:43:45 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:43:45 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:43:47 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:43:47 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:43:47 openvpn[2777]: UDPv4 link remote: [AF _INET]167.114.183.2:53

Jan 8 17:43:47 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:43:47 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:43:47 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:43:47 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:43:47 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:43:49 openvpn[2777]: NOTE: the current --script-security setting may allow
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this configuration to call user-defined scripts

Jan 8 17:43:49 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:43:49 openvpn[2777]: UDPv4 link remote: [AF _INET]172.94.66.2:53

Jan 8 17:43:49 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:43:49 openvpn[2777]: TLS_ERROR: BIO read tls read plaintext error

Jan 8 17:43:49 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:43:49 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:43:49 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:43:51 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:43:51 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:43:51 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:43:51 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:43:51 openvpn[2777]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:43:51 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:43:51 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:43:51 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:43:53 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:43:53 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:43:53 openvpn[2777]: UDPv4 link remote: [AF _INET]167.114.183.2:53

Jan 8 17:43:53 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:43:53 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:43:53 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:43:53 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:43:53 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:43:55 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:43:55 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:43:55 openvpn[2777]: UDPv4 link remote: [AF _INET]172.94.66.2:53

Jan 8 17:43:55 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:43:55 openvpn[2777]: TLS _ERROR: BIO read tls read plaintext error

Jan 8 17:43:55 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:43:55 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:43:55 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:43:57 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:43:57 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:43:57 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:43:57 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:43:57 openvpn[2777]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:43:57 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:43:57 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:43:57 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:43:59 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:43:59 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:43:59 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:43:59 openvpn[2777]: OpenSSL: error:14090086:SSL
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routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:43:59 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:43:59 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:43:59 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:43:59 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:44:01 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:01 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:01 openvpn[2777]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:44:01 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:01 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:01 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:01 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:01 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:44:03 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:03 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:03 openvpn[2777]: UDPv4 link remote: [AF _INET]104.243.253.3:53

Jan 8 17:44:03 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3_get server certificate:certificate verify failed

Jan 8 17:44:03 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:03 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:03 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:03 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:44:05 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:05 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:05 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:44:06 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:06 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:06 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:06 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:06 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:44:08 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:08 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:08 openvpn[2777]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:44:08 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:08 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:08 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:08 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:08 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:44:10 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:10 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:10 openvpn[2777]: UDPv4 link remote: [AF_INET]104.243.253.3:53

Jan 8 17:44:10 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:10 openvpn[2777]: TLS_ERROR: BIO read tls read plaintext error

Jan 8 17:44:10 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error
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Jan 8 17:44:10 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:10 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:44:12 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:12 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:12 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:44:12 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:12 openvpn[2777]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:44:12 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:12 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:12 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:44:14 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:14 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:14 openvpn[2777]: UDPv4 link remote: [AF _INET]172.94.66.2:53

Jan 8 17:44:14 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:14 openvpn[2777]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:44:14 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:14 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:14 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:44:16 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:16 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:16 openvpn[2777]: UDPv4 link remote: [AF_INET]104.243.253.3:53

Jan 8 17:44:16 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:16 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:16 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:16 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:16 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:44:18 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:18 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:18 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:44:18 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3_get server certificate:certificate verify failed

Jan 8 17:44:18 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:18 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:18 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:18 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:44:20 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:20 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:20 openvpn[2777]: UDPv4 link remote: [AF INET]172.94.66.2:53

Jan 8 17:44:20 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:20 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:20 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:20 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:20 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:44:22 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts
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Jan 8 17:44:22 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:22 openvpn[2777]: UDPv4 link remote: [AF_ INET]104.243.253.3:53

Jan 8 17:44:22 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:22 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:22 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:22 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:22 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:44:24 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:24 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:24 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:44:24 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:24 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:24 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:24 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:24 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:44:26 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:26 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:26 openvpn[2777]: UDPv4 link remote: [AF INET]172.94.66.2:53

Jan 8 17:44:26 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:26 openvpn[2777]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:44:26 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:26 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:26 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:44:28 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:29 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:29 openvpn[2777]: UDPv4 link remote: [AF _INET]104.243.253.3:53

Jan 8 17:44:29 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:29 openvpn[2777]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:44:29 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:29 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:29 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:44:31 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:31 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:31 openvpn[2777]: UDPv4 link remote: [AF_INET]167.114.183.2:53

Jan 8 17:44:31 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:31 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:31 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:31 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:31 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:44:33 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:33 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:33 openvpn[2777]: UDPv4 link remote: [AF INET]172.94.66.2:53

Jan 8 17:44:33 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 _get server certificate:certificate verify failed
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Jan 8 17:44:33 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:33 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:33 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:33 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:44:35 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:35 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:35 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:44:35 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:35 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:35 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:35 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:35 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:44:37 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:37 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:37 openvpn[2777]: UDPv4 link remote: [AF_INET]167.114.183.2:53

Jan 8 17:44:37 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:37 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:37 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:37 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:37 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:44:39 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:39 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:39 openvpn[2777]: UDPv4 link remote: [AF _INET]172.94.66.2:53

Jan 8 17:44:39 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:39 openvpn[2777]: TLS _ERROR: BIO read tls read plaintext error

Jan 8 17:44:39 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:39 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:39 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:44:41 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:41 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:41 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:44:42 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:42 openvpn[2777]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:44:42 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:42 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:42 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:44:44 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:44 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:44 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:44:44 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:44 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:44 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:44 openvpn[2777]: TLS Error: TLS handshake failed
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Jan 8 17:44:44 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:44:46 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:46 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:46 openvpn[2777]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:44:46 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:46 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:46 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:46 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:46 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:44:48 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:48 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:48 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:44:48 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 _get server certificate:certificate verify failed

Jan 8 17:44:48 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:48 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:48 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:48 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:44:50 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:50 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:50 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:44:50 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:50 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:50 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:50 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:50 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:44:52 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:52 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:52 openvpn[2777]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:44:52 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:52 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:52 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:52 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:52 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:44:54 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:54 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:54 openvpn[2777]: UDPv4 link remote: [AF _INET]104.243.253.3:53

Jan 8 17:44:55 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:55 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:44:55 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:55 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:55 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:44:57 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:57 openvpn[2777]: UDPv4 link local: [undef]
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Jan 8 17:44:57 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:44:57 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:57 openvpn[2777]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:44:57 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:57 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:57 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:44:59 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:44:59 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:44:59 openvpn[2777]: UDPv4 link remote: [AF _INET]172.94.66.2:53

Jan 8 17:44:59 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:44:59 openvpn[2777]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:44:59 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:44:59 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:44:59 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:45:01 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:01 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:01 openvpn[2777]: UDPv4 link remote: [AF_INET]104.243.253.3:53

Jan 8 17:45:01 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:01 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:45:01 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:01 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:01 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:45:03 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:03 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:03 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:45:03 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 _get server certificate:certificate verify failed

Jan 8 17:45:03 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:45:03 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:03 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:03 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:45:05 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:05 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:05 openvpn[2777]: UDPv4 link remote: [AF INET]172.94.66.2:53

Jan 8 17:45:05 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:05 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:45:05 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:05 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:05 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:45:07 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:07 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:07 openvpn[2777]: UDPv4 link remote: [AF_INET]104.243.253.3:53

Jan 8 17:45:07 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:07 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error
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Jan 8 17:
error

Jan 8 17
Jan 8 17:
Jan 8 17

45:07

:45:07
45:07
:45:09

openvpn[2777]:

openvpn[2777]:
openvpn[2777]:
openvpn[2777]:

TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

this configuration to call user-defined scripts

8 17:45:09 openvpn[2777]: UDPv4 link local:
8 17:45:09 openvpn[2777]:
8 17:45:09 openvpn[2777]: OpenSSL:

[undef]
UDPv4 link remote: [AF INET]167.114.183.2:53
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan

Jan

Jan

Jan 8 17
Jan 8 17
error

Jan 8 17
Jan 8 17
Jan 8 17

:45:09
:45:09

:45:09
:45:09
:45:11

openvpn[2777]:
openvpn[2777]:

openvpn[2777]:
openvpn[2777]:
openvpn[2777]:

TLS _ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed
SIGUSR1l[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

this configuration to call user-defined scripts

Jan
Jan
Jan

8 17:45:11 openvpn[2777]:
8 17:45:11 openvpn[2777]: UDPv4 link remote:
8 17:45:11 openvpn[2777]: OpenSSL:

UDPv4 link local: [undef]
[AF_INET]172.94.66.2:53

error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan
Jan
error
Jan
Jan
Jan

8 17:45:11 openvpn[2777]:
8 17:45:11 openvpn[2777]:

8 17:45:11 openvpn[2777]:
8 17:45:11 openvpn[2777]:
8 17:45:13 openvpn[2777]:

TLS ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

this configuration to call user-defined scripts

8 17:45:13 openvpn[2777]: UDPv4 link local:
8 17:45:13 openvpn[2777]: UDPv4 link remote:
8 17:45:13 openvpn[2777]:

[undef]
[AF_INET]104.243.253.3:53

OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan

Jan

Jan

Jan 8 17
Jan 8 17
error

Jan 8 17
Jan 8 17
Jan 8 17

:45:13
:45:13

:45:13
:45:13
:45:15

openvpn[2777]:
openvpn[2777]:

openvpn[2777]:
openvpn[2777]:
openvpn[2777]:

TLS_ERROR: BIO read tls_read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

this configuration to call user-defined scripts

8 17:45:15 openvpn[2777]: UDPv4 link local:
8 17:45:15 openvpn[2777]:
8 17:45:16 openvpn[2777]: OpenSSL:

[undef]
UDPv4 link remote: [AF INET]167.114.183.2:53
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan

Jan

Jan

Jan 8 17
Jan 8 17
error

Jan 8 17
Jan 8 17
Jan 8 17

:45:16
:45:16

:45:16
:45:16
:45:18

openvpn[2777]:
openvpn[2777]:

openvpn[2777]:
openvpn[2777]:
openvpn[2777]:

TLS_ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed
SIGUSR1l[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

this configuration to call user-defined scripts

8 17:45:18 openvpn[2777]: UDPv4 link local:
8 17:45:18 openvpn[2777]: UDPv4 link remote:
8 17:45:21 openvpn[2777]: OpenSSL:

[undef]
[AF_INET]172.94.66.2:53
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan

Jan

Jan

Jan 8 17
Jan 8 17
error

Jan 8 17
Jan 8 17

:45:21
:45:21

:45:21
:45:21
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Jan 8 17:45:23 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:23 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:23 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:45:23 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:23 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:45:23 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:23 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:23 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:45:25 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:25 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:25 openvpn[2777]: UDPv4 link remote: [AF_INET]167.114.183.2:53

Jan 8 17:45:25 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:25 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:45:25 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:25 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:25 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:45:27 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:27 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:27 openvpn[2777]: UDPv4 link remote: [AF _INET]172.94.66.2:53

Jan 8 17:45:27 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:27 openvpn[2777]: TLS _ERROR: BIO read tls read plaintext error

Jan 8 17:45:27 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:27 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:27 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:45:29 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:29 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:29 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:45:29 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:29 openvpn[2777]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:45:29 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:29 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:29 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:45:31 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:31 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:31 openvpn[2777]: UDPv4 link remote: [AF_ INET]167.114.183.2:53

Jan 8 17:45:31 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:31 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:45:31 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:31 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:31 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:45:33 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:33 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:33 openvpn[2777]: UDPv4 link remote: [AF_INET]172.94.66.2:53
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Jan 8 17:45:34 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:34 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:45:34 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:34 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:34 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:45:36 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:36 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:36 openvpn[2777]: UDPv4 link remote: [AF _INET]104.243.253.3:53

Jan 8 17:45:36 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3_get server certificate:certificate verify failed

Jan 8 17:45:36 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:45:36 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:36 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:36 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:45:38 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:38 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:38 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:45:38 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:38 openvpn[2777]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:45:38 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:38 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:38 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:45:40 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:40 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:40 openvpn[2777]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:45:40 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:40 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:45:40 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:40 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:40 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:45:42 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:42 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:42 openvpn[2777]: UDPv4 link remote: [AF_INET]104.243.253.3:53

Jan 8 17:45:42 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3_get server certificate:certificate verify failed

Jan 8 17:45:42 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:45:42 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:42 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:42 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:45:44 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:44 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:44 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:45:44 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:44 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:45:44 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
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error
Jan 8 17:45:44 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:44 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:45:46 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:46 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:46 openvpn[2777]: UDPv4 link remote: [AF_ INET]172.94.66.2:53

Jan 8 17:45:46 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:46 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:45:46 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:46 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:46 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:45:48 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:48 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:48 openvpn[2777]: UDPv4 link remote: [AF_ INET]104.243.253.3:53

Jan 8 17:45:48 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:48 openvpn[2777]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:45:48 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:48 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:48 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:45:50 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:50 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:50 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:45:50 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:50 openvpn[2777]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:45:50 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:50 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:50 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:45:52 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:52 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:52 openvpn[2777]: UDPv4 link remote: [AF _INET]172.94.66.2:53

Jan 8 17:45:52 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:52 openvpn[2777]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:45:52 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:52 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:52 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:45:54 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:54 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:54 openvpn[2777]: UDPv4 link remote: [AF_INET]104.243.253.3:53

Jan 8 17:45:55 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:55 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:45:55 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:55 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:55 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:45:57 openvpn[2777]: NOTE: the current --script-security setting may allow
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this configuration to call user-defined scripts

Jan 8 17:45:57 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:57 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:45:57 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:57 openvpn[2777]: TLS _ERROR: BIO read tls read plaintext error

Jan 8 17:45:57 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:57 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:57 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:45:59 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:45:59 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:45:59 openvpn[2777]: UDPv4 link remote: [AF INET]172.94.66.2:53

Jan 8 17:45:59 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:45:59 openvpn[2777]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:45:59 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:45:59 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:45:59 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:46:01 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:01 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:01 openvpn[2777]: UDPv4 link remote: [AF_INET]104.243.253.3:53

Jan 8 17:46:01 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:46:01 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:46:01 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:01 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:01 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:46:03 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:03 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:03 openvpn[2777]: UDPv4 link remote: [AF _INET]167.114.183.2:53

Jan 8 17:46:03 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:46:03 openvpn[2777]: TLS _ERROR: BIO read tls read plaintext error

Jan 8 17:46:03 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:03 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:03 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:46:05 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:05 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:05 openvpn[2777]: UDPv4 link remote: [AF INET]172.94.66.2:53

Jan 8 17:46:05 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 _get server certificate:certificate verify failed

Jan 8 17:46:05 openvpn[2777]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:46:05 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:05 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:05 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:46:07 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:07 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:07 openvpn[2777]: UDPv4 link remote: [AF_ INET]104.243.253.3:53

Jan 8 17:46:07 openvpn[2777]: OpenSSL: error:14090086:SSL
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routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:46:07 openvpn[2777]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:46:07 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:07 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:07 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:46:09 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:09 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:09 openvpn[2777]: UDPv4 link remote: [AF_INET]167.114.183.2:53

Jan 8 17:46:09 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:46:09 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:46:09 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:09 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:09 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:46:11 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:11 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:11 openvpn[2777]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:46:11 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3_get server certificate:certificate verify failed

Jan 8 17:46:11 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:46:11 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:11 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:11 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:46:13 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:13 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:13 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:46:13 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:46:13 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:46:13 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:13 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:13 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:46:15 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:15 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:15 openvpn[2777]: UDPv4 link remote: [AF_INET]167.114.183.2:53

Jan 8 17:46:15 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:46:15 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:46:15 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:15 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:15 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:46:17 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:17 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:17 openvpn[2777]: UDPv4 link remote: [AF _INET]172.94.66.2:53

Jan 8 17:46:18 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:46:18 openvpn[2777]: TLS_ERROR: BIO read tls read plaintext error

Jan 8 17:46:18 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error
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Jan 8 17:46:18 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:18 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:46:20 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:20 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:20 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:46:20 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3_get server certificate:certificate verify failed

Jan 8 17:46:20 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:46:20 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:20 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:20 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:46:22 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:22 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:22 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:46:22 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:46:22 openvpn[2777]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:46:22 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:22 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:22 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:46:24 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:24 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:24 openvpn[2777]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:46:24 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:46:24 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:46:24 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:24 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:24 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:46:26 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:26 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:26 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:46:26 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 _get server certificate:certificate verify failed

Jan 8 17:46:26 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:46:26 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:26 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:26 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:46:28 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:28 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:28 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:46:28 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:46:28 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:46:28 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:28 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:28 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:46:30 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

http://192.168.1.1/syslog.txt 2017-03-26, 15:49
Page 40 of 82



Jan 8 17:46:30 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:30 openvpn[2777]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:46:30 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:46:30 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:46:30 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:30 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:30 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:46:32 rc_service: httpd 558:notify rc restart net

Jan 8 17:46:32 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:32 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:32 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:46:32 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:46:32 openvpn[2777]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:46:32 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:32 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:32 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:46:34 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:34 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:34 openvpn[2777]: UDPv4 link remote: [AF_INET]167.114.183.2:53

Jan 8 17:46:34 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:46:34 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:46:34 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:34 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:34 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting

Jan 8 17:46:35 dropbear[539]: Early exit: Terminated by signal

Jan 8 17:46:35 dnsmasq[2596]: exiting on receipt of SIGTERM

Jan 8 17:46:36 kernel: device eth0 left promiscuous mode

Jan 8 17:46:36 kernel: br0: port 1l(vlanl) entering forwarding state

Jan 8 17:46:36 kernel: device eth0 entered promiscuous mode

Jan 8 17:46:36 kernel: br0: topology change detected, propagating

Jan 8 17:46:36 kernel: br0: port 1l(vlanl) entering forwarding state

Jan 8 17:46:36 kernel: br0: port 1l(vlanl) entering forwarding state

Jan 8 17:46:36 start nat rules: apply the nat rules(/tmp/nat rules eth0 eth0)!

Jan 8 17:46:36 kernel: br0: port 1l(vlanl) entering forwarding state

Jan 8 17:46:36 openvpn[2777]: NOTE: the current --script-security setting may allow

this configuration to call user-defined scripts

Jan 8 17:46:36 kernel: device fwd0 left promiscuous mode

Jan 8 17:46:36 kernel: device fwdl left promiscuous mode

Jan 8 17:46:37 kernel: device eth0 left promiscuous mode

Jan 8 17:46:37 kernel: device vlanl left promiscuous mode

Jan 8 17:46:37 kernel: br0: port 1l(vlanl) entering disabled state

Jan 8 17:46:37 kernel: dhd detach(): thread:dhd watchdog thread:18d terminated OK

Jan 8 17:46:38 kernel: dhd detach(): thread:dhd watchdog thread:189 terminated OK

Jan 8 17:46:38 kernel: dhd detach(): thread:dhd watchdog thread:185 terminated OK
8

Jan 17:46:41 openvpn[2777]: RESOLVE: Cannot resolve host address: caqgl-ovpn-
udp.purevpn.net: Name or service not known

Jan 8 17:46:41 openvpn[2777]: RESOLVE: Cannot resolve host address: cagl-ovpn-
udp.purevpn.net: Name or service not known

Jan 8 17:46:43 kernel: PCI PROBE: bus 3, slot 0,vendor 14E4, device 4365 (good PCI
location)

Jan 8 17:46:43 kernel: dhd attach(): thread:dhd watchdog thread:d36 started
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Jan 8 17:46:46
lease time 1d
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kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
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kernel:
kernel:
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kernel:
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kernel:
kernel:
kernel:
kernel:
kernel:
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kernel:
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kernel:
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ring info raw: 56

dc 53 3f 00 ac 64 3f 00 cO 66 3f 00 d4 68 3f 00

da 68 3f 00 00 00 00 00 00 00 00 00 00 00 00 0O

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

00 00 00 00 Oa 01 00 0O

CUR_ETHERADDR : 6

d0 17 c2 3b £7 b0

Dongle Host Driver, version 1.369.1 (r628771)

Compiled in drivers/net/wireless/bcmdhd on May 30 2016 at

Register interface [ethl] MAC: d0:17:c2:3b:£7:b0
PCI_PROBE: bus 4, slot 0,vendor 14E4, device 4365(good PCI

dhd _attach(): thread:dhd watchdog thread:d3a started

ring info raw: 56

dc 53 3f 00 ac 64 3f 00 cO 66 3f 00 d4 68 3f 00

da 68 3f 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 0O

00 00 00 00 Oa 01 00 0O

CUR_ETHERADDR : 6

d0 17 c2 3b £f7 b4

Dongle Host Driver, version 1.369.1 (r628771)

Compiled in drivers/net/wireless/bcmdhd on May 30 2016 at

Register interface [eth2] MAC: d0:17:c2:3b:f7:b4
PCI_PROBE: bus 1, slot 0,vendor 14E4, device 4365(good PCI

dhd attach(): thread:dhd watchdog thread:d3e started

ring info raw: 56

dc 53 3f 00 ac 64 3f 00 cO 66 3f 00 d4 68 3f 00

da 68 3f 00 00 00 00 00 00 00 00 00 00 00 00 0O

00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 0O

00 00 00 00 Oa 01 00 0O

CUR_ETHERADDR : 6

d0 17 c2 3b £7 b8

Dongle Host Driver, version 1.369.1 (r628771)

Compiled in drivers/net/wireless/bcmdhd on May 30 2016 at

Register interface [eth3] MAC: d0:17:c2:3b:£f7:b8
device fwd0 entered promiscuous mode

device fwdl entered promiscuous mode

device vlanl entered promiscuous mode

device eth0 entered promiscuous mode

br0: topology change detected, propagating

br0: port 1l(vlanl) entering forwarding state

br0: port 1(vlanl) entering forwarding state

stop nat rules: apply the redirect rules!
dnsmasq[3467]: started, version 2.76 cachesize 1500
dnsmasq[3467]: asynchronous logging enabled, queue limit is 5

dnsmasqg-dhcp[3467]: DHCP, IP range 192.168.1.2 -- 192.168.1.254,

dnsmasq[3467]: read /etc/hosts - 5 addresses
dnsmasqg[3467]: using nameserver 199.85.126.20#53
dnsmasq[3467]: using nameserver 199.85.127.20#53
wan: [wan0_hwaddr] == [D0:17:C2:3B:F7:B0]
dnsmasq[3467]: read /etc/hosts - 5 addresses
dnsmasqg[3467]: using nameserver 199.85.126.20#53
dnsmasq[3467]: using nameserver 199.85.127.20#53
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Jan 8 17:46:46 rc_service: udhcpc 3472:notify rc start firewall

Jan 8 17:46:46 rc_service: waitting "restart net" via .

Jan 8 17:46:46 openvpn[2777]: RESOLVE: Cannot resolve host address: cagl-ovpn-
udp.purevpn.net: Name or service not known

Jan 8 17:46:50 WAN Connection: WAN was exceptionally disconnected.

Jan 8 17:46:51 RT-AC5300: start httpd - SSL

Jan 8 17:46:51 RT-AC5300: start httpd

Jan 8 17:46:51 dropbear[3486]: Running in background

Jan 8 17:46:51 openvpn[2777]: RESOLVE: Cannot resolve host address: cagl-ovpn-
udp.purevpn.net: Name or service not known

Jan 8 17:46:52 dnsmasq[3467]: read /etc/hosts - 5 addresses

Jan 8 17:46:52 dnsmasq[3467]: using nameserver 199.85.126.20#53

Jan 8 17:46:52 dnsmasq[3467]: using nameserver 199.85.127.20#53

Jan 8 17:46:52 start nat rules: apply the nat rules(/tmp/nat rules eth0 eth0)!

Jan 8 17:46:53 wan: finish adding multi routes

Jan 8 17:46:53 rc_service: udhcpc 3472:notify rc stop upnp

Jan 8 17:46:53 rc_service: waitting "start firewall" via udhcpc ...

Jan 8 17:46:54 rc_service: udhcpc 3472:notify rc start upnp

Jan 8 17:46:54 rc_service: waitting "stop upnp" via udhcpc ...

Jan 8 17:46:54 dnsmasg-dhcp[3467]: DHCPREQUEST(br0) 192.168.1.41 b0:10:41:14:99:0c

Jan 8 17:46:54 dnsmasqg-dhcp[3467]: DHCPACK(br0) 192.168.1.41 b0:10:41:14:99:0c
e
8

Jan 17:46:54 dnsmasg-dhcp[3467]: DHCPDISCOVER(br0) 192.168.1.165
ac:89:95:64:0e:a3

Jan 8 17:46:54 dnsmasg-dhcp[3467]: DHCPOFFER(br0) 192.168.1.165 ac:89:95:64:0e:a3

Jan 8 17:46:55 dnsmasqg-dhcp[3467]: DHCPDISCOVER(br0) 70:14:a6:43:93:4a

Jan 8 17:46:55 dnsmasqg-dhcp[3467]: DHCPOFFER(br0) 192.168.1.138 70:14:a6:43:93:4a

Jan 8 17:46:55 ddns update: ez-ipupdate: starting...

Jan 8 17:46:55 dnsmasg-dhcp[3467]: DHCPDISCOVER(br0) d0:25:98:e2:3d:41

Jan 8 17:46:55 dnsmasqg-dhcp[3467]: DHCPOFFER(br0) 192.168.1.193 d0:25:98:e2:3d:41

Jan 8 17:46:55 ddns update: connected to nwsrv-nsl.asus.com (103.10.4.108) on port
80.

Jan 8 17:46:56 WAN Connection: WAN was restored.

Jan 8 17:46:56 ddns update: Asus update entry:: return: HTTP/1.1 200 OK"M Date:
Sun, 08 Jan 2017 22:46:55 GMT"M Server: Apache”M Content-Length: 0"M Connection:
close™M Content-Type: text/html"M "M

Jan 8 17:46:56 ddns update: retval= 0, ddns return code (,200)

Jan 8 17:46:56 ddns update: asusddns_update: 0

Jan 8 17:46:56 dnsmasq-dhcp[3467]: DHCPREQUEST(br0) 192.168.1.138 70:14:a6:43:93:4a
Jan 8 17:46:56 dnsmasqg-dhcp[3467]: DHCPACK(br0) 192.168.1.138 70:14:a6:43:93:4a
Deslauriers

Jan 8 17:46:56 dnsmasqg-dhcp[3467]: DHCPREQUEST(br0) 192.168.1.108 b8:e8:56:27:05:b6
Jan 8 17:46:56 dnsmasqg-dhcp[3467]: DHCPACK(br0) 192.168.1.108 b8:e8:56:27:05:b6
Michels-Air

Jan 8 17:46:56 dnsmasg-dhcp[3467]: DHCPREQUEST(br0) 192.168.1.193 d0:25:98:e2:3d:41
Jan 8 17:46:56 dnsmasqg-dhcp[3467]: DHCPACK(br0) 192.168.1.193 d0:25:98:e2:3d:41
iPhone

Jan 8 17:46:56 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:56 openvpn[2777]: UDPv4 link remote: [AF _INET]167.114.183.2:53

Jan 8 17:46:56 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:46:56 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:46:56 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:56 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:56 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:46:56 dnsmasq-dhcp[3467]: DHCPDISCOVER(br0) 192.168.1.165
ac:89:95:64:0e:a3

Jan 8 17:46:56 dnsmasqg-dhcp[3467]: DHCPOFFER(br0) 192.168.1.165 ac:89:95:64:0e:a3
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Jan 8 17:46:57 dnsmasg-dhcp[3467]: DHCPREQUEST(br0) 192.168.1.165 ac:89:95:64:0e:a3
Jan 8 17:46:57 dnsmasqg-dhcp[3467]: DHCPACK(br0) 192.168.1.165 ac:89:95:64:0e:a3
Jan 8 17:46:57 ddns: ddns update ok

Jan 8 17:46:58 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:46:58 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:46:58 openvpn[2777]: UDPv4 link remote: [AF_ INET]172.94.66.2:53

Jan 8 17:46:59 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:46:59 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:46:59 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:46:59 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:46:59 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:47:01 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:01 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:47:01 openvpn[2777]: UDPv4 link remote: [AF _INET]167.114.183.2:53

Jan 8 17:47:01 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:01 openvpn[2777]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:47:01 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:01 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:47:01 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:47:01 rc_service: udhcpc 3472:notify rc start firewall

Jan 8 17:47:01 dhcp client: bound 135.19.49.28 via 135.19.49.1 during 3600 seconds.
Jan 8 17:47:02 start nat rules: apply the nat rules(/tmp/nat rules eth0 eth0)!

Jan 8 17:47:03 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:03 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:47:03 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:47:03 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:03 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:47:03 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:03 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:47:03 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:47:05 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:05 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:47:05 openvpn[2777]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:47:05 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:05 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:47:05 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:05 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:47:05 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:47:05 dnsmasqg-dhcp[3467]: DHCPREQUEST(br0) 192.168.1.201 cO:ce:cd:03:9%9a:eb
Jan 8 17:47:05 dnsmasg-dhcp[3467]: DHCPACK(br0) 192.168.1.201 cO:ce:cd:03:9a:e6
iPhonedeGinane

Jan 8 17:47:07 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:07 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:47:07 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:47:07 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3_get server certificate:certificate verify failed
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Jan 8 17:47:07 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:47:07 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:07 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:47:07 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:47:09 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:09 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:47:09 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:47:09 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:09 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:47:09 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:09 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:47:09 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:47:09 dnsmasg-dhcp[3467]: DHCPREQUEST(br0) 192.168.1.229 20:78:£0:9d:bd:f4
Jan 8 17:47:09 dnsmasg-dhcp[3467]: DHCPACK(br0) 192.168.1.229 20:78:£f0:9d:bd:f4
ImansAppleWatch

Jan 8 17:47:11 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:11 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:47:11 openvpn[2777]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:47:11 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:11 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:47:11 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:11 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:47:11 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:47:13 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:13 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:47:13 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:47:13 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3_get server certificate:certificate verify failed

Jan 8 17:47:13 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:47:13 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:13 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:47:13 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:47:15 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:15 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:47:15 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:47:15 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:15 openvpn[2777]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:47:15 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:15 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:47:15 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:47:17 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:17 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:47:17 openvpn[2777]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:47:17 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:17 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error
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Jan 8 17:47:17 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:17 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:47:17 openvpn[2777]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:47:19 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:19 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:47:19 openvpn[2777]: UDPv4 link remote: [AF _INET]167.114.183.2:53

Jan 8 17:47:19 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:19 openvpn[2777]: TLS_ERROR: BIO read tls read plaintext error

Jan 8 17:47:19 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:19 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:47:19 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:47:21 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:21 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:47:21 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:47:22 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:22 openvpn[2777]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:47:22 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:22 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:47:22 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:47:24 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:24 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:47:24 openvpn[2777]: UDPv4 link remote: [AF_ INET]172.94.66.2:53

Jan 8 17:47:24 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:24 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:47:24 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:24 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:47:24 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:47:26 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:26 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:47:26 openvpn[2777]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:47:26 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:26 openvpn[2777]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:47:26 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:26 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:47:26 openvpn[2777]: SIGUSRl[soft,tls-error] received, process restarting
Jan 8 17:47:28 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:28 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:47:28 openvpn[2777]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:47:28 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:28 openvpn[2777]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:47:28 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:28 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:47:28 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
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Jan 8 17:47:30 openvpn[2777]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:30 openvpn[2777]: UDPv4 link local: [undef]

Jan 8 17:47:30 openvpn[2777]: UDPv4 link remote: [AF INET]172.94.66.2:53

Jan 8 17:47:30 openvpn[2777]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:30 openvpn[2777]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:47:30 openvpn[2777]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:30 openvpn[2777]: TLS Error: TLS handshake failed

Jan 8 17:47:30 openvpn[2777]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:47:31 rc_service: httpd 3484:notify rc stop vpnclient2

Jan 8 17:47:31 openvpn[2777]: SIGTERM[hard,init instance] received, process exiting
Jan 8 17:47:32 dnsmasq[3467]: exiting on receipt of SIGTERM

Jan 8 17:47:32 dnsmasq[4138]: started, version 2.76 cachesize 1500

Jan 8 17:47:32 dnsmasq[4138]: asynchronous logging enabled, queue limit is 5
messages

Jan 8 17:47:32 dnsmasqg-dhcp[4138]: DHCP, IP range 192.168.1.2 -- 192.168.1.254,

lease time 1d

Jan 8 17:47:32 dnsmasq[4138]: read /etc/hosts - 5 addresses

Jan 8 17:47:32 dnsmasqg[4138]: using nameserver 199.85.126.20#53

Jan 8 17:47:32 dnsmasq[4138]: using nameserver 199.85.127.20#53

Jan 8 17:47:40 dnsmasqg-dhcp[4138]: DHCPREQUEST(br0) 192.168.1.118 b4:4b:d2:45:7a:11

Jan 8 17:47:40 dnsmasg-dhcp[4138]: DHCPACK(br0) 192.168.1.118 b4:4b:d2:45:7a:11
Imans-iPhone

Jan 8 17:47:47 rc_service: httpd 3484:notify rc start vpnclient2

Jan 8 17:47:48 kernel: tun: Universal TUN/TAP device driver, 1.6

Jan 8 17:47:48 kernel: tun: (C) 1999-2004 Max Krasnyansky <maxk@qualcomm.com>

Jan 8 17:47:48 openvpn[4149]: DEPRECATED OPTION: --tls-remote, please update your
configuration

Jan 8 17:47:48 openvpn[4149]: OpenVPN 2.3.14 arm-unknown-linux-gnu [SSL (OpenSSL) ]
[LZO] [EPOLL] [MH] [IPv6] built on Jan 7 2017

Jan 8 17:47:48 openvpn[4149]: library versions: OpenSSL 1.0.2j 26 Sep 2016, LZO
2.08

Jan 8 17:47:48 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:49 openvpn[4150]: Control Channel Authentication: using 'static.key' as
a OpenVPN static key file

Jan 8 17:47:49 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:47:49 openvpn[4150]: UDPv4 link remote: [AF _INET]172.94.66.2:53

Jan 8 17:47:49 openvpn[4150]: WARNING: this configuration may cache passwords in
memory -- use the auth-nocache option to prevent this

Jan 8 17:47:49 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:49 openvpn[4150]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:47:49 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:49 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:47:49 openvpn[4150]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:47:51 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:51 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:47:51 openvpn[4150]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:47:52 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:52 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:47:52 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:52 openvpn[4150]: TLS Error: TLS handshake failed
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Jan 8 17:47:52 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:47:54 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:54 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:47:54 openvpn[4150]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:47:54 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:54 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:47:54 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:54 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:47:54 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:47:56 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:56 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:47:56 openvpn[4150]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:47:56 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 _get server certificate:certificate verify failed

Jan 8 17:47:56 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:47:56 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:56 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:47:56 openvpn[4150]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:47:58 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:47:58 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:47:58 openvpn[4150]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:47:58 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:47:58 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:47:58 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:47:58 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:47:58 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:48:00 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:00 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:00 openvpn[4150]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:48:00 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:00 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:48:00 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:00 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:00 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:48:02 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:02 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:02 openvpn[4150]: UDPv4 link remote: [AF_INET]104.243.253.3:53

Jan 8 17:48:02 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:02 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:48:02 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:02 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:02 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:48:04 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:04 openvpn[4150]: UDPv4 link local: [undef]
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Jan 8 17:48:04 openvpn[4150]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:48:04 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:04 openvpn[4150]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:48:04 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:04 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:04 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:48:06 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:06 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:06 openvpn[4150]: UDPv4 link remote: [AF_ INET]172.94.66.2:53

Jan 8 17:48:06 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:06 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:48:06 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:06 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:06 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:48:08 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:08 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:08 openvpn[4150]: UDPv4 link remote: [AF _INET]104.243.253.3:53

Jan 8 17:48:09 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:09 openvpn[4150]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:48:09 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:09 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:09 openvpn[4150]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:48:11 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:11 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:11 openvpn[4150]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:48:11 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3_get server certificate:certificate verify failed

Jan 8 17:48:11 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:48:11 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:11 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:11 openvpn[4150]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:48:13 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:13 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:13 openvpn[4150]: UDPv4 link remote: [AF _INET]172.94.66.2:53

Jan 8 17:48:13 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:13 openvpn[4150]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:48:13 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:13 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:13 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:48:15 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:15 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:15 openvpn[4150]: UDPv4 link remote: [AF_INET]104.243.253.3:53

Jan 8 17:48:16 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:16 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error
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Jan 8 17:48:16 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:16 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:16 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:48:18 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:18 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:18 openvpn[4150]: UDPv4 link remote: [AF _INET]167.114.183.2:53

Jan 8 17:48:18 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:18 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:48:18 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:18 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:18 openvpn[4150]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:48:20 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:20 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:20 openvpn[4150]: UDPv4 link remote: [AF INET]172.94.66.2:53

Jan 8 17:48:20 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:20 openvpn[4150]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:48:20 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:20 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:20 openvpn[4150]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:48:22 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:22 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:22 openvpn[4150]: UDPv4 link remote: [AF_ INET]104.243.253.3:53

Jan 8 17:48:22 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:22 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:48:22 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:22 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:22 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:48:24 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:24 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:24 openvpn[4150]: UDPv4 link remote: [AF _INET]167.114.183.2:53

Jan 8 17:48:24 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:24 openvpn[4150]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:48:24 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:24 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:24 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:48:26 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:26 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:26 openvpn[4150]: UDPv4 link remote: [AF INET]172.94.66.2:53

Jan 8 17:48:26 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:26 openvpn[4150]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:48:26 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:26 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:26 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
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Jan 8 17:48:28 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:28 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:28 openvpn[4150]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:48:28 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:28 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:48:28 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:28 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:28 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:48:30 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:30 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:30 openvpn[4150]: UDPv4 link remote: [AF_INET]167.114.183.2:53

Jan 8 17:48:30 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:30 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:48:30 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:30 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:30 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:48:32 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:32 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:32 openvpn[4150]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:48:32 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:32 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:48:32 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:32 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:32 openvpn[4150]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:48:34 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:34 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:34 openvpn[4150]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:48:35 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:35 openvpn[4150]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:48:35 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:35 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:35 openvpn[4150]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:48:37 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:37 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:37 openvpn[4150]: UDPv4 link remote: [AF_INET]167.114.183.2:53

Jan 8 17:48:37 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:37 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:48:37 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:37 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:37 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:48:39 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:39 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:39 openvpn[4150]: UDPv4 link remote: [AF_INET]167.114.183.2:53
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8 17:48:39 openvpn[4150]: OpenSSL:

error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan

Jan 8 17:48:39
Jan 8 17:48:39
error

Jan 8 17:48:39
Jan 8 17:48:39
Jan 8 17:48:41

openvpn[4150]:
openvpn[4150]:

openvpn[4150]:
openvpn[4150]:
openvpn[4150]:

TLS_ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed
SIGUSR1l[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

this configuration to call user-defined scripts

8 17:48:41 openvpn[4150]: UDPv4 link local:
8 17:48:41 openvpn[4150]: UDPv4 link remote:
8 17:48:41 openvpn[4150]: OpenSSL:

[undef]
[AF_INET]167.114.183.2:53
error:14090086:SSL

routines:ssl3_get server certificate:certificate verify failed

Jan

Jan

Jan

Jan 8 17:48:41
Jan 8 17:48:41
error

Jan 8 17:48:41
Jan 8 17:48:41
Jan 8 17:48:43

openvpn[4150]:
openvpn[4150]:

openvpn[4150]:
openvpn[4150]:
openvpn[4150]:

TLS ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

this configuration to call user-defined scripts

8 17:48:43 openvpn[4150]:
8 17:48:43 openvpn[4150]: UDPv4 link remote:
8 17:48:43 openvpn[4150]:

UDPv4 link local: [undef]
[AF_INET]104.243.253.3:53

OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan

Jan

Jan

Jan 8 17:48:43
Jan 8 17:48:43
error

Jan 8 17:48:43
Jan 8 17:48:43
Jan 8 17:48:45

openvpn[4150]:
openvpn[4150]:

openvpn[4150]:
openvpn[4150]:
openvpn[4150]:

TLS_ERROR: BIO read tls_read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

this configuration to call user-defined scripts

8 17:48:45 openvpn[4150]: UDPv4 link local:
8 17:48:45 openvpn[4150]: UDPv4 link remote:
8 17:48:45 openvpn[4150]: OpenSSL:

[undef]
[AF_INET]167.114.183.2:53
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan

Jan

Jan

Jan 8 17:48:45
Jan 8 17:48:45
error

Jan 8 17:48:45
Jan 8 17:48:45
Jan 8 17:48:47

openvpn[4150]:
openvpn[4150]:

openvpn[4150]:
openvpn[4150]:
openvpn[4150]:

TLS_ERROR: BIO read tls_read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

this configuration to call user-defined scripts

8 17:48:47 openvpn[4150]: UDPv4 link local:
8 17:48:47 openvpn[4150]:
8 17:48:47 openvpn[4150]: OpenSSL:

[undef]
UDPv4 link remote: [AF INET]172.94.66.2:53
error:14090086:SSL

routines:ssl3_get server certificate:certificate verify failed

Jan

Jan

Jan

Jan 8 17:48:47
Jan 8 17:48:47
error

Jan 8 17:48:47
Jan 8 17:48:47
Jan 8 17:48:49

openvpn[4150]:
openvpn[4150]:

openvpn[4150]:
openvpn[4150]:
openvpn[4150]:

TLS ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed
SIGUSR1l[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

this configuration to call user-defined scripts

Jan
Jan
Jan

8 17:48:49 openvpn[4150]:
8 17:48:49 openvpn[4150]: UDPv4 link remote:
8 17:48:49 openvpn[4150]: OpenSSL:

UDPv4 link local: [undef]
[AF_INET]104.243.253.3:53

error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan
Jan
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error
Jan 8 17:48:49 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:49 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:48:51 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:51 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:51 openvpn[4150]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:48:52 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:52 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:48:52 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:52 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:52 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:48:54 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:54 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:54 openvpn[4150]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:48:54 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:54 openvpn[4150]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:48:54 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:54 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:54 openvpn[4150]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:48:56 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:48:56 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:48:56 openvpn[4150]: UDPv4 link remote: [AF INET]104.243.253.3:53

Jan 8 17:48:58 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:48:58 openvpn[4150]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:48:58 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:48:58 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:48:58 openvpn[4150]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:49:00 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:49:00 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:49:00 openvpn[4150]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:49:00 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:49:00 openvpn[4150]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:49:00 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:49:00 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:49:00 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:49:02 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:49:02 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:49:02 openvpn[4150]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:49:02 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:49:02 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:49:02 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:49:02 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:49:02 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:49:04 openvpn[4150]: NOTE: the current --script-security setting may allow
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this configuration to call user-defined scripts

Jan 8 17:49:04 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:49:04 openvpn[4150]: UDPv4 link remote: [AF _INET]104.243.253.3:53

Jan 8 17:49:04 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:49:04 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:49:04 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:49:04 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:49:04 openvpn[4150]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:49:06 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:49:06 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:49:06 openvpn[4150]: UDPv4 link remote: [AF INET]167.114.183.2:53

Jan 8 17:49:07 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:49:07 openvpn[4150]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:49:07 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:49:07 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:49:07 openvpn[4150]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:49:09 openvpn[4150]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:49:09 openvpn[4150]: UDPv4 link local: [undef]

Jan 8 17:49:09 openvpn[4150]: UDPv4 link remote: [AF_INET]172.94.66.2:53

Jan 8 17:49:09 openvpn[4150]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:49:09 openvpn[4150]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:49:09 openvpn[4150]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:49:09 openvpn[4150]: TLS Error: TLS handshake failed

Jan 8 17:49:09 openvpn[4150]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:49:09 rc_service: httpd 3484:notify rc restart vpnclient2

Jan 8 17:49:10 openvpn[4150]: SIGTERM[hard,init instance] received, process exiting
Jan 8 17:49:11 dnsmasq[4138]: exiting on receipt of SIGTERM

Jan 8 17:49:11 dnsmasqg[4443]: started, version 2.76 cachesize 1500

Jan 8 17:49:11 dnsmasq[4443]: asynchronous logging enabled, queue limit is 5
messages

Jan 8 17:49:11 dnsmasqg-dhcp[4443]: DHCP, IP range 192.168.1.2 -- 192.168.1.254,

lease time 1d

Jan 8 17:49:11 dnsmasq[4443]: read /etc/hosts - 5 addresses

Jan 8 17:49:11 dnsmasq[4443]: using nameserver 199.85.126.20#53

Jan 8 17:49:11 dnsmasq[4443]: using nameserver 199.85.127.20#53

Jan 8 17:49:11 kernel: tun: Universal TUN/TAP device driver, 1.6

Jan 8 17:49:11 kernel: tun: (C) 1999-2004 Max Krasnyansky <maxk@qualcomm.com>

Jan 8 17:49:11 openvpn[4454]: DEPRECATED OPTION: --tls-remote, please update your
configuration

Jan 8 17:49:11 openvpn[4454]: Options error: -—--explicit-exit-notify can only be

used with --proto udp

Jan 8 17:49:11 openvpn[4454]: Use --help for more information.

Jan 8 17:49:11 syslog: VPN LOG_ERROR: 452: Starting OpenVPN failed...

Jan 8 17:49:12 dnsmasq[4443]: exiting on receipt of SIGTERM

Jan 8 17:49:12 dnsmasq[4490]: started, version 2.76 cachesize 1500

Jan 8 17:49:12 dnsmasq[4490]: asynchronous logging enabled, queue limit is 5
messages

Jan 8 17:49:12 dnsmasqg-dhcp[4490]: DHCP, IP range 192.168.1.2 -- 192.168.1.254,
lease time 1d

Jan 8 17:49:12 dnsmasq[4490]: read /etc/hosts - 5 addresses

Jan 8 17:49:12 dnsmasq[4490]: using nameserver 199.85.126.20#53
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Jan 8 17:49:12 dnsmasqg[4490]: using nameserver 199.85.127.20#53

Jan 8 17:49:24 dnsmasg-dhcp[4490]: DHCPREQUEST(br0) 192.168.1.5 6c:70:9f:44:ed:b0
Jan 8 17:49:24 dnsmasg-dhcp[4490]: DHCPACK(br0) 192.168.1.5 6¢c:70:9f:44:ed:b0 iPad-
dIman

Jan 8 17:49:38 rc_service: httpd 3484:notify rc start vpnclient2

Jan 8 17:49:38 kernel: tun: Universal TUN/TAP device driver, 1.6

Jan 8 17:49:38 kernel: tun: (C) 1999-2004 Max Krasnyansky <maxk@qualcomm.com>

Jan 8 17:49:39 openvpn[4582]: DEPRECATED OPTION: --tls-remote, please update your
configuration

Jan 8 17:49:39 openvpn[4582]: Options error: -—--explicit-exit-notify can only be

used with --proto udp
Jan 8 17:49:39 openvpn[4582]: Use --help for more information.

Jan 8 17:49:39 syslog: VPN LOG _ERROR: 452: Starting OpenVPN failed...

Jan 8 17:49:39 dnsmasq[4490]: read /etc/hosts - 5 addresses

Jan 8 17:49:39 dnsmasq[4490]: using nameserver 199.85.126.20#53

Jan 8 17:49:39 dnsmasqg[4490]: using nameserver 199.85.127.20#53

Jan 8 17:49:39 dnsmasq[4490]: exiting on receipt of SIGTERM

Jan 8 17:49:40 dnsmasqg[4620]: started, version 2.76 cachesize 1500

Jan 8 17:49:40 dnsmasq[4620]: asynchronous logging enabled, queue limit is 5
messages

Jan 8 17:49:40 dnsmasqg-dhcp[4620]: DHCP, IP range 192.168.1.2 -- 192.168.1.254,

lease time 1d

Jan 8 17:49:40 dnsmasq[4620]: read /etc/hosts - 5 addresses

Jan 8 17:49:40 dnsmasq[4620]: using nameserver 199.85.126.20#53

Jan 8 17:49:40 dnsmasq[4620]: using nameserver 199.85.127.20#53

Jan 8 17:52:16 rc_service: httpd 3484:notify rc start vpnclient2

Jan 8 17:52:16 kernel: tun: Universal TUN/TAP device driver, 1.6

Jan 8 17:52:16 kernel: tun: (C) 1999-2004 Max Krasnyansky <maxk@qualcomm.com>

Jan 8 17:52:17 openvpn[5042]: DEPRECATED OPTION: --tls-remote, please update your
configuration

Jan 8 17:52:17 openvpn[5042]: OpenVPN 2.3.14 arm-unknown-linux-gnu [SSL (OpenSSL) ]
[LZO] [EPOLL] [MH] [IPv6] built on Jan 7 2017

Jan 8 17:52:17 openvpn[5042]: library versions: OpenSSL 1.0.2j 26 Sep 2016, LZO
2.08

Jan 8 17:52:17 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:52:17 openvpn[5043]: Control Channel Authentication: using 'static.key' as
a OpenVPN static key file

Jan 8 17:52:18 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]

Jan 8 17:52:19 openvpn[5043]: TCP connection established with
[AF_INET]104.243.253.130:80

Jan 8 17:52:19 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:52:19 openvpn[5043]: TCPv4 CLIENT link remote: [AF_INET]104.243.253.130:80
Jan 8 17:52:19 openvpn[5043]: WARNING: this configuration may cache passwords in
memory -- use the auth-nocache option to prevent this

Jan 8 17:52:19 openvpn[5043]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:52:19 openvpn[5043]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:52:19 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:52:19 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:52:19 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:52:19 openvpn[5043]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:52:24 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:52:24 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]167.114.183.2:80 [nonblock]

Jan 8 17:52:25 openvpn[5043]: TCP connection established with
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[AF_INET]167.114.183.2:80

Jan
Jan
Jan

8 17:52:25 openvpn[5043]: TCPv4 CLIENT link local:
8 17:52:25 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:52:25 openvpn[5043]: OpenSSL:

[undef]
[AF_INET]167.114.183.2:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan
Jan
error
Jan
Jan
Jan
Jan
this
Jan

Jan

8
8

8
8
8

8

17:
17:

17:
17:
17:
17:

52:25
52:25

52:25
52:25
52:25
52:30

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls_errors_co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts
8 17:52:30 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]

8 17:52:31 openvpn[5043]:

[AF_INET]104.243.253.130:80

Jan
Jan

8 17:52:31 openvpn[5043]: TCPv4 CLIENT link local:
8 17:52:31 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:52:31 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF_INET]104.243.253.130:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts

openvpn[5043]:

Attempting to establish TCP connection with

66.2:80 [nonblock]

openvpn[5043]:

66.2:80

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TCP connection established with

TCPv4 CLIENT link local: [undef]
TCPv4 CLIENT link remote: [AF _INET]172.94.66.2:80
OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan

Jan 8 17:52:31
Jan 8 17:52:31
error

Jan 8 17:52:31
Jan 8 17:52:31
Jan 8 17:52:31
Jan 8 17:52:36
this

Jan 8 17:52:36
[AF_INET]172.94.
Jan 8 17:52:37
[AF_INET]172.94.
Jan 8 17:52:37
Jan 8 17:52:37
Jan 8 17:52:38
Jan 8 17:52:38
Jan 8 17:52:38
error

Jan 8 17:52:38
Jan 8 17:52:38
Jan 8 17:52:38
Jan 8 17:52:43
this

Jan

Jan

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS_ERROR: BIO read tls_read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors co), restarting
SIGUSR1l[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts
8 17:52:43 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]167.114.183.2:80 [nonblock]

8 17:52:44 openvpn[5043]:

[AF_INET]167.114.183.2:80

Jan
Jan
Jan

8 17:52:44 openvpn[5043]: TCPv4 CLIENT link local:
8 17:52:44 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:52:44 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF_INET]167.114.183.2:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed
8 17:52:44

Jan
Jan
error
Jan
Jan
Jan

8

8
8
8

17:

17:
17:
:52:44

17

52:44

52:44
52:44
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TLS_ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed
Fatal TLS error (check tls errors co), restarting
SIGUSR1[soft,tls-error] received, process restarting
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Jan 8 17:52:49 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:52:49 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]

Jan 8 17:52:50 openvpn[5043]: TCP connection established with

[AF _INET]104.243.253.130:80

Jan 8 17:52:50 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:52:50 openvpn[5043]: TCPv4 CLIENT link remote: [AF_INET]104.243.253.130:80
Jan 8 17:52:50 openvpn[5043]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:52:50 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:52:50 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:52:50 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:52:50 openvpn[5043]: Fatal TLS error (check tls errors co), restarting
Jan 8 17:52:50 openvpn[5043]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:52:55 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:52:55 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]172.94.66.2:80 [nonblock]

Jan 8 17:52:56 openvpn[5043]: TCP connection established with
[AF_INET]172.94.66.2:80

Jan 8 17:52:56 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:52:56 openvpn[5043]: TCPv4 CLIENT link remote: [AF INET]172.94.66.2:80
Jan 8 17:52:57 openvpn[5043]: OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:52:57 openvpn[5043]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:52:57 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:52:57 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:52:57 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:52:57 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:53:02 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:53:02 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]167.114.183.2:80 [nonblock]

Jan

8 17:53:03 openvpn[5043]:

[AF_INET]167.114.183.2:80

Jan
Jan
Jan

8 17:53:03 openvpn[5043]: TCPv4 CLIENT link local:
8 17:53:03 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:53:03 openvpn[5043]:

TCP connection established with

[undef]
[AF_INET]167.114.183.2:80

OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:53:03 openvpn[5043]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:53:03 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:53:03 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:53:03 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:53:03 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:53:08 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:53:08 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]

Jan 8 17:53:09 openvpn[5043]: TCP connection established with
[AF_INET]104.243.253.130:80

Jan 8 17:53:09 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:53:09 openvpn[5043]: TCPv4 CLIENT link remote: [AF_INET]104.243.253.130:80
Jan 8 17:53:09 openvpn[5043]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:53:09 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error
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openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls_errors_co), restarting
SIGUSR1l[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts

openvpn[5043]:

Attempting to establish TCP connection with

66.2:80 [nonblock]

openvpn[5043]:

66.2:80

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TCP connection established with

TCPv4 CLIENT link local: [undef]
TCPv4_CLIENT link remote: [AF_INET]172.94.66.2:80
OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:53:09
error

Jan 8 17:53:09
Jan 8 17:53:09
Jan 8 17:53:09
Jan 8 17:53:14
this

Jan 8 17:53:14
[AF_INET]172.94.
Jan 8 17:53:15
[AF _INET]172.94.
Jan 8 17:53:15
Jan 8 17:53:15
Jan 8 17:53:16
Jan 8 17:53:16
Jan 8 17:53:16
error

Jan 8 17:53:16
Jan 8 17:53:16
Jan 8 17:53:16
Jan 8 17:53:21
this

Jan

Jan

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS _ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls_errors_co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts
8 17:53:21 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]167.114.183.2:80 [nonblock]

8 17:53:22 openvpn[5043]:

[AF_INET]167.114.183.2:80

Jan
Jan
Jan

8 17:53:22 openvpn[5043]: TCPv4 CLIENT link local:
8 17:53:22 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:53:22 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF_INET]167.114.183.2:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed
8 17:53:22

Jan
Jan
error
Jan
Jan
Jan
Jan
this
Jan

Jan

8
8
8
8

8

17:

17:
17:
17:
17:

53:22

53:22
53:22
53:22
53:27

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors_co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts
8 17:53:27 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]

8 17:53:28 openvpn[5043]:

[AF_INET]104.243.253.130:80

Jan
Jan
Jan

8 17:53:28 openvpn[5043]: TCPv4 CLIENT link local:
8 17:53:28 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:53:28 openvpn[5043]:

TCP connection established with

[undef]
[AF_INET]104.243.253.130:80

OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed
8 17:53:28

Jan
Jan
error
Jan
Jan
Jan
Jan
this
Jan

[AF_INET]172.94.

Jan

[AF_INET]172.94.

8
8
8
8

8

17:

17:
17:
17:
17:

53:28

53:28
53:28
53:28
53:33

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS_ERROR: BIO read tls_read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors co), restarting
SIGUSR1l[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts
8 17:53:33

8 17:53:34
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Jan
Jan
Jan

8 17:53:34 openvpn[5043]: TCPv4 CLIENT link local:
8 17:53:34 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:53:34 openvpn[5043]:

[undef]
[AF_INET]172.94.66.2:80

OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed
8 17:53:34

Jan
Jan
error
Jan
Jan
Jan
Jan
this
Jan

Jan

8
8
8
8

8

17:

17:
17:
17:
17:

53:34

53:34
53:34
53:34
53:39

openvpn[§043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS_ERROR: BIO read tls_read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors co), restarting
SIGUSR1l[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts
8 17:53:39 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]167.114.183.2:80 [nonblock]

8 17:53:40 openvpn[5043]:

[AF_INET]167.114.183.2:80

Jan
Jan
Jan

8 17:53:40 openvpn[5043]: TCPv4 CLIENT link local:
8 17:53:40 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:53:41 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF_INET]167.114.183.2:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan
Jan
error
Jan
Jan
Jan
Jan
this
Jan

Jan

8
8

8
8
8

8

17:
17:

17:
17:
17:
17:

53:41
53:41

53:41
53:41
53:41
53:46

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS_ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts
8 17:53:46 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]

8 17:53:47 openvpn[5043]:

[AF _INET]104.243.253.130:80

Jan
Jan

8 17:53:47 openvpn[5043]: TCPv4 CLIENT link local:
8 17:53:47 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:53:47 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF _INET]104.243.253.130:80
error:14090086:SSL

routines:ssl3 _get server certificate:certificate verify failed

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors_co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts

openvpn[5043]:

Attempting to establish TCP connection with

66.2:80 [nonblock]

openvpn[5043]:

66.2:80

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TCP connection established with

TCPv4 CLIENT link local: [undef]
TCPv4 CLIENT link remote: [AF INET]172.94.66.2:80
OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan

Jan 8 17:53:47
Jan 8 17:53:47
error

Jan 8 17:53:47
Jan 8 17:53:47
Jan 8 17:53:47
Jan 8 17:53:52
this

Jan 8 17:53:52
[AF_INET]172.94.
Jan 8 17:53:53
[AF_INET]172.94.
Jan 8 17:53:53
Jan 8 17:53:53
Jan 8 17:53:53
Jan 8 17:53:53
Jan 8 17:53:53
error

Jan 8 17:53:53
Jan 8 17:53:53
Jan 8 17:53:53
Jan 8 17:53:58
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openvpn[5043]:
openvpn[5043]:
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TLS_ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow
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this configuration to call user-defined scripts

Jan

8 17:53:58 openvpn[5043]: Attempting to establish TCP connection with

[AF_INET]104.243.253.130:80 [nonblock]

Jan

8 17:53:59 openvpn[5043]:

[AF _INET]104.243.253.130:80

Jan
Jan
Jan

8 17:53:59 openvpn[5043]: TCPv4 CLIENT link local:
8 17:53:59 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:54:00 openvpn[5043]:

TCP connection established with

[undef]
[AF_INET]104.243.253.130:80

OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:54:00 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:54:00 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:54:00 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:54:00 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:54:00 openvpn[5043]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:54:05 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:54:05 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]172.94.66.2:80 [nonblock]

Jan 8 17:54:06 openvpn[5043]: TCP connection established with

[AF _INET]172.94.66.2:80

Jan 8 17:54:06 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:54:06 openvpn[5043]: TCPv4 CLIENT link remote: [AF INET]172.94.66.2:80
Jan 8 17:54:06 openvpn[5043]: OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:54:06 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:54:06 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:54:06 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:54:06 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:54:06 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:54:11 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan

8 17:54:11 openvpn[5043]: Attempting to establish TCP connection with

[AF_INET]167.114.183.2:80 [nonblock]

Jan 8 17:54:12 openvpn[5043]: TCP connection established with
[AF_INET]167.114.183.2:80

Jan 8 17:54:12 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:54:12 openvpn[5043]: TCPv4 CLIENT link remote: [AF INET]167.114.183.2:80

Jan

8 17:54:12 openvpn[5043]: OpenSSL:

error:14090086:SSL

routines:ssl3_get server certificate:certificate verify failed

Jan 8 17:54:12 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:54:12 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:54:12 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:54:12 openvpn[5043]: Fatal TLS error (check tls errors co), restarting
Jan 8 17:54:12 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:54:17 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:54:17 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]172.94.66.2:80 [nonblock]

Jan 8 17:54:18 openvpn[5043]: TCP connection established with
[AF_INET]172.94.66.2:80

Jan 8 17:54:18 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:54:18 openvpn[5043]: TCPv4 CLIENT link remote: [AF_INET]172.94.66.2:80
Jan 8 17:54:19 openvpn[5043]: OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed
Jan 8 17:54:19 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error
Jan 8 17:54:19 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
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error
Jan
Jan
Jan
Jan
this
Jan

Jan

Jan
Jan
Jan

Jan
Jan
error
Jan
Jan
Jan
Jan
this
Jan

Jan

Jan
Jan

8
8
8

8

17:
17:
17:
17:

54:19
54:19
54:19
54:24

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors_co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts

8 17:54:24 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]

8 17:54:25 openvpn[5043]:
[AF_INET]104.243.253.130:80

8 17:54:25 openvpn[5043]: TCPv4 CLIENT link local:
8 17:54:25 openvpn[5043]: TCPv4 CLIENT link remote:

8 17:54:25 openvpn[5043]:
routines:ssl3 get server certificate:certificate verify failed

8
8

8
8
8

8

17:
17:

17
17:
17:
17:

54:25
54:25

:54:25

54:25
54:25
54:30

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TCP connection established with

[undef]
[AF_INET]104.243.253.130:80
OpenSSL: error:14090086:SSL

TLS_ERROR: BIO read tls_read plaintext error

TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors co), restarting
SIGUSR1l[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts

8 17:54:30 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]167.114.183.2:80 [nonblock]

8 17:54:31 openvpn[5043]:
[AF_INET]167.114.183.2:80

8 17:54:31 openvpn[5043]: TCPv4 CLIENT link local:
8 17:54:31 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:54:31 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF_INET]167.114.183.2:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS_ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts

openvpn[5043]:

Attempting to establish TCP connection with

66.2:80 [nonblock]

openvpn[5043]:
66.2:80

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TCP connection established with

TCPv4 CLIENT link local: [undef]
TCPv4 CLIENT link remote: [AF INET]172.94.66.2:80
OpenSSL: error:14090086:SSL

routines:ssl3_get server certificate:certificate verify failed

Jan

Jan 8 17:54:31
Jan 8 17:54:31
error

Jan 8 17:54:31
Jan 8 17:54:31
Jan 8 17:54:31
Jan 8 17:54:36
this

Jan 8 17:54:36
[AF_INET]172.94.
Jan 8 17:54:37
[AF _INET]172.94.
Jan 8 17:54:37
Jan 8 17:54:37
Jan 8 17:54:37
Jan 8 17:54:37
Jan 8 17:54:37
error

Jan 8 17:54:37
Jan 8 17:54:37
Jan 8 17:54:37
Jan 8 17:54:42
this

Jan

Jan

Jan

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls_errors_co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts

8 17:54:42 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]

8 17:54:43 openvpn[5043]:
[AF_INET]104.243.253.130:80

8 17:54:43 openvpn[5043]: TCPv4 CLIENT link local:
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[undef]
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Jan

8 17:54:43 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:54:45 openvpn[5043]: OpenSSL:

[AF_INET]104.243.253.130:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan

Jan 8 17:
Jan 8 17:
error

Jan 8 17:
Jan 8 17:
Jan 8 17:
Jan 8 17:
this

Jan

54:45
54:45

54:45
54:45
54:45
54:50

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
configuration to call user-defined scripts

8 17:54:50 openvpn[5043]: Attempting to establish TCP connection with

TLS ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors_co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

[AF_INET]167.114.183.2:80 [nonblock]

Jan

8 17:54:51 openvpn[5043]:

[AF_INET]167.114.183.2:80

Jan
Jan
Jan

8 17:54:51 openvpn[5043]: TCPv4 CLIENT link local:
8 17:54:51 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:54:51 openvpn[5043]:

TCP connection established with

[undef]
[AF_INET]167.114.183.2:80

OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:54:51
Jan 8 17:54:51
error

Jan 8 17:54:51
Jan 8 17:54:51
Jan 8 17:54:51
Jan 8 17:54:56
this

Jan 8 17:54:56
[AF_INET]172.94.
Jan 8 17:54:57
[AF_INET]172.94.
Jan 8 17:54:57
Jan 8 17:54:57
Jan 8 17:54:57

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
configuration to call user-defined scripts
openvpn[5043]:

TLS_ERROR: BIO read tls_read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors co), restarting
SIGUSR1l[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

Attempting to establish TCP connection with

66.2:80 [nonblock]

openvpn[5043]:

66.2:80

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TCP connection established with

TCPv4 CLIENT link local: [undef]
TCPv4 CLIENT link remote: [AF INET]172.94.66.2:80
OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:54:57
Jan 8 17:54:57
error

Jan 8 17:54:57
Jan 8 17:54:57
Jan 8 17:54:57
Jan 8 17:55:02
this

Jan

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
configuration to call user-defined scripts

8 17:55:02 openvpn[5043]: Attempting to establish TCP connection with

TLS_ERROR: BIO read tls_read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

[AF_INET]104.243.253.130:80 [nonblock]

Jan

8 17:55:03 openvpn[5043]:

[AF _INET]104.243.253.130:80

Jan
Jan
Jan

8 17:55:03 openvpn[5043]: TCPv4 CLIENT link local:
8 17:55:03 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:55:04 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF_INET]104.243.253.130:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:
Jan 8 17:
error

Jan 8 17:
Jan 8 17:
Jan 8 17:
Jan 8 17:
this

55:04
55:04

55:04
55:04
55:04
55:09
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openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
configuration to call user-defined scripts

TLS ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls_errors_co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

2017-03-26, 15:49
Page 62 of 82



Jan 8 17:55:09 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]167.114.183.2:80 [nonblock]

Jan 8 17:55:10 openvpn[5043]: TCP connection established with
[AF_INET]167.114.183.2:80

Jan 8 17:55:10 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:55:10 openvpn[5043]: TCPv4 CLIENT link remote: [AF INET]167.114.183.2:80
Jan 8 17:55:10 openvpn[5043]: OpenSSL: error:14090086:SSL
routines:ssl3_get server certificate:certificate verify failed

Jan 8 17:55:10 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:55:10 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:55:10 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:55:10 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:55:10 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:55:15 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:55:15 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]172.94.66.2:80 [nonblock]

Jan 8 17:55:16 openvpn[5043]: TCP connection established with
[AF_INET]172.94.66.2:80

Jan 8 17:55:16 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:55:16 openvpn[5043]: TCPv4 CLIENT link remote: [AF_INET]172.94.66.2:80
Jan 8 17:55:16 openvpn[5043]: OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:55:16 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:55:16 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:55:16 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:55:16 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:55:16 openvpn[5043]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:55:21 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:55:21 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]

Jan 8 17:55:22 openvpn[5043]: TCP connection established with
[AF_INET]104.243.253.130:80

Jan 8 17:55:22 openvpn[5043]: TCPv4 CLIENT link local: [undef]
Jan 8 17:55:22 openvpn[5043]: TCPv4 CLIENT link remote: [AF_INET]104.243.253.130:80
Jan 8 17:55:22 openvpn[5043]: OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:55:22 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:55:22 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:55:22 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:55:22 openvpn[5043]: Fatal TLS error (check tls_errors_co), restarting

Jan 8 17:55:22 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:55:27 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:55:27 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]167.114.183.2:80 [nonblock]

Jan

8 17:55:28 openvpn[5043]:

[AF_INET]167.114.183.2:80

Jan
Jan
Jan

8 17:55:28 openvpn[5043]: TCPv4 CLIENT link local:
8 17:55:28 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:55:29 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF_INET]167.114.183.2:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan
Jan
error

http://192.168.1.1/syslog.txt

8 17:55:29 openvpn[5043]: TLS ERROR: BIO read tls_read plaintext error
8 17:55:29 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
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Jan 8 17:55:29 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:55:29 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:55:29 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:55:34 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:55:34 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]172.94.66.2:80 [nonblock]

Jan 8 17:55:35 openvpn[5043]: TCP connection established with
[AF_INET]172.94.66.2:80

Jan 8 17:55:35 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:55:35 openvpn[5043]: TCPv4 CLIENT link remote: [AF INET]172.94.66.2:80
Jan 8 17:55:35 openvpn[5043]: OpenSSL: error:14090086:SSL

routines:ssl3 _get server certificate:certificate verify failed

Jan 8 17:55:35 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:55:35 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:55:35 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:55:35 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:55:35 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:55:40 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:55:40 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]

Jan 8 17:55:41 openvpn[5043]: TCP connection established with
[AF_INET]104.243.253.130:80

Jan 8 17:55:41 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:55:41 openvpn[5043]: TCPv4 CLIENT link remote: [AF_INET]104.243.253.130:80

Jan 8 17:55:41 openvpn[5043]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:55:41 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:55:41 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:55:41 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:55:41 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:55:41 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:55:46 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan

Jan

8 17:55:46 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]

8 17:55:47 openvpn[5043]:

[AF_INET]104.243.253.130:80

Jan
Jan
Jan

8 17:55:47 openvpn[5043]: TCPv4 CLIENT link local:
8 17:55:47 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:55:48 openvpn[5043]:

TCP connection established with

[undef]
[AF_INET]104.243.253.130:80

OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan
Jan
error
Jan
Jan
Jan
Jan
this
Jan

[AF_INET]172.94.

Jan

[AF_INET]172.94.

Jan
Jan

8
8

8
8
8

8

17

17:
17:
17:
17:

:55:48
17:

55:48

55:48
55:48
55:48
55:53

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS_ERROR: BIO read tls_read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls_errors_co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts
8 17:55:53

8 17:55:54

8 17:55:54
8 17:55:54

http://192.168.1.1/syslog.txt

openvpn[5043]:

Attempting to establish TCP connection with

66.2:80 [nonblock]

openvpn[5043]:

66.2:80

openvpn[5043]:
openvpn[5043]:

TCP connection established with

TCPv4 CLIENT link local:
TCPv4_CLIENT link remote:

[undef]
[AF_INET]172.94.66.2:80
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Jan

8 17:55:54 openvpn[5043]: OpenSSL:

error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:55:54 openvpn[5043]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:55:54 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:55:54 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:55:54 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:55:54 openvpn[5043]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:55:59 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan

8 17:55:59 openvpn[5043]: Attempting to establish TCP connection with

[AF_INET]104.243.253.130:80 [nonblock]

Jan

8 17:56:00 openvpn[5043]:

[AF _INET]104.243.253.130:80

Jan
Jan
Jan

8 17:56:00 openvpn[5043]: TCPv4 CLIENT link local:
8 17:56:00 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:56:00 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF _INET]104.243.253.130:80
error:14090086:SSL

routines:ssl3 _get server certificate:certificate verify failed

Jan 8 17:56:00 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:56:00 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:56:00 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:56:00 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:56:00 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:56:05 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan

8 17:56:05 openvpn[5043]: Attempting to establish TCP connection with

[AF_INET]167.114.183.2:80 [nonblock]

Jan

8 17:56:06 openvpn[5043]:

[AF_INET]167.114.183.2:80

TCP connection established with

Jan 8 17:56:06 openvpn[5043]: TCPv4 CLIENT link local: [undef]
Jan 8 17:56:06 openvpn[5043]: TCPv4 CLIENT link remote: [AF _INET]167.114.183.2:80
Jan 8 17:56:07 openvpn[5043]: OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:56:07 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:56:07 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:56:07 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:56:07 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:56:07 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:56:12 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:56:12 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]172.94.66.2:80 [nonblock]

Jan 8 17:56:13 openvpn[5043]: TCP connection established with
[AF_INET]172.94.66.2:80

Jan 8 17:56:13 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:56:13 openvpn[5043]: TCPv4 CLIENT link remote: [AF INET]172.94.66.2:80
Jan 8 17:56:13 openvpn[5043]: OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:56:13 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:56:13 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:56:13 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:56:13 openvpn[5043]: Fatal TLS error (check tls_errors_co), restarting

Jan 8 17:56:13 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:56:18 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan

8 17:56:18 openvpn[5043]: Attempting to establish TCP connection with
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[AF_INET]104.243.253.130:80 [nonblock]

Jan 8 17:56:19 openvpn[5043]: TCP connection established with
[AF_INET]104.243.253.130:80

Jan 8 17:56:19 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:56:19 openvpn[5043]: TCPv4 CLIENT link remote: [AF_INET]104.243.253.130:80
Jan 8 17:56:19 openvpn[5043]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:56:19 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:56:19 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:56:19 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:56:19 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:56:19 openvpn[5043]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:56:24 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:56:24 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]167.114.183.2:80 [nonblock]

Jan 8 17:56:25 openvpn[5043]: TCP connection established with

[AF INET]167.114.183.2:80

Jan 8 17:56:25 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:56:25 openvpn[5043]: TCPv4 CLIENT link remote: [AF INET]167.114.183.2:80
Jan 8 17:56:25 openvpn[5043]: OpenSSL: error:14090086:SSL
routines:ssl3_get server certificate:certificate verify failed

Jan 8 17:56:25 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:56:25 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:56:25 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:56:25 openvpn[5043]: Fatal TLS error (check tls errors co), restarting
Jan 8 17:56:25 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:56:30 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:56:30 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]172.94.66.2:80 [nonblock]

Jan 8 17:56:31 openvpn[5043]: TCP connection established with
[AF_INET]172.94.66.2:80

Jan 8 17:56:31 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:56:31 openvpn[5043]: TCPv4 CLIENT link remote: [AF INET]172.94.66.2:80
Jan 8 17:56:32 openvpn[5043]: OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:56:32 openvpn[5043]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:56:32 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:56:32 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:56:32 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:56:32 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:56:37 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:56:37 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]

Jan 8 17:56:38 openvpn[5043]: TCP connection established with
[AF_INET]104.243.253.130:80

Jan 8 17:56:38 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:56:38 openvpn[5043]: TCPv4 CLIENT link remote: [AF_INET]104.243.253.130:80
Jan 8 17:56:38 openvpn[5043]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:56:38 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:56:38 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error
Jan TLS handshake failed

8 17:56:38 openvpn[5043]: TLS Error:
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Jan
Jan
Jan
Jan

Jan

8 17:56:38 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

8 17:56:38 openvpn[5043]:

SIGUSR1l[soft,tls-error] received, process restarting

8 17:56:43 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

8 17:56:43 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]167.114.183.2:80 [nonblock]

8 17:56:44 openvpn[5043]:

[AF_INET]167.114.183.2:80

Jan
Jan
Jan

8 17:56:44 openvpn[5043]: TCPv4 CLIENT link local:
8 17:56:44 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:56:44 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF_INET]167.114.183.2:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan
Jan
error
Jan
Jan
Jan
Jan
this
Jan

[AF_INET]172.94.

8
8

8
8
8

8

17:
17:

17:
17:
:56:44
17:

17

56:44
56:44

56:44
56:44

56:49

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS_ERROR: BIO read tls_read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls_errors_co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts
8 17:56:49

openvpn[5043]:

Attempting to establish TCP connection with

66.2:80 [nonblock]

Jan 8 17:56:50 openvpn[5043]: TCP connection established with

[AF INET]172.94.66.2:80

Jan 8 17:56:50 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:56:50 openvpn[5043]: TCPv4 CLIENT link remote: [AF INET]172.94.66.2:80
Jan 8 17:56:51 openvpn[5043]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:56:51 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:56:51 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:56:51 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:56:51 openvpn[5043]: Fatal TLS error (check tls errors co), restarting
Jan 8 17:56:51 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:56:56 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan

Jan

8 17:56:56 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]

8 17:56:57 openvpn[5043]:

[AF_INET]104.243.253.130:80

Jan
Jan
Jan

8 17:56:57 openvpn[5043]: TCPv4 CLIENT link local:
8 17:56:57 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:56:57 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF_INET]104.243.253.130:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed
8 17:56:57

Jan
Jan
error
Jan
Jan
Jan
Jan
this
Jan

Jan

8
8
8
8

8

17

17:
17:
17:
17:

:56:57

56:57
56:57
56:57
57:02

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts
8 17:57:02 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]167.114.183.2:80 [nonblock]

8 17:57:03 openvpn[5043]:

[AF_INET]167.114.183.2:80

Jan
Jan
Jan

8 17:57:03 openvpn[5043]:
8 17:57:03 openvpn[5043]:
8 17:57:03 openvpn[5043]:
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routines:ssl3 get server certificate:certificate verify failed

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
configuration to call user-defined scripts
openvpn[5043]:

TLS_ERROR: BIO read tls_read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors co), restarting
SIGUSR1l[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

Attempting to establish TCP connection with

66.2:80 [nonblock]

openvpn[5043]:

66.2:80

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TCP connection established with

TCPv4 CLIENT link local: [undef]
TCPv4 CLIENT link remote: [AF INET]172.94.66.2:80
OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:57:03
Jan 8 17:57:03
error

Jan 8 17:57:03
Jan 8 17:57:03
Jan 8 17:57:03
Jan 8 17:57:08
this

Jan 8 17:57:08
[AF _INET]172.94.
Jan 8 17:57:09
[AF_INET]172.94.
Jan 8 17:57:09
Jan 8 17:57:09
Jan 8 17:57:09
Jan 8 17:57:09
Jan 8 17:57:09
error

Jan 8 17:57:09
Jan 8 17:57:09
Jan 8 17:57:09
Jan 8 17:57:14
this

Jan

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
configuration to call user-defined scripts

8 17:57:14 openvpn[5043]: Attempting to establish TCP connection with

TLS_ERROR: BIO read tls_read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls_errors_co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

[AF_INET]104.243.253.130:80 [nonblock]

Jan

8 17:57:15 openvpn[5043]:

[AF_INET]104.243.253.130:80

Jan
Jan

8 17:57:15 openvpn[5043]: TCPv4 CLIENT link local:
8 17:57:15 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:57:16 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF_INET]104.243.253.130:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan

Jan 8 17:
Jan 8 17:
error

Jan 8 17:
Jan 8 17:
Jan 8 17:
Jan 8 17:
this

Jan

57:16
57:16

57:16
57:16
57:16
57:21

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
configuration to call user-defined scripts

8 17:57:21 openvpn[5043]: Attempting to establish TCP connection with

TLS ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls_errors_co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

[AF_INET]167.114.183.2:80 [nonblock]

Jan

8 17:57:22 openvpn[5043]:

[AF_INET]167.114.183.2:80

Jan
Jan

8 17:57:22 openvpn[5043]: TCPv4 CLIENT link local:
8 17:57:22 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:57:22 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF _INET]167.114.183.2:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan

Jan 8 17:
Jan 8 17:
error

Jan 8 17:
Jan 8 17:
Jan 8 17:
Jan 8 17:
this

Jan

57:22
57:22

57:22
57:22
57:22
57:27

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
configuration to call user-defined scripts

8 17:57:27 openvpn[5043]: Attempting to establish TCP connection with

TLS ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors_co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

[AF_INET]104.243.253.130:80 [nonblock]
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Jan 8 17:57:28 openvpn[5043]: TCP connection established with
[AF_INET]104.243.253.130:80
Jan 8 17:57:28 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:57:28 openvpn[5043]: TCPv4 CLIENT link remote: [AF_INET]104.243.253.130:80
Jan 8 17:57:28 openvpn[5043]: OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:57:28 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:57:28 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:57:28 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:57:28 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:57:28 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:57:33 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:57:33 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]

Jan 8 17:57:34 openvpn[5043]: TCP connection established with
[AF_INET]104.243.253.130:80

Jan 8 17:57:34 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:57:34 openvpn[5043]: TCPv4 CLIENT link remote: [AF_INET]104.243.253.130:80
Jan 8 17:57:36 openvpn[5043]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:57:36 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:57:36 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:57:36 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:57:36 openvpn[5043]: Fatal TLS error (check tls_errors_co), restarting

Jan 8 17:57:36 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:57:41 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:57:41 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]167.114.183.2:80 [nonblock]

Jan 8 17:57:42 openvpn[5043]: TCP connection established with
[AF_INET]167.114.183.2:80

Jan 8 17:57:42 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:57:42 openvpn[5043]: TCPv4 CLIENT link remote: [AF INET]167.114.183.2:80

Jan 8 17:57:42 openvpn[5043]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:57:42 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:57:42 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:57:42 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:57:42 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:57:42 openvpn[5043]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:57:47 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:57:47 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]

Jan 8 17:57:48 openvpn[5043]: TCP connection established with
[AF_INET]104.243.253.130:80

Jan 8 17:57:48 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:57:48 openvpn[5043]: TCPv4 CLIENT link remote: [AF_INET]104.243.253.130:80
Jan 8 17:57:48 openvpn[5043]: OpenSSL: error:14090086:SSL
routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:57:48 openvpn[5043]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:57:48 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:57:48 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:57:48 openvpn[5043]: Fatal TLS error (check tls errors co), restarting
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Jan 8 17:57:48 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:57:53 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:57:53 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]172.94.66.2:80 [nonblock]

Jan 8 17:57:54 openvpn[5043]: TCP connection established with
[AF_INET]172.94.66.2:80

Jan 8 17:57:54 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:57:54 openvpn[5043]: TCPv4 CLIENT link remote: [AF _INET]172.94.66.2:80
Jan 8 17:57:54 openvpn[5043]: OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:57:54 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:57:54 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:57:54 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:57:54 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:57:54 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:57:59 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan

8 17:57:59 openvpn[5043]: Attempting to establish TCP connection with

[AF_INET]167.114.183.2:80 [nonblock]

Jan

8 17:58:00 openvpn[5043]:

[AF_INET]167.114.183.2:80

Jan
Jan
Jan

8 17:58:00 openvpn[5043]: TCPv4 CLIENT link local:
8 17:58:00 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:58:01 openvpn[5043]:

TCP connection established with

[undef]
[AF_INET]167.114.183.2:80

OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:58:01 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:58:01 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:58:01 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:58:01 openvpn[5043]: Fatal TLS error (check tls_errors_co), restarting

Jan 8 17:58:01 openvpn[5043]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:58:06 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan

8 17:58:06 openvpn[5043]: Attempting to establish TCP connection with

[AF_INET]104.243.253.130:80 [nonblock]

Jan

8 17:58:07 openvpn[5043]:

[AF_INET]104.243.253.130:80

Jan
Jan
Jan

8 17:58:07 openvpn[5043]: TCPv4 CLIENT link local:
8 17:58:07 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:58:07 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF_INET]104.243.253.130:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:58:07 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:58:07 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:58:07 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:58:07 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:58:07 openvpn[5043]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:58:12 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:58:12 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]172.94.66.2:80 [nonblock]

Jan 8 17:58:13 openvpn[5043]: TCP connection established with
[AF_INET]172.94.66.2:80

Jan 8 17:58:13 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:58:13 openvpn[5043]: TCPv4 CLIENT link remote: [AF INET]172.94.66.2:80
Jan 8 17:58:13 openvpn[5043]: OpenSSL: error:14090086:SSL

routines:ssl3_get server certificate:certificate verify failed
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Jan 8 17:58:13 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:58:13 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:58:13 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:58:13 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:58:13 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:58:18 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan

8 17:58:18 openvpn[5043]: Attempting to establish TCP connection with

[AF_INET]167.114.183.2:80 [nonblock]

Jan

8 17:58:19 openvpn[5043]:

[AF_INET]167.114.183.2:80

Jan
Jan
Jan

8 17:58:19 openvpn[5043]: TCPv4 CLIENT link local:
8 17:58:19 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:58:19 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF_INET]167.114.183.2:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:58:19 openvpn[5043]: TLS_ERROR: BIO read tls_read_plaintext error

Jan 8 17:58:19 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:58:19 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:58:19 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:58:19 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:58:24 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan

8 17:58:24 openvpn[5043]: Attempting to establish TCP connection with

[AF_INET]104.243.253.130:80 [nonblock]

Jan 8 17:58:25 openvpn[5043]: TCP connection established with
[AF_INET]104.243.253.130:80

Jan 8 17:58:25 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:58:25 openvpn[5043]: TCPv4 CLIENT link remote: [AF_INET]104.243.253.130:80

Jan

8 17:58:26 openvpn[5043]:

OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:58:26 openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

Jan 8 17:58:26 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:58:26 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:58:26 openvpn[5043]: Fatal TLS error (check tls errors co), restarting
Jan 8 17:58:26 openvpn[5043]: SIGUSR1[soft,tls-error] received, process restarting
Jan 8 17:58:31 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan 8 17:58:31 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]172.94.66.2:80 [nonblock]

Jan 8 17:58:32 openvpn[5043]: TCP connection established with

[AF _INET]172.94.66.2:80

Jan 8 17:58:32 openvpn[5043]: TCPv4 CLIENT link local: [undef]

Jan 8 17:58:32 openvpn[5043]: TCPv4 CLIENT link remote: [AF INET]172.94.66.2:80
Jan 8 17:58:32 openvpn[5043]: OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan 8 17:58:32 openvpn[5043]: TLS_ERROR: BIO read tls_read plaintext error

Jan 8 17:58:32 openvpn[5043]: TLS Error: TLS object -> incoming plaintext read
error

Jan 8 17:58:32 openvpn[5043]: TLS Error: TLS handshake failed

Jan 8 17:58:32 openvpn[5043]: Fatal TLS error (check tls errors co), restarting

Jan 8 17:58:32 openvpn[5043]: SIGUSR1l[soft,tls-error] received, process restarting
Jan 8 17:58:37 openvpn[5043]: NOTE: the current --script-security setting may allow
this configuration to call user-defined scripts

Jan

8 17:58:37 openvpn[5043]: Attempting to establish TCP connection with

[AF_INET]167.114.183.2:80 [nonblock]

Jan

TCP connection established with

8 17:58:38 openvpn[5043]:
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[AF_INET]167.114.183.2:80

Jan
Jan
Jan

8 17:58:38 openvpn[5043]: TCPv4 CLIENT link local:
8 17:58:38 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:58:38 openvpn[5043]: OpenSSL:

[undef]
[AF_INET]167.114.183.2:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan
Jan
error
Jan
Jan
Jan
Jan
this
Jan

Jan

8
8

8
8
8

8

17:
17:

17:
17:
17:
17:

58:38
58:38

58:38
58:38
58:38
58:43

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls_errors_co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts
8 17:58:43 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]

8 17:58:44 openvpn[5043]:

[AF_INET]104.243.253.130:80

Jan
Jan

8 17:58:44 openvpn[5043]: TCPv4 CLIENT link local:
8 17:58:44 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:58:45 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF_INET]104.243.253.130:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors_co), restarting
SIGUSR1[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts

openvpn[5043]:

Attempting to establish TCP connection with

66.2:80 [nonblock]

openvpn[5043]:

66.2:80

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TCP connection established with

TCPv4 CLIENT link local: [undef]
TCPv4 CLIENT link remote: [AF INET]172.94.66.2:80
OpenSSL: error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed

Jan

Jan 8 17:58:45
Jan 8 17:58:45
error

Jan 8 17:58:45
Jan 8 17:58:45
Jan 8 17:58:45
Jan 8 17:58:50
this

Jan 8 17:58:50
[AF_INET]172.94.
Jan 8 17:58:51
[AF_INET]172.94.
Jan 8 17:58:51
Jan 8 17:58:51
Jan 8 17:58:51
Jan 8 17:58:51
Jan 8 17:58:51
error

Jan 8 17:58:51
Jan 8 17:58:51
Jan 8 17:58:51
Jan 8 17:58:56
this

Jan

Jan

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS_ERROR: BIO read tls_read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed

Fatal TLS error (check tls errors co), restarting
SIGUSR1l[soft,tls-error] received, process restarting
NOTE: the current --script-security setting may allow

configuration to call user-defined scripts
8 17:58:56 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]167.114.183.2:80 [nonblock]

8 17:58:57 openvpn[5043]:

[AF_INET]167.114.183.2:80

Jan
Jan
Jan

8 17:58:57 openvpn[5043]: TCPv4 CLIENT link local:
8 17:58:57 openvpn[5043]: TCPv4 CLIENT link remote:
8 17:58:57 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]
[AF_INET]167.114.183.2:80
error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed
8 17:58:57

Jan
Jan
error
Jan
Jan
Jan

8

8
8
8

17:

17:
17:
:58:57

17

58:57

58:57
58:57

http://192.168.1.1/syslog.txt

openvpn[5043]:
openvpn[5043]:

openvpn[5043]:
openvpn[5043]:
openvpn[5043]:

TLS_ERROR: BIO read tls read plaintext error
TLS Error: TLS object -> incoming plaintext read

TLS Error: TLS handshake failed
Fatal TLS error (check tls errors co), restarting
SIGUSR1[soft,tls-error] received, process restarting
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Jan

this configuration to call user-defined scripts

Jan
Jan
Jan

Jan
Jan

8 17:59:02 openvpn[5043]: NOTE: the current --script-security setting may allow

8 17:59:02 openvpn[5043]: Attempting to establish TCP connection with
[AF_INET]104.243.253.130:80 [nonblock]
8 17:59:03 openvpn[5043]:
[AF_INET]104.243.253.130:80

8 17:59:03 openvpn[5043]: TCPv4 CLIENT link local:
8 17:59:03 openvpn[5043]: TCPv4 CLIENT link remote:

8 17:59:03 openvpn[5043]: OpenSSL:

TCP connection established with

[undef]

[AF_INET]104.243.253.130:80

error:14090086:SSL

routines:ssl3 get server certificate:certificate verify failed
8 17:59:03

Jan
Jan

8

error

Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Jul
Jul
Jul

26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
26
31
31
31

17:

15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
20:
20:
20:
(Buildroot 2012.

59:03

38:14
38:15
38:15
38:15
38:15
38:15
38:15
38:15
38:15
38:15
38:15
38:15
38:15
38:16
38:16
38:16
38:16
38:16
38:17
38:18
38:18
38:18
38:18
38:18
38:18
38:18
38:18
38:18
38:18
38:18
00:16
00:16
00:16

Jul 31 20:00:16
cr=10c53c7f

Jul 31 20:00:16
instruction cache

Jul
Jul
Jul
Jul
Jul
Jul

31
31
31
31
31
31

u65536

Jul

31

20:
20:
20:
20:
20:
20:

20:

00:16
00:16
00:16
00:16
00:16
00:16

00:16

http://192.168.1.1/syslog.txt

openvpn[5043]: TLS ERROR: BIO read tls read plaintext error

openvpn[5043]: TLS Error: TLS object -> incoming plaintext read

rc_service: httpd 556:notify rc reboot

dnsmasq[549]:

read /etc/hosts - 5 addresses

dnsmasqg[549]: using nameserver 199.85.126.20#53
dnsmasq[549]: using nameserver 199.85.127.20#53
device eth0 left promiscuous mode

br0: port 1l(vlanl) entering forwarding state
device eth0 entered promiscuous mode
br0: topology change detected, propagating
br0: port 1l(vlanl) entering forwarding state
br0: port 1(vlanl) entering forwarding state

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

dnsmasq[549]:

read /etc/hosts - 5 addresses

dnsmasqg[549]: using nameserver 199.85.126.20#53
dnsmasqg[549]: using nameserver 199.85.127.20#53
iTunes: daemon is stopped

FTP Server: daemon is stopped

Samba Server:

kernel:

gro dis

abled

Timemachine: daemon is stopped
WEBDAV Server: daemon is stopped

Mastiff:

select

NAT Tunnel: AAE
NAT Tunnel: AAE

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
syslogd
kernel:
kernel:

kernel:
kernel:

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

kernel:

usbcore:
usbcore:
usbcore:
usbcore:
usbcore:
usbcore:
usbcore:
usbcore:
started:

error

smb daemon is stopped

Service is stopped
Service is stopped

deregistering
deregistering
deregistering
deregistering
deregistering
deregistering
deregistering
deregistering

BusyBox v1.25.

interface
interface
interface
interface
interface
interface
interface
interface
1

driver
driver
driver
driver
driver
driver
driver
driver

cdc_mbim
cdc_ncm
gmi_ wwan
cdc_wdm
rndis_host
cdc_ether
asix
usblp

klogd started: BusyBox v1.25.1 (2017-03-10 00:31:57 EST)
ion 2.6.36.4brcmarm (merlin@ubuntu-dev)
02) ) #1 SMP PREEMPT Fri Mar 10 00:40:55 EST 2017

CPU: ARMv7 Processor [413fc090] revision 0 (ARMv7),

(gcc version 4.5.3

CPU: VIPT nonaliasing data cache, VIPT nonaliasing

Machine: Northstar Prototype
Ignoring unrecognised tag 0x00000000
bootconsole [earlycon0] enabled
Memory policy: ECC disabled, Data cache writealloc
MPCORE found at 19020000
PERCPU: Embedded 7 pages/cpu @88407000 s5632 r8192 d14848

pcpu-al

loc: s5632 r8192 d14848 u65536 alloc=16%*4096
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Jul 31 20:00:16 kernel: pcpu-alloc:
Jul 31 20:00:16 kernel: Built 1 zonelists in Zone order, mobility grouping on.

Total pages:
Jul 31 20:00:16 kernel: Kernel command line:

130048

[0] 0 [0] 1

root=/dev/mtdblock2

console=ttyS0,115200 init=/sbin/preinit earlyprintk debug
PID hash table entries:

Jul
Jul

31 20:
31 20:

bytes)

Jul

31 20:

bytes)

Jul
Jul

31 20:
31 20:

highmem

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

Jul
Jul
Jul
Jul
Jul
Jul

31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
CPUs=2,
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:

00:16
00:16

00:16

00:16
00:16

00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16

Nodes=1

00:16
00:16
00:16
00:16
00:16
00:16

kernel:
kernel:

kernel:

kernel:
kernel:

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

Dentry cache hash table entries:
Inode-cache hash table entries:

Memory: 512MB

Memory:

512MB total
515020k/515020k available,

2048 (order:

Virtual kernel memory layout:

32768 (order:

8192 bytes)
65536 (order:

6,

5,

9268k reserved,

vector Oxff££f0000 - Oxf£f££1000 ( 4 kB)
fixmap 0xf££00000 0xff£fe0000 ( 896 kB)
DMA 0x£7e00000 0xf£fe00000 ( 128 MB)
vmalloc 0xa0800000 0x£0000000 (1272 MB)
lowmem 0x80000000 0xa0000000 ( 512 MB)
modules 0x7£000000 0x80000000 ( 16 MB)
.init 0x80008000 0x80050000 ( 288 kB)
.text 0x80050000 0x803£5000 (3732 kB)
.data : 0x8040e000 0x804325a0 ( 146 kB)

262144

131072

OK

SLUB: Genslabs=11, HWalign=32, Order=0-3, MinObjects=0,

Hierarchical RCU implementation.
RCU-based detection of stalled CPUs is disabled.
Verbose stalled-CPUs detection is disabled.
NR_IRQS:256
MPCORE GIC init

External imprecise Data abort at addr=0x0, fsr=0x1lc06,

pc=0x8000£9d8 1lr=0x8000f9cc ignored.

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:

00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

AUX_CTRL 0x7al30800

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:
31 20:

00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
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kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

MPCORE Global Timer Clock 700000000Hz

Calibrating delay loop... 2798.38 BogoMIPS (1lpj=13991936)
pid max: default: 32768 minimum: 301

Mount-cache hash table entries: 512

CPU: Testing write buffer coherency: ok

MPCORE Private timer setup CPUO

Calibrating local timer... 699.831MHz.

L310: cache controller enabled 16 ways, CACHE ID 0x410000c8,

CPUl: Booted secondary processor

MPCORE Private timer setup CPUl

Brought up 2 CPUs

SMP: Total of 2 processors activated (5596.77 BogoMIPS).
devtmpfs: initialized

atomic64 test passed

NET: Registered protocol family 16

Found a AMD NAND flash:

Total size: 128MB
Block size: 128KB
Page Size: 2048B
OOB Size: 64B
Sector size: 512B
Spare size: 16B

ECC level: 8 (8-bit)

Device ID: 0Ox 1 Oxfl 0x80 0xld 0x 1 0xfl
CCA UART Clock Config: Sel=1 Ovr=1 Div=48
CCA UART Clock rate 125000000Hz CCB UART Clock rate
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125000000Hz

31
31
31

Jul
Jul
Jul
Jul 31
Jul 31
bytes)
Jul 31
bytes)
Jul 31
Jul 31
Jul 31
Jul 31

20:
20:
20:
20:
20:

20:

20:
20:
20:
20:

00:16
00:16
00:16
00:16
00:16

00:16

00:16
00:16
00:16
00:16

kernel:
kernel:
kernel:
kernel:
kernel:

kernel:

kernel:
kernel:
kernel:
kernel:

ACP (Accelerator Coherence Port) enabled

bio:

create slab <bio-0> at 0

Switching to clocksource mpcore gtimer

NET: Registered protocol family 2
IP route cache hash table entries:

TCP established hash table entries:

TCP bind hash table entries:

16384 (order:

4096 (order: 2, 16384

16384 (order: 5, 131072

5, 196608 bytes)

TCP: Hash tables configured (established 16384 bind 16384)

TCP reno registered
UDP hash table entries:

Jul 31
Jul 31

20:
20:

00:16
00:16

kernel:
kernel:

Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
mem_limit

Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:

mem limit

Jul 31 20:
Jul 31 20:
Jul 31 20:
Jul 31 20:

mem limit
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31
Jul 31

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

20:
20:
20:
20:
20:
20:
20:
20:
20:

00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
OxX09ffffff

00:16 kernel:
00:16 kernel:
00:16 kernel:
00:16 kernel:

OxOcffffff

00:16 kernel:
00:16 kernel:
00:16 kernel:
00:16 kernel:

OXOfffffff
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16
00:16

0x08bfffff]

Jul 31 20:

00:16

0x08bfffff)]

Jul 31 20:

00:16

0x085Fffff]

Jul 31 20:

00:16

0x08bfffff]

Jul 31
64bit]
Jul 31
64bit]
Jul 31
64bit]

20:

20:

00:16

00:16

http://192.168.1.1/syslog.txt

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

kernel:

kernel:

kernel:

kernel:

kernel:

UDP-Lite hash table entries:

NET:
PCI:
PCI:
PCI:
PCI:
PCIE

256 (order: 1,
256 (order: 1,
Registered protocol family 1

8192 bytes)
8192 bytes)

no core
no core

scanning bus 0
Fixing up bus 0

1 link=1

PCIEl switching to GEN2

PCIE
PCI:
PCI:

PCIE:

PCIE

PCI:
PCI:

PCIE:

PCIE

PCIE
PCIE

PCIE:

PCIE

PCIE
PCIE
PCI:
PCI:
PCI:
PCI:
PCI:
PCI:
pci

pci
pci
pci
pci

pci

1 link=1

Fixing up bus 0

bus0:

Doing ASMedia switch Init...Test Read =

Fast back to back transfers disabled

20010002

0001:01:0000: ASMedia UpPort mem base 0x08000000,

Fixing up bus 1

busl:

0001:02:0018:
0001:02:0018:
Doing ASMedia switch
0001:02:0038:

0001:02:0038:
0001:02:0038:

Fixing up bus 2

bus2:

Fixing up bus 3

bus3:

Fixing up bus 4

bus4:

0001:01:

0001:02:

0001:02:

0001:03:

0001:03:00.
(PCI address [0x8000000-0x83fffff]
20:00:16 kernel: pci 0001:03:00.0:

00.

03.

07.

00.

Doing ASMedia switch

0001:02:0018: ASMedia

ASMedia
ASMedia

ASMedia

ASMedia
ASMedia

Fast back to back transfers

Fast back to back transfers

Fast back to back transfers
0001:00:00.

0: BAR 8: assigned

0: BAR 8: assigned

BAR
BAR
BAR
0: BAR

BAR

assigned
assigned

assigned

Fast back to back transfers disabled
Init...Test Read =
DownPort mem base 0x0b000000,

20010002

DownPort Link speed is GEN2
DownPort Link status 0x7012
Init...Test Read =
DownPort mem base 0x0e000000,

20010002

DownPort Link speed is GEN2
DownPort Link status 0x7012

disabled
disabled

disabled

[mem 0x08000000-

[mem 0x08000000-

[mem 0x08000000-
[mem 0x08600000-

[mem 0x08000000-0x083fffff

set to [mem 0x08000000-0x083fffff

assigned

[mem 0x08400000-0x08407fff
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Jul 31 20:00:16 kernel: pci 0001:03:00.0: BAR 0: set to [mem 0x08400000-0x08407fff
64bit] (PCI address [0x8400000-0x8407fff]

Jul 31 20:00:16 kernel: pci 0001:02:03.0: PCI bridge to [bus 03-03]

Jul 31 20:00:16 kernel: pci 0001:02:03.0: bridge window [io disabled]

Jul 31 20:00:16 kernel: pci 0001:02:03.0: bridge window [mem 0x08000000-
0x085fffff)]

Jul 31 20:00:16 kernel: pci 0001:02:03.0: bridge window [mem pref disabled]

Jul 31 20:00:16 kernel: pci 0001:04:00.0: BAR 2: assigned [mem 0x08800000-0x08bfffff
64bit]

Jul 31 20:00:16 kernel: pci 0001:04:00.0: BAR 2: set to [mem 0x08800000-0x08bfffff
64bit] (PCI address [0x8800000-0x8bfffff]

Jul 31 20:00:16 kernel: pci 0001:04:00.0: BAR 0: assigned [mem 0x08600000-0x08607fff
64bit]

Jul 31 20:00:16 kernel: pci 0001:04:00.0: BAR 0: set to [mem 0x08600000-0x08607fff
64bit] (PCI address [0x8600000-0x8607fff]

Jul 31 20:00:16 kernel: pci 0001:02:07.0: PCI bridge to [bus 04-04]

Jul 31 20:00:16 kernel: pci 0001:02:07.0: bridge window [io disabled]

Jul 31 20:00:16 kernel: pci 0001:02:07.0: bridge window [mem 0x08600000-
0x08bfffff]

Jul 31 20:00:16 kernel: pci 0001:02:07.0: bridge window [mem pref disabled]

Jul 31 20:00:16 kernel: pci 0001:01:00.0: PCI bridge to [bus 02-04]

Jul 31 20:00:16 kernel: pci 0001:01:00.0: bridge window [io disabled]

Jul 31 20:00:16 kernel: pci 0001:01:00.0: bridge window [mem 0x08000000-
0x08bfffff]

Jul 31 20:00:16 kernel: pci 0001:01:00.0: bridge window [mem pref disabled]

Jul 31 20:00:16 kernel: pci 0001:00:00.0: PCI bridge to [bus 01-04]

Jul 31 20:00:16 kernel: pci 0001:00:00.0: bridge window [io disabled]

Jul 31 20:00:16 kernel: pci 0001:00:00.0: bridge window [mem 0x08000000-
0x08bfffff]

Jul 31 20:00:16 kernel: pci 0001:00:00.0: bridge window [mem pref disabled]

Jul 31 20:00:16 kernel: PCIE2 link=1

Jul 31 20:00:16 kernel: PCIE2 switching to GEN2

Jul 31 20:00:16 kernel: PCIE2 link=1

Jul 31 20:00:16 kernel: PCI: Fixing up bus 0

Jul 31 20:00:16 kernel: PCI: busO: Fast back to back transfers disabled

Jul 31 20:00:16 kernel: PCI: Fixing up bus 1

Jul 31 20:00:16 kernel: PCI: busl: Fast back to back transfers disabled

Jul 31 20:00:16 kernel: pci 0002:00:00.0: BAR 8: assigned [mem 0x20000000-
0x205fffff)]

Jul 31 20:00:16 kernel: pci 0002:01:00.0: BAR 2: assigned [mem 0x20000000-0x203fffff
64bit]

Jul 31 20:00:16 kernel: pci 0002:01:00.0: BAR 2: set to [mem 0x20000000-0x203fffff
64bit] (PCI address [0x20000000-0x203fffff)]

Jul 31 20:00:16 kernel: pci 0002:01:00.0: BAR 0: assigned [mem 0x20400000-0x20407fff
64bit]

Jul 31 20:00:16 kernel: pci 0002:01:00.0: BAR 0: set to [mem 0x20400000-0x20407fff
64bit] (PCI address [0x20400000-0x20407fff]

Jul 31 20:00:16 kernel: pci 0002:00:00.0: PCI bridge to [bus 01-01]

Jul 31 20:00:16 kernel: pci 0002:00:00.0: bridge window [io disabled]

Jul 31 20:00:16 kernel: pci 0002:00:00.0: bridge window [mem 0x20000000-
0x205fffff)

Jul 31 20:00:16 kernel: pci 0002:00:00.0: bridge window [mem pref disabled]

Jul 31 20:00:16 kernel: PCIE3 1link=0

Jul 31 20:00:16 kernel: VFS: Disk quotas dquot 6.5.2

Jul 31 20:00:16 kernel: Dquot-cache hash table entries: 1024 (order 0, 4096 bytes)
Jul 31 20:00:16 kernel: squashfs: version 4.0 (2009/01/31) Phillip Lougher

Jul 31 20:00:16 kernel: fuse init (API version 7.15)

Jul 31 20:00:16 kernel: msgmni has been set to 1005

Jul 31 20:00:16 kernel: io scheduler noop registered (default)
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Jul 31 20:00:16 kernel: io scheduler deadline registered

Jul 31 20:00:16 kernel: io scheduler cfq registered

Jul 31 20:00:16 kernel: PCIE: Doing ASMedia switch Init...Test Read 20010002
Jul 31 20:00:16 kernel: PCIE: Doing ASMedia switch Init...Test Read 20010002
Jul 31 20:00:16 kernel: Serial: 8250/16550 driver, 2 ports, IRQ sharing disabled
Jul 31 20:00:16 kernel: serial8250.0: ttySO at MMIO 0x18000300 (irg = 117) is a
16550

Jul 31 20:00:16 kernel: console [ttyS0] enabled, bootconsole disabled

Jul 31 20:00:16 kernel: serial8250.0: ttySl at MMIO 0x18000400 (irg = 117) is a
16550

Jul 31 20:00:16 kernel: brd: module loaded

Jul 31 20:00:16 kernel: loop: module loaded

Jul 31 20:00:16 kernel: pflash: found no supported devices

Jul 31 20:00:16 kernel: bcmsflash: found no supported devices

Jul 31 20:00:16 kernel: Boot partition size = 524288 (0x80000)

Jul 31 20:00:16 kernel: lookup nflash rootfs offset: offset = 0x200000

Jul 31 20:00:16 kernel: nflash: squash filesystem with 1lzma found at block 29
Jul 31 20:00:16 kernel: Creating 4 MTD partitions on "nflash":

Jul 31 20:00:16 kernel: 0x000000000000-0x000000080000 : "boot"

Jul 31 20:00:16 kernel: 0x000000080000-0x000000200000 : "nvram"
Jul 31 20:00:16 kernel: 0x000000200000-0x000004000000 : "linux"
Jul 31 20:00:16 kernel: 0x0000003b61d0-0x000004000000 : "rootfs"

Jul 31 20:00:16 kernel: PPP generic driver version 2.4.2

Jul 31 20:00:16 kernel: PPP MPPE Compression module registered

Jul 31 20:00:16 kernel: NET: Registered protocol family 24

Jul 31 20:00:16 kernel: PPTP driver version 0.8.5

Jul 31 20:00:16 kernel: === PPTP init ===

Jul 31 20:00:16 kernel: Mirror/redirect action on

Jul 31 20:00:16 kernel: u32 classifier

Jul 31 20:00:16 kernel: Actions configured

Jul 31 20:00:16 kernel: Netfilter messages via NETLINK vO0.30.

Jul 31 20:00:16 kernel: nf conntrack version 0.5.0 (8047 buckets, 32188 max)

Jul 31 20:00:16 kernel: ctnetlink v0.93: registering with nfnetlink.

Jul 31 20:00:16 kernel: xt time: kernel timezone is -0000

Jul 31 20:00:16 kernel: ip tables: (C) 2000-2006 Netfilter Core Team

Jul 31 20:00:16 kernel: TCP cubic registered

Jul 31 20:00:16 kernel: NET: Registered protocol family 10

Jul 31 20:00:16 kernel: ip6 tables: (C) 2000-2006 Netfilter Core Team

Jul 31 20:00:16 kernel: NET: Registered protocol family 17

Jul 31 20:00:16 kernel: L2TP core driver, V2.0

Jul 31 20:00:16 kernel: PPPoOL2TP kernel driver, V2.0

Jul 31 20:00:16 kernel: 802.1Q VLAN Support v1.8 Ben Greear
<greearb@candelatech.com>

Jul 31 20:00:16 kernel: All bugs added by David S. Miller <davem@redhat.com>

Jul 31 20:00:16 kernel: Registering the dns resolver key type

Jul 31 20:00:16 kernel: Northstar brcmnand NAND Flash Controller driver, Version 0.1
(c) Broadcom Inc. 2012

Jul 31 20:00:16 kernel: NAND device: Manufacturer ID: 0x01, Chip ID: Oxfl (AMD NAND
128MiB 3,3V 8-bit)

Jul 31 20:00:16 kernel: Spare area=64 eccbytes 56, ecc bytes located at:

Jul 31 20:00:16 kernel: 2 3 45 6 7 8 9 10 11 12 13 14 15 18 19 20 21 22 23 24 25
26 27 28 29 30 31 34 35 36 37 38 39 40 41 42 43 44 45 46 47 50 51 52 53 54 55 56 57
58 59 60 61 62 63

Jul 31 20:00:16 kernel: Available 7 bytes at (off,len):

Jul 31 20:00:16 kernel: (1,1) (16,2) (32,2) (48,2) (0,0) (0,0) (0,0) (0,0)

Jul 31 20:00:16 kernel: Scanning device for bad blocks

Jul 31 20:00:16 kernel: Bad eraseblock 894 at 0x000006fc0000

Jul 31 20:00:16 kernel: Bad eraseblock 930 at 0x000007440000

Jul 31 20:00:16 kernel: Options: NO AUTOINCR,NO READRDY,BBT SCAN2NDPAGE,
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Jul 31 20:00:16 kernel: Creating 1 MTD partitions on "brcmnand":

Jul 31 20:00:16 kernel: 0x000004000000-0x000008000000 : "brcmnand"

Jul 31 20:00:16 kernel: VFS: Mounted root (squashfs filesystem) readonly on device
31:3.

Jul 31 20:00:16 kernel: devtmpfs: mounted

Jul 31 20:00:16 kernel: Freeing init memory: 288K

Jul 31 20:00:16 kernel: ctf: module license 'Proprietary' taints kernel.

Jul 31 20:00:16 kernel: Disabling lock debugging due to kernel taint

Jul 31 20:00:16 kernel: et module init: passivemode set to 0x0

Jul 31 20:00:16 kernel: et module init: txworkq set to 0x0

Jul 31 20:00:16 kernel: et module init: et txg thresh set to Oxce4

Jul 31 20:00:16 kernel: et module init: et rxlazy timeout set to 0x3e8

Jul 31 20:00:16 kernel: et module init: et rxlazy_ framecnt set to 0x20

Jul 31 20:00:16 kernel: et module init: et rxlazy dyn thresh set to 0

Jul 31 20:00:16 kernel: fwdO: Broadcom BCM47XX 10/100/1000 Mbps Ethernet Controller
7.14.131.4402 (r628786)

Jul 31 20:00:16 kernel: fwdl: Broadcom BCM47XX 10/100/1000 Mbps Ethernet Controller
7.14.131.4402 (r628786)

Jul 31 20:00:16 kernel: eth0: Broadcom BCM47XX 10/100/1000 Mbps Ethernet Controller
7.14.131.4402 (r628786)

Jul 31 20:00:16 kernel: PCI PROBE: bus 3, slot 0,vendor 14E4, device 4365 (good PCI
location)

Jul 31 20:00:16 kernel: PCI: Enabling device 0001:03:00.0 (0140 -> 0142)

Jul 31 20:00:16 kernel: dhd attach(): thread:dhd watchdog thread:186 started

Jul 31 20:00:16 kernel: ring info raw: 56

Jul 31 20:00:16 kernel: dc 53 3f 00 ac 64 3f 00 cO 66 3f 00 d4 68 3f 00

Jul 31 20:00:16 kernel: da 68 3f 00 00 00 00 00 00 00 00 00 00 00 00 0O

Jul 31 20:00:16 kernel: 00 00 00 00 OO OO 00 OO OO0 00 00 OO 00 00 0O OO

Jul 31 20:00:16 kernel: 00 00 00 00 0Oa 01 00 00

Jul 31 20:00:16 kernel: CUR_ETHERADDR : 6

Jul 31 20:00:16 kernel: dO0 17 c2 3b £7 b0

Jul 31 20:00:16 kernel: Dongle Host Driver, version 1.369.1 (r628771)

Jul 31 20:00:16 kernel: Compiled in drivers/net/wireless/bcmdhd on May 30 2016 at
12:03:39

Jul 31 20:00:16 kernel: Register interface [ethl] MAC: d0:17:c2:3b:£f7:b0

Jul 31 20:00:16 kernel: PCI PROBE: bus 4, slot 0,vendor 14E4, device 4365 (good PCI
location)

Jul 31 20:00:16 kernel: PCI: Enabling device 0001:04:00.0 (0140 -> 0142)

Jul 31 20:00:16 kernel: dhd attach(): thread:dhd watchdog thread:18a started

Jul 31 20:00:16 kernel: ring info raw: 56

Jul 31 20:00:16 kernel: dc 53 3f 00 ac 64 3f 00 cO 66 3f 00 d4 68 3f 00

Jul 31 20:00:16 kernel: da 68 3f 00 00 00 00 00 00 00 00 0O 00 00 00 0O

Jul 31 20:00:16 kernel: 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 0O

Jul 31 20:00:16 kernel: 00 00 00 00 0Oa 01 00 00

Jul 31 20:00:16 kernel: CUR_ETHERADDR : 6

Jul 31 20:00:16 kernel: dO0 17 c2 3b £f7 b4

Jul 31 20:00:16 kernel: Dongle Host Driver, version 1.369.1 (r628771)

Jul 31 20:00:16 kernel: Compiled in drivers/net/wireless/bcmdhd on May 30 2016 at
12:03:39

Jul 31 20:00:16 kernel: Register interface [eth2] MAC: d0:17:c2:3b:£f7:b4

Jul 31 20:00:16 kernel: PCI PROBE: bus 1, slot 0,vendor 14E4, device 4365(good PCI
location)

Jul 31 20:00:16 kernel: PCI: Enabling device 0002:01:00.0 (0140 -> 0142)

Jul 31 20:00:16 kernel: dhd attach(): thread:dhd watchdog thread:18e started

Jul 31 20:00:16 kernel: ring info raw: 56

Jul 31 20:00:16 kernel: dc 53 3f 00 ac 64 3f 00 cO 66 3f 00 d4 68 3f 00

Jul 31 20:00:16 kernel: da 68 3f 00 00 00 00 00 00 00 00 00 00 00 00 0O

Jul 31 20:00:16 kernel: 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 0O

Jul 31 20:00:16 kernel: 00 00 00 00 0Oa 01 00 00
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kernel:
kernel:
kernel:
kernel:

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

CUR_ETHERADDR : 6
d0 17 c2 3b £f7 b8
Dongle Host Driver, version 1.369.1 (r628771)

Compiled in drivers/net/wireless/bcmdhd on May 30 2016 at

Register interface [eth3] MAC: d0:17:c2:3b:£f7:b8

JFFS2 version 2.2. (NAND) A© 2001-2006 Red Hat, Inc.

device fwd0 entered promiscuous mode

device fwdl entered promiscuous mode

device vlanl entered promiscuous mode

device eth(0 entered promiscuous mode

br0: topology change detected, propagating
br0: port 1(vlanl) entering forwarding state
br0: port 1l(vlanl) entering forwarding state

stop nat rules: apply the redirect rules!
WAN Connection: ISP's DHCP did not function properly.

dropbear[536]: Running in background

dnsmasqg[550]: started, version 2.76 cachesize 1500
dnsmasq[550]: asynchronous logging enabled, queue limit is 5
dnsmasqg-dhcp[550]: DHCP, IP range 192.168.1.2 -- 192.168.1.254,
dnsmasq[550]: read /etc/hosts - 5 addresses

RT-AC5300: start httpd - SSL

RT-AC5300: start httpd

crond[559]: crond (busybox 1.25.1) started, log level 8
NAT Tunnel: AAE Service is stopped

AAE: AAE Service is started

syslog:

Generating SSL certificate...

disk monitor: be idle

Mastiff:

init

hour monitor: daemon is starting

jffs2: valid logs(1l)

wan: [wan0 hwaddr] == [D0:17:C2:3B:F7:B0]
rc_service: udhcpc 648:notify rc start firewall

wan: finish adding multi routes

rc_service: udhcpc 648:notify rc stop upnp
rc_service: waitting "start firewall" via udhcpc ...

dnsmasq-

dhcp[550]: DHCPDISCOVER(br0) 6c:19:c0:88:c9:0a

dnsmasqg-dhcp[550]: DHCPOFFER(br0) 192.168.1.234 6c:19:c0:88:c9:0a

dnsmasq]|
dnsmasq]|
dnsmasq]|
dnsmasq|[
dnsmasq]|
dnsmasq]|
syslog:
kernel:
kernel:
kernel:
syslog:
kernel:

550]: read /etc/hosts - 5 addresses

550]: using nameserver 199.85.126.20#53

550]: using nameserver 199.85.127.20#53

550]: read /etc/hosts - 5 addresses

550]: using nameserver 199.85.126.20#53

550]: using nameserver 199.85.127.20#53

module ledtrig-usbdev not found in modules.dep
usbcore: registered new interface driver usbfs
usbcore: registered new interface driver hub
usbcore: registered new device driver usb
module leds-usb not found in modules.dep

SCSI subsystem initialized

dnsmasg-dhcp[550]: DHCPREQUEST(br0) 192.168.1.234 6c:19:c0:88:c9:0a
dnsmasg-dhcp[550]: DHCPACK(br0) 192.168.1.234 6c:19:c0:88:c9:0a

kernel:
kernel:
kernel:
kernel:

csw_retry 100
Initializing USB Mass Storage driver...

usbcore: registered new interface driver usb-storage

USB Mass Storage support registered.
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Jul 31 20:00:35 kernel: Tuxera FAT 12/16/32 driver version 3015.1.29.6 [Flags: R/W
MODULE] .

Jul 31 20:00:35 kernel: Built against headers 2.6.36.4brcmarm #1 SMP PREEMPT Mon Dec
7 10:09:21 CST 2015 arm

Jul 31 20:00:35 kernel: Running on kernel 2.6.36.4brcmarm #1 SMP PREEMPT Fri Mar 10
00:40:55 EST 2017 armv71l

Jul 31 20:00:35 kernel: Tuxera NTFS driver 3015.1.29.16 [Flags: R/W MODULE].

Jul 31 20:00:35 kernel: Tuxera HFS+ driver 3014.7.28

Jul 31 20:00:35 kernel: ehci hcd: USB 2.0 'Enhanced' Host Controller (EHCI) Driver
Jul 31 20:00:35 kernel: reset usb phy..

Jul 31 20:00:35 kernel: ehci hcd 0000:00:0b.1: EHCI Host Controller

Jul 31 20:00:35 kernel: ehci hcd 0000:00:0b.1: new USB bus registered, assigned bus
number 1

Jul 31 20:00:35 kernel: ehci hcd 0000:00:0b.1l: irg 111, io mem 0x18021000

Jul 31 20:00:35 kernel: ehci _hcd 0000:00:0b.1: USB 0.0 started, EHCI 1.00

Jul 31 20:00:35 kernel: hub 1-0:1.0: USB hub found

Jul 31 20:00:35 kernel: hub 1-0:1.0: 2 ports detected

Jul 31 20:00:35 kernel: ohci hcd: USB 1.1 'Open' Host Controller (OHCI) Driver

Jul 31 20:00:35 kernel: ohci hcd 0000:00:0b.0: OHCI Host Controller

Jul 31 20:00:35 kernel: ohci _hcd 0000:00:0b.0: new USB bus registered, assigned bus
number 2

Jul 31 20:00:35 kernel: ohci hcd 0000:00:0b.0: irg 111, io mem 0x18022000

Jul 31 20:00:36 kernel: hub 2-0:1.0: USB hub found

Jul 31 20:00:36 kernel: hub 2-0:1.0: 2 ports detected

Jul 31 20:00:36 kernel: usbcore: registered new interface driver usblp

Jul 31 20:00:36 kernel: usbcore: registered new interface driver asix

Jul 31 20:00:36 kernel: usbcore: registered new interface driver cdc_ether

Jul 31 20:00:36 kernel: usbcore: registered new interface driver rndis_host

Jul 31 20:00:36 kernel: cdc_ncm: 14-Mar-2012

Jul 31 20:00:36 kernel: usbcore: registered new interface driver cdc_ncm

Jul 31 20:00:36 kernel: usbcore: registered new interface driver cdc_wdm

Jul 31 20:00:36 kernel: usbcore: registered new interface driver gmi_wwan

Jul 31 20:00:36 kernel: cdc_mbim: loaded

Jul 31 20:00:36 kernel: usbcore: registered new interface driver cdc_mbim

Jul 31 20:00:36 start nat rules: apply the nat rules(/tmp/nat rules ethO_eth0)!

Jul 31 20:00:37 WAN Connection: WAN was restored.

Jul 31 20:00:38 kernel: nf conntrack rtsp v0.6.21 loading

Jul 31 20:00:38 kernel: nf nat rtsp v0.6.21 loading

Jul 31 20:00:38 rc_service: udhcpc 648:notify rc start upnp

Jul 31 20:00:38 rc_service: waitting "stop upnp" via udhcpc ...

Jul 31 20:00:39 ddns update: ez-ipupdate: starting...

Jul 31 20:00:40 ddns update: connected to nwsrv-nsl.asus.com (103.10.4.108) on port
80.

Jul 31 20:00:40 ddns update: Asus update entry:: return: HTTP/1.1 200 OK"M Date:
Sun, 26 Mar 2017 19:40:29 GMT"M Server: Apache”M Content-Length: 0"M Connection:
close™M Content-Type: text/html™M "M

Jul 31 20:00:40 ddns update: retval= 0, ddns return code (,200)

Jul 31 20:00:40 ddns update: asusddns_update: 0

Jul 31 20:00:41 dnsmasqg-dhcp[550]: DHCPDISCOVER(br0) 192.168.1.165 ac:89:95:64:0e:a3
Jul 31 20:00:41 dnsmasqg-dhcp[550]: DHCPOFFER(br0) 192.168.1.165 ac:89:95:64:0e:a3
Jul 31 20:00:41 dnsmasg-dhcp[550]: DHCPREQUEST (br0) 192.168.1.165 ac:89:95:64:0e:a3
Jul 31 20:00:41 dnsmasg-dhcp[550]: DHCPACK(br0) 192.168.1.165 ac:89:95:64:0e:a3

Jul 31 20:00:41 ddns: ddns update ok

Jul 31 20:00:41 ntp: start NTP update

Jul 31 20:00:41 openvpn-routing: Refreshing policy rules for client 1

Mar 26 15:40:31 rc_service: ntp 821l:notify rc restart upnp

Mar 26 15:40:31 openvpn-routing: Allow WAN access to all VPN clients

Mar 26 15:40:32 openvpn-routing: Refreshing policy rules for client 2

Mar 26 15:40:32 openvpn-routing: Allow WAN access to all VPN clients
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client 3
clients
client 4
clients
client 5
clients

for
VPN
for
VPN

openvpn-routing:
openvpn-routing:
openvpn-routing:
openvpn-routing:
openvpn-routing:

Refreshing policy rules
Allow WAN access to all
Refreshing policy rules
Allow WAN access to all
Refreshing policy rules for
openvpn-routing: Allow WAN access to all VPN
rc_service: ntp 821l:notify rc restart diskmon
disk monitor: Finish

rc_service: udhcpc 648:notify rc start vpnclient3

rc_service: waitting "restart diskmon" via ntp

disk monitor: be idle

kernel: tun: Universal TUN/TAP device driver, 1.6

kernel: tun: (C) 1999-2004 Max Krasnyansky <maxk@qualcomm.com>
dnsmasqg-dhcp[550]: DHCPDISCOVER(br0) 54:7c:69:3e:b7:4a
dnsmasqg-dhcp[550]: DHCPOFFER(br0) 192.168.1.70 54:7c:69:3e:b7:4a
dnsmasqg-dhcp[550]: DHCPDISCOVER(br0) 54:7c:69:3e:b7:4a
dnsmasqg-dhcp[550]: DHCPOFFER(br0) 192.168.1.70 54:7c:69:3e:b7:4a
dnsmasg-dhcp[550]: DHCPREQUEST(br0) 192.168.1.70 54:7c:69:3e:b7:4a
dnsmasqg-dhcp[550]: DHCPACK(br0) 192.168.1.70 54:7c:69:3e:b7:4a

kernel: * Make sure sizeof(struct sw_struct)=160 is consistent
openvpn[957]: Options error: You must define CA file (--ca) or CA

openvpn[957]: Use --help for more information.

syslog: VPN LOG_ERROR: 522: Starting OpenVPN failed...
kernel: IDPfw: TrendMicro forward module ver-1.0.34
kernel: IDPfw: Apply module param dev_wan=eth0

kernel: IDPfw: Apply module param sess_num=30000
kernel: IDPfw: Init chrdev /dev/idpfw with major 191
kernel: IDPfw: IDPfw is ready

kernel: sizeof forward param = 160

dnsmasq[550]: read /etc/hosts - 5 addresses
dnsmasqg[550]: using nameserver 199.85.126.20#53
dnsmasqg[550]: using nameserver 199.85.127.20#53
rc_service: udhcpc 648:notify rc start firewall

dhcp client: bound 135.19.50.123 via 135.19.50.1 during 3600

start nat rules: apply the nat rules(/tmp/nat_rules_eth0O_eth0)!
crond[559]: time disparity of 869500 minutes detected
dnsmasqg-dhcp[550]: DHCPDISCOVER(br0) 28:10:7b:27:89:29
dnsmasg-dhcp[550]: DHCPOFFER(br0) 192.168.1.214 28:10:7b:27:89:29
dnsmasg-dhcp[550]: DHCPREQUEST(br0) 192.168.1.214 28:10:7b:27:89:29
dnsmasg-dhcp[550]: DHCPACK(br0) 192.168.1.214 28:10:7b:27:89:29 DCS-

192.
168.

168.1.5 6¢c:70:9f:44:ed:b0
1.5 6¢c:70:9f:44:ed:b0 iPad-

dnsmasqg-dhcp[550]:
dnsmasg-dhcp[550]:

DHCPREQUEST (br0)
DHCPACK (br0) 192.

192.
168.

168.1.132 30:10:e4:d4:48:9f
1.132 30:10:e4:d4:48:9f

dnsmasqg-dhcp[550]:
dnsmasg-dhcp[550]:

DHCPREQUEST (br0)
DHCPACK (br0) 192.

192.
168.

168.1.229 20:78:£f0:9d:bd:f4
1.229 20:78:f0:9d:bd:f4

dnsmasqg-dhcp[550]:
dnsmasqg-dhcp[550]:

DHCPREQUEST (br0)
DHCPACK (br0) 192.

dnsmasg-dhcp[550]:
dnsmasqg-dhcp[550]:
dnsmasqg-dhcp[550]:
dnsmasqg-dhcp[550]:
dnsmasqg-dhcp[550]:
dnsmasg-dhcp[550]:

DHCPDISCOVER(br0) 24:a2:el1:02:a8:28
DHCPOFFER(br0) 192.168.1.100 24:a2:e1:02:a8:28
DHCPDISCOVER(br0) 70:14:a6:43:93:4a
DHCPOFFER(br0) 192.168.1.138 70:14:a6:43:93:4a
DHCPDISCOVER(br0) 70:14:a6:43:93:4a
DHCPOFFER(br0) 192.168.1.138 70:14:a6:43:93:4a
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Mar 26 15:47:58 dnsmasg-dhcp[550]: DHCPREQUEST(br0) 192.168.1.138 70:14:a6:43:93:4a
Mar 26 15:47:58 dnsmasq-dhcp[550]: DHCPACK(br0O) 192.168.1.138 70:14:a6:43:93:4a
Deslauriers
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