Dec 31 20:00:06 syslogd started: BusyBox v1.20.2

Dec 31 20:00:06 kernel: klogd started: BusyBox v1.20.2 (2013-07-24 02:22:46 EDT)

Dec 31 20:00:06 kernel: Linux version 2.6.22.19 (root@asus) (gcc version 4.2.4) #1 Wed Jul 24 02:24:55 EDT 2013
Dec 31 20:00:06 kernel: CPU revision is: 00019749

Dec 31 20:00:06 kernel: Determined physical RAM map:

Dec 31 20:00:06 kernel: memory: 07fff000 @ 00000000 (usable)

Dec 31 20:00:06 kernel: memory: 08000000 @ 87fff000 (usable)

Dec 31 20:00:06 kernel: Built 1 zonelists. Total pages: 585216

Dec 31 20:00:06 kernel: Kernel command line: root=/dev/mtdblock2 noinitrd console=ttyS0,115200
Dec 31 20:00:06 kernel: Primary instruction cache 32kB, physically tagged, 4-way, linesize 32 bytes.
Dec 31 20:00:06 kernel: Primary data cache 32kB, 4-way, linesize 32 bytes.

Dec 31 20:00:06 kernel: Synthesized TLB refill handler (20 instructions).

Dec 31 20:00:06 syslog: module ledtrig-usbdev not found in modules.dep

Dec 31 20:00:06 syslog: module leds-usb not found in modules.dep

Dec 31 20:00:06 kernel: Synthesized TLB load handler fastpath (32 instructions).

Dec 31 20:00:06 kernel: Synthesized TLB store handler fastpath (32 instructions).

Dec 31 20:00:06 kernel: Synthesized TLB modify handler fastpath (31 instructions).

Dec 31 20:00:06 kernel: PID hash table entries: 2048 (order: 11, 8192 bytes)

Dec 31 20:00:06 kernel: CPU: BCM5300 rev 1 pkg 0 at 600 MHz

Dec 31 20:00:06 kernel: Using 300.000 MHz high precision timer.

Dec 31 20:00:06 kernel: console [ttySO] enabled

Dec 31 20:00:06 kernel: Dentry cache hash table entries: 65536 (order: 6, 262144 bytes)
Dec 31 20:00:06 kernel: Inode-cache hash table entries: 32768 (order: 5, 131072 bytes)
Dec 31 20:00:06 kernel: Memory: 238736k/131068k available (2467k kernel code, 22488k reserved, 497k data, 192k
init, 131072k highmem)

Dec 31 20:00:06 kernel: Mount-cache hash table entries: 512

Dec 31 20:00:06 kernel: NET: Registered protocol family 16

Dec 31 20:00:06 kernel: PCI: Initializing host

Dec 31 20:00:06 kernel: PCI: Reset RC

Dec 31 20:00:06 kernel: PCI: Initializing host

Dec 31 20:00:06 kernel: PCI: Reset RC

Dec 31 20:00:06 kernel: PCI: Fixing up bus 0

Dec 31 20:00:06 kernel: PCI/PCle coreunit O is set to bus 1.

Dec 31 20:00:06 kernel: PCI: Fixing up bridge

Dec 31 20:00:06 kernel: PCI: Fixing up bridge

Dec 31 20:00:06 kernel: PCI: Enabling device 0000:01:00.1 (0004 -> 0006)

Dec 31 20:00:07 kernel: PCI: Fixing up bus 1

Dec 31 20:00:07 kernel: PCI/PCle coreunit 1 is set to bus 2.

Dec 31 20:00:07 kernel: PCI: Fixing up bridge

Dec 31 20:00:07 kernel: PCI: Fixing up bridge

Dec 31 20:00:07 kernel: PCI: Enabling device 0000:02:00.1 (0004 -> 0006)

Dec 31 20:00:07 kernel: PCI: Fixing up bus 2

Dec 31 20:00:07 kernel: NET: Registered protocol family 2

Dec 31 20:00:07 kernel: Time: MIPS clocksource has been installed.

Dec 31 20:00:07 kernel: IP route cache hash table entries: 4096 (order: 2, 16384 bytes)
Dec 31 20:00:07 kernel: TCP established hash table entries: 16384 (order: 5, 131072 bytes)
Dec 31 20:00:07 kernel: TCP bind hash table entries: 16384 (order: 4, 65536 bytes)

Dec 31 20:00:07 kernel: TCP: Hash tables configured (established 16384 bind 16384)
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TCP reno registered
highmem bounce pool size: 64 pages
squashfs: version 3.2-r2 (2007/01/15) Phillip Lougher
io scheduler noop registered (default)
HDLC line discipline: version SRevision: 4.8 S, maxframe=4096
N_HDLC line discipline registered.
Serial: 8250/16550 driver SRevision: 1.90 $ 4 ports, IRQ sharing disabled
serial8250: ttySO at MMIO 0xb8000300 (irq = 8) is a 16550A
serial8250: ttyS1 at MMIO 0xb8000400 (irg = 8) is a 16550A
PPP generic driver version 2.4.2
MPPE/MPPC encryption/compression module registered
NET: Registered protocol family 24
PPPoL2TP kernel driver, V0.18.3
PPTP driver version 0.8.5
Physically mapped flash: Found 1 x16 devices at 0x0 in 16-bit bank
Amd/Fujitsu Extended Query Table at 0x0040
Physically mapped flash: CFl does not contain boot bank location. Assuming top.
number of CFI chips: 1
cfi_cmdset_0002: Disabling erase-suspend-program due to code brokenness.
Flash device: 0x2000000 at 0x1c000000
Creating 5 MTD partitions on "Physically mapped flash":
0x00000000-0x00040000 : "pmon"
0x00040000-0x01fe0000 : "linux"
0x00162eb8-0x01a80000 : "rootfs"
0x01fe0000-0x02000000 : "nvram"
0x01a80000-0x01fe0000 : "jffs2"
Found an serial flash with 0 OKB blocks; total size 0OMB
sflash: found no supported devices
dev_nvram_init: _nvram_init
_nvram_init: allocat header: 2183856128, size= 65536
sdhci: Secure Digital Host Controller Interface driver
sdhci: Copyright(c) Pierre Ossman
u32 classifier
OLD policer on
Netfilter messages via NETLINK v0.30.
nf_conntrack version 0.5.0 (2048 buckets, 16384 max)
ipt_time loading
ip_tables: (C) 2000-2006 Netfilter Core Team
net/ipv4/netfilter/tomato_ct.c [Jul 24 2013 02:24:27]
ipt_account 0.1.21 : Piotr Gasidlo <quaker@barbara.eu.org>, http://code.google.com/p/ipt-

NET: Registered protocol family 1

NET: Registered protocol family 10

ip6_tables: (C) 2000-2006 Netfilter Core Team

NET: Registered protocol family 17

802.1Q VLAN Support v1.8 Ben Greear <greearb@candelatech.com>
All bugs added by David S. Miller <davem@redhat.com>

VFS: Mounted root (squashfs filesystem) readonly.



Dec 31 20:00:07 kernel: Freeing unused kernel memory: 192k freed

Dec 31 20:00:07 kernel: Warning: unable to open an initial console.

Dec 31 20:00:07 kernel: ctf: module license 'Proprietary' taints kernel.

Dec 31 20:00:07 kernel: et_module_init: passivemode set to 0x0

Dec 31 20:00:07 kernel: eth0: Broadcom BCM47XX 10/100/1000 Mbps Ethernet Controller 5.110.27.20012
Dec 31 20:00:07 kernel: wl_module_init: passivemode set to 0x0

Dec 31 20:00:07 kernel: PCI: Enabling device 0000:01:01.0 (0000 -> 0002)

Dec 31 20:00:07 kernel: eth1: Broadcom BCM4331 802.11 Wireless Controller 5.100.138.20
Dec 31 20:00:07 kernel: PCI: Enabling device 0000:02:01.0 (0000 -> 0002)

Dec 31 20:00:07 kernel: eth2: Broadcom BCM4331 802.11 Wireless Controller 5.100.138.20
Dec 31 20:00:07 kernel: Algorithmics/MIPS FPU Emulator v1.5

Dec 31 20:00:07 kernel: usbcore: registered new interface driver usbfs

Dec 31 20:00:07 kernel: usbcore: registered new interface driver hub

Dec 31 20:00:07 kernel: usbcore: registered new device driver usb

Dec 31 20:00:07 kernel: SCSI subsystem initialized

Dec 31 20:00:07 kernel: Initializing USB Mass Storage driver...

Dec 31 20:00:07 kernel: usbcore: registered new interface driver usb-storage

Dec 31 20:00:07 kernel: USB Mass Storage support registered.

Dec 31 20:00:07 kernel: ufsd: driver (8.6 U86_r187446_b122, LBD=0ON, acl, ioctl, rwm, ws, sd) loaded at c01ff000
Dec 31 20:00:07 kernel: NTFS (with native replay) support included

Dec 31 20:00:07 kernel: optimized: speed

Dec 31 20:00:07 kernel: Build_for__asus_n66u_2011-10-27_U86_r187446_b122

Dec 31 20:00:07 kernel: ehci_hcd: USB 2.0 'Enhanced' Host Controller (EHCI) Driver

Dec 31 20:00:07 kernel: ehci_hcd 0000:00:04.1: EHCI Host Controller

Dec 31 20:00:07 kernel: ehci_hcd 0000:00:04.1: new USB bus registered, assigned bus number 1
Dec 31 20:00:07 kernel: ehci_hcd 0000:00:04.1: EHCI Fastpath: New EHCI driver starting
Dec 31 20:00:07 kernel: ehci_hcd 0000:00:04.1: irq 6, io mem 0x18004000

Dec 31 20:00:07 kernel: ehci_hcd 0000:00:04.1: USB 0.0 started, EHCI 1.00

Dec 31 20:00:07 kernel: usb usb1: configuration #1 chosen from 1 choice

Dec 31 20:00:07 kernel: hub 1-0:1.0: USB hub found

Dec 31 20:00:07 kernel: hub 1-0:1.0: 2 ports detected

Dec 31 20:00:07 kernel: ohci_hcd: USB 1.1 'Open' Host Controller (OHCI) Driver

Dec 31 20:00:07 kernel: ohci_hcd 0000:00:04.0: OHCI Host Controller

Dec 31 20:00:07 kernel: ohci_hcd 0000:00:04.0: new USB bus registered, assigned bus number 2
Dec 31 20:00:07 kernel: ohci_hcd 0000:00:04.0: irq 6, io mem 0x18009000

Dec 31 20:00:07 kernel: usb usb2: configuration #1 chosen from 1 choice

Dec 31 20:00:07 kernel: hub 2-0:1.0: USB hub found

Dec 31 20:00:07 kernel: hub 2-0:1.0: 2 ports detected

Dec 31 20:00:07 kernel: usbcore: registered new interface driver usblp

Dec 31 20:00:07 kernel: drivers/usb/class/usblp.c: v0.13: USB Printer Device Class driver
Dec 31 20:00:07 kernel: usbcore: registered new interface driver asix

Dec 31 20:00:07 kernel: usb 1-1: new high speed USB device using ehci_hcd and address 2
Dec 31 20:00:07 kernel: usb 1-1: configuration #1 chosen from 1 choice

Dec 31 20:00:07 kernel: hub 1-1:1.0: USB hub found

Dec 31 20:00:07 kernel: hub 1-1:1.0: 4 ports detected

Dec 31 20:00:07 kernel: usbcore: registered new interface driver cdc_ether

Dec 31 20:00:08 kernel: usbcore: registered new interface driver net1080

Dec 31 20:00:08 kernel: usbcore: registered new interface driver rndis_host



Dec 31 20:00:08 kernel: usbcore: registered new interface driver zaurus

Dec 31 20:00:08 kernel: br0: starting userspace STP failed, staring kernel STP

Dec 31 20:00:08 kernel: vlan1: dev_set_promiscuity(master, 1)

Dec 31 20:00:08 kernel: device ethO entered promiscuous mode

Dec 31 20:00:08 kernel: device vlanl entered promiscuous mode

Dec 31 20:00:08 kernel: usb 1-1.4: new high speed USB device using ehci_hcd and address 3
Dec 31 20:00:08 kernel: usb 1-1.4: configuration #1 chosen from 1 choice

Dec 31 20:00:08 kernel: scsiO : SCSI emulation for USB Mass Storage devices

Dec 31 20:00:09 kernel: device ethl entered promiscuous mode

Dec 31 20:00:10 kernel: scsi 0:0:0:0: Direct-Access Multi Flash Reader 1.00 PQ: 0 ANSI: 0
Dec 31 20:00:10 kernel: sd 0:0:0:0: [sda] Attached SCSI removable disk

Dec 31 20:00:10 kernel: sd 0:0:0:0: Attached scsi generic sg0 type O

Dec 31 20:00:10 kernel: device eth2 entered promiscuous mode

Dec 31 20:00:10 kernel: device wl0.1 entered promiscuous mode

Dec 31 20:00:10 kernel: br0O: port 4(wl0.1) entering listening state

Dec 31 20:00:10 kernel: br0: port 3(eth2) entering listening state

Dec 31 20:00:10 kernel: br0O: port 2(eth1) entering listening state

Dec 31 20:00:10 kernel: brO: port 1(vlanl) entering listening state

Dec 31 20:00:10 kernel: br0: port 4(wl0.1) entering learning state

Dec 31 20:00:10 kernel: brO: port 3(eth2) entering learning state

Dec 31 20:00:10 kernel: brO: port 2(eth1) entering learning state

Dec 31 20:00:10 kernel: brO: port 1(vlan1) entering learning state

Dec 31 20:00:10 kernel: br0: topology change detected, propagating

Dec 31 20:00:10 kernel: brO: port 4(wl0.1) entering forwarding state

Dec 31 20:00:10 kernel: br0: topology change detected, propagating

Dec 31 20:00:10 kernel: br0O: port 3(eth2) entering forwarding state

Dec 31 20:00:10 kernel: brO: topology change detected, propagating

Dec 31 20:00:10 kernel: br0: port 2(eth1) entering forwarding state

Dec 31 20:00:10 stop_nat_rules: apply the redirect_rules!

Dec 31 20:00:10 kernel: br0: topology change detected, propagating

Dec 31 20:00:10 kernel: br0: port 1(vlan1) entering forwarding state

Dec 31 20:00:10 dnsmasq[305]: started, version 2.65 cachesize 1500

Dec 31 20:00:10 dnsmasq[305]: compile time options: IPv6 GNU-getopt no-RTC no-DBus no-i18n no-IDN DHCP DHCPv6
no-Lua TFTP no-conntrack

Dec 31 20:00:10 dnsmasq[305]: asynchronous logging enabled, queue limit is 5 messages
Dec 31 20:00:10 dnsmasq-dhcp[305]: DHCP, IP range 192.168.1.2 -- 192.168.1.254, lease time 1d
Dec 31 20:00:10 dnsmasq[305]: read /etc/hosts - 5 addresses

Dec 31 20:00:10 WAN Connection: ISP's DHCP did not function properly.

Dec 31 20:00:11 RT-N66U: start httpd

Dec 31 20:00:11 crond[317]: crond: crond (busybox 1.20.2) started, log level 8

Dec 31 20:00:11 disk monitor: be idle

Dec 31 20:00:11 dnsmasq[305]: read /etc/hosts - 5 addresses

Dec 31 20:00:11 kernel: Ebtables v2.0 registered

Dec 31 20:00:47 dnsmasq[305]: read /etc/hosts - 5 addresses

Dec 31 20:00:47 dnsmasq[305]: using nameserver 200.44.32.12#53

Dec 31 20:00:47 dnsmasq[305]: using nameserver 200.11.248.12#53

Dec 31 20:00:47 start_nat_rules: apply the nat_rules(/tmp/nat_rules_eth0_eth0)!

Dec 31 20:00:47 dnsmasq[305]: exiting on receipt of SIGTERM



Dec 31 20:00:47 dnsmasq[385]: started, version 2.65 cachesize 1500

Dec 31 20:00:47 dnsmasq[385]: compile time options: IPv6 GNU-getopt no-RTC no-DBus no-i18n no-IDN DHCP DHCPv6
no-Lua TFTP no-conntrack

Dec 31 20:00:47 dnsmasq[385]: asynchronous logging enabled, queue limit is 5 messages

Dec 31 20:00:47 dnsmasqg-dhcp[385]: DHCP, IP range 192.168.1.2 -- 192.168.1.254, lease time 1d

Dec 31 20:00:47 dnsmasq[385]: read /etc/hosts - 5 addresses

Dec 31 20:00:47 dnsmasq[385]: using nameserver 200.44.32.12#53

Dec 31 20:00:47 dnsmasq[385]: using nameserver 200.11.248.12#53

Dec 31 20:00:47 kernel: nf_conntrack_rtsp v0.6.21 loading

Dec 31 20:00:48 kernel: nf_nat_rtsp v0.6.21 loading

Dec 31 20:00:48 rc_service: udhcpc 367:notify_rc stop_upnp

Dec 31 20:00:48 rc_service: udhcpc 367:notify_rc start_upnp

Dec 31 20:00:48 miniupnpd[420]: HTTP listening on port 49950

Dec 31 20:00:48 miniupnpd[420]: Listening for NAT-PMP traffic on port 5351

Dec 31 20:00:50 WAN Connection: WAN was restored.

Dec 31 20:00:58 rc_service: udhcpc 367:notify_rc start_vpnclientl

Dec 31 20:00:58 rc_service: udhcpc 367:notify_rc stop_ntpc

Dec 31 20:00:58 rc_service: stop_ntpc is waitting start_vpnclient1...

Dec 31 20:00:58 kernel: tun: Universal TUN/TAP device driver, 1.6

Dec 31 20:00:58 kernel: tun: (C) 1999-2004 Max Krasnyansky <maxk@qualcomm.com>

Dec 31 20:00:59 openvpn[426]: OpenVPN 2.3.0 mipsel-unknown-linux-gnu [SSL (OpenSSL)] [LZO] [EPOLL] [MH] [IPv6]
built on Jul 24 2013

Dec 31 20:00:59 openvpn[426]: NOTE: OpenVPN 2.1 requires '--script-security 2' or higher to call user-defined scripts or
executables

Dec 31 20:01:00 openvpn[426]: Socket Buffers: R=[114688->131072] S=[114688->131072]

Dec 31 20:01:00 openvpn[434]: UDPv4 link local: [undef]

Dec 31 20:01:00 openvpn[434]: UDPv4 link remote: [AF_INET]208.76.55.7:53

Dec 31 20:01:00 openvpn[434]: TLS: Initial packet from [AF_INET]208.76.55.7:53, sid=7be87a10 0e284692

Dec 31 20:01:00 openvpn[434]: WARNING: this configuration may cache passwords in memory -- use the auth-nocache
option to prevent this

Dec 31 20:01:00 rc_service: udhcpc 367:notify_rc start_ntpc

Dec 31 20:01:00 rc_service: start_ntpc is waitting stop_ntpc...

Dec 31 20:01:00 openvpn[434]: VERIFY OK: depth=1, C=UK, ST=NR, L=Attleborough, O=Hide My Ass! Pro, OU=VPN,
CN=vpn.hidemyass.com, emailAddress=ca@hidemyass.com

Dec 31 20:01:00 openvpn[434]: VERIFY OK: nsCertType=SERVER

Dec 31 20:01:00 openvpn[434]: VERIFY OK: depth=0, C=UK, ST=NR, L=Attleborough, O=Hide My Ass! Pro, OU=VPN,
CN=server, emailAddress=vpn@hidemyass.com

Dec 31 20:01:01 dhcp client: bound 190.75.116.242 via 190.75.96.1 during 3600 seconds.

Aug 14 12:32:53 rc_service: ntp 435:notify_rc restart_upnp

Aug 14 12:32:53 rc_service: ntp 435:notify_rc restart_diskmon

Aug 14 12:32:53 rc_service: restart_diskmon is waitting restart_upnp...

Aug 14 12:32:53 miniupnpd[444]: HTTP listening on port 51139

Aug 14 12:32:53 miniupnpd[444]: Listening for NAT-PMP traffic on port 5351

Aug 14 12:32:53 disk monitor: be idle

Aug 14 12:32:53 openvpn[434]: TLS Error: TLS key negotiation failed to occur within 60 seconds (check your network
connectivity)

Aug 14 12:32:53 openvpn[434]: TLS Error: TLS handshake failed

Aug 14 12:32:53 openvpn[434]: SIGUSR1[soft,tls-error] received, process restarting



Aug 14 12:32:53 openvpn[434]: Restart pause, 2 second(s)

Aug 14 12:32:55 openvpn[434]: NOTE: OpenVPN 2.1 requires '--script-security 2' or higher to call user-defined scripts or
executables

Aug 14 12:32:55 openvpn[434]: Socket Buffers: R=[114688->131072] S=[114688->131072]

Aug 14 12:32:55 openvpn[434]: UDPv4 link local: [undef]

Aug 14 12:32:55 openvpn[434]: UDPv4 link remote: [AF_INET]208.76.55.7:53

Aug 14 12:32:55 openvpn[434]: TLS: Initial packet from [AF_INET]208.76.55.7:53, sid=adc40f6a 3264324

Aug 14 12:32:55 openvpn[434]: VERIFY OK: depth=1, C=UK, ST=NR, L=Attleborough, O=Hide My Ass! Pro, OU=VPN,
CN=vpn.hidemyass.com, emailAddress=ca@hidemyass.com

Aug 14 12:32:55 openvpn[434]: VERIFY OK: nsCertType=SERVER

Aug 14 12:32:55 openvpn[434]: VERIFY OK: depth=0, C=UK, ST=NR, L=Attleborough, O=Hide My Ass! Pro, OU=VPN,
CN=server, emailAddress=vpn@hidemyass.com

Aug 14 12:33:01 openvpn[434]: Data Channel Encrypt: Cipher 'BF-CBC' initialized with 128 bit key

Aug 14 12:33:01 openvpn[434]: Data Channel Encrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Aug 14 12:33:01 openvpn[434]: Data Channel Decrypt: Cipher 'BF-CBC' initialized with 128 bit key

Aug 14 12:33:01 openvpn[434]: Data Channel Decrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Aug 14 12:33:01 openvpn[434]: Control Channel: TLSv1, cipher TLSv1/SSLv3 DHE-RSA-AES256-SHA, 1024 bit RSA
Aug 14 12:33:01 openvpn[434]: [server] Peer Connection Initiated with [AF_INET]208.76.55.7:53

Aug 14 12:33:03 openvpn[434]: SENT CONTROL [server]: 'PUSH_REQUEST' (status=1)

Aug 14 12:33:03 openvpn[434]: PUSH: Received control message: 'PUSH_REPLY,topology subnet,route-gateway
10.200.4.1,dhcp-option DNS 208.67.222.222,dhcp-option DNS 208.67.220.220,ping 10,ping-restart 90,redirect-gateway
defl,ifconfig 10.200.5.249 255.255.252.0'

Aug 14 12:33:03 openvpn[434]: OPTIONS IMPORT: timers and/or timeouts modified

Aug 14 12:33:03 openvpn[434]: OPTIONS IMPORT: --ifconfig/up options modified

Aug 14 12:33:03 openvpn[434]: OPTIONS IMPORT: route options modified

Aug 14 12:33:03 openvpn[434]: OPTIONS IMPORT: route-related options modified

Aug 14 12:33:03 openvpn[434]: OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified

Aug 14 12:33:03 openvpn[434]: TUN/TAP device tunl1l opened

Aug 14 12:33:03 openvpn[434]: TUN/TAP TX queue length set to 100

Aug 14 12:33:03 openvpn[434]: do_ifconfig, tt->ipv6=0, tt->did_ifconfig_ipv6_setup=0

Aug 14 12:33:03 openvpn[434]: /sbin/ifconfig tun11 10.200.5.249 netmask 255.255.252.0 mtu 1500 broadcast
10.200.7.255

Aug 14 12:33:03 openvpn[434]: /sbin/route add -net 208.76.55.7 netmask 255.255.255.255 gw 190.75.96.1

Aug 14 12:33:03 openvpn([434]: /sbin/route add -net 0.0.0.0 netmask 128.0.0.0 gw 10.200.4.1

Aug 14 12:33:03 openvpn[434]: /sbin/route add -net 128.0.0.0 netmask 128.0.0.0 gw 10.200.4.1

Aug 14 12:33:03 openvpn[434]: Initialization Sequence Completed

Aug 14 12:33:52 crond[317]: time disparity of 1377632 minutes detected

Aug 14 12:34:19 dnsmasq-dhcp[385]: DHCPREQUEST(br0) 192.168.1.218 00:24:d7:e7:30:60

Aug 14 12:34:19 dnsmasq-dhcp[385]: Ignoring domain netpolar.com for DHCP host name PSABOMBACI-T420

Aug 14 12:34:19 dnsmasqg-dhcp[385]: DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420

Aug 14 12:34:23 dnsmasqg-dhcp[385]: DHCPREQUEST(br0) 192.168.1.218 00:24:d7:e7:30:60

Aug 14 12:34:23 dnsmasq-dhcp[385]: Ignoring domain netpolar.com for DHCP host name PSABOMBACI-T420

Aug 14 12:34:23 dnsmasqg-dhcp[385]: DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420

Aug 14 12:34:26 dnsmasqg-dhcp[385]: DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60

Aug 14 12:34:26 dnsmasqg-dhcp[385]: DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420

Aug 14 12:34:33 openvpn[434]: [server] Inactivity timeout (--ping-restart), restarting

Aug 14 12:34:33 openvpn[434]: SIGUSR1[soft,ping-restart] received, process restarting

Aug 14 12:34:33 openvpn[434]: Restart pause, 2 second(s)



Aug 14 12:34:35 openvpn[434]: NOTE: OpenVPN 2.1 requires '--script-security 2' or higher to call user-defined scripts or
executables

Aug 14 12:34:35 openvpn[434]: Socket Buffers: R=[114688->131072] S=[114688->131072]

Aug 14 12:34:35 openvpn[434]: UDPv4 link local: [undef]

Aug 14 12:34:35 openvpn[434]: UDPv4 link remote: [AF_INET]208.76.55.7:53

Aug 14 12:34:35 openvpn[434]: TLS: Initial packet from [AF_INET]208.76.55.7:53, sid=623c025b d5f3b0ae

Aug 14 12:34:36 openvpn[434]: VERIFY OK: depth=1, C=UK, ST=NR, L=Attleborough, O=Hide My Ass! Pro, OU=VPN,
CN=vpn.hidemyass.com, emailAddress=ca@hidemyass.com

Aug 14 12:34:36 openvpn[434]: VERIFY OK: nsCertType=SERVER

Aug 14 12:34:36 openvpn[434]: VERIFY OK: depth=0, C=UK, ST=NR, L=Attleborough, O=Hide My Ass! Pro, OU=VPN,
CN=server, emailAddress=vpn@hidemyass.com

Aug 14 12:34:38 openvpn[434]: Data Channel Encrypt: Cipher 'BF-CBC' initialized with 128 bit key

Aug 14 12:34:38 openvpn[434]: Data Channel Encrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Aug 14 12:34:38 openvpn[434]: Data Channel Decrypt: Cipher 'BF-CBC' initialized with 128 bit key

Aug 14 12:34:38 openvpn[434]: Data Channel Decrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Aug 14 12:34:38 openvpn[434]: Control Channel: TLSv1, cipher TLSv1/SSLv3 DHE-RSA-AES256-SHA, 1024 bit RSA
Aug 14 12:34:38 openvpn[434]: [server] Peer Connection Initiated with [AF_INET]208.76.55.7:53

Aug 14 12:34:40 openvpn[434]: SENT CONTROL [server]: 'PUSH_REQUEST' (status=1)

Aug 14 12:34:40 openvpn[434]: PUSH: Received control message: 'PUSH_REPLY,topology subnet,route-gateway
10.200.4.1,dhcp-option DNS 208.67.222.222,dhcp-option DNS 208.67.220.220,ping 10,ping-restart 90,redirect-gateway
defl,ifconfig 10.200.5.249 255.255.252.0'

Aug 14 12:34:40 openvpn[434]: OPTIONS IMPORT: timers and/or timeouts modified

Aug 14 12:34:40 openvpn[434]: OPTIONS IMPORT: --ifconfig/up options modified

Aug 14 12:34:40 openvpn[434]: OPTIONS IMPORT: route options modified

Aug 14 12:34:40 openvpn[434]: OPTIONS IMPORT: route-related options modified

Aug 14 12:34:40 openvpn[434]: OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified

Aug 14 12:34:40 openvpn[434]: Preserving previous TUN/TAP instance: tunll

Aug 14 12:34:40 openvpn[434]: Initialization Sequence Completed

Aug 14 12:36:10 dnsmasg-dhcp[385]: DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60

Aug 14 12:36:10 dnsmasg-dhcp[385]: DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420

Aug 14 12:36:14 openvpn[434]: [server] Inactivity timeout (--ping-restart), restarting

Aug 14 12:36:14 openvpn[434]: SIGUSR1[soft,ping-restart] received, process restarting

Aug 14 12:36:14 openvpn[434]: Restart pause, 2 second(s)

Aug 14 12:36:16 openvpn[434]: NOTE: OpenVPN 2.1 requires '--script-security 2' or higher to call user-defined scripts or
executables

Aug 14 12:36:16 openvpn[434]: Socket Buffers: R=[114688->131072] S=[114688->131072]

Aug 14 12:36:16 openvpn[434]: UDPv4 link local: [undef]

Aug 14 12:36:16 openvpn[434]: UDPv4 link remote: [AF_INET]208.76.55.7:53

Aug 14 12:36:16 openvpn[434]: TLS: Initial packet from [AF_INET]208.76.55.7:53, sid=243a29a0 f1a59786

Aug 14 12:36:17 openvpn[434]: VERIFY OK: depth=1, C=UK, ST=NR, L=Attleborough, O=Hide My Ass! Pro, OU=VPN,
CN=vpn.hidemyass.com, emailAddress=ca@hidemyass.com

Aug 14 12:36:17 openvpn[434]: VERIFY OK: nsCertType=SERVER

Aug 14 12:36:17 openvpn[434]: VERIFY OK: depth=0, C=UK, ST=NR, L=Attleborough, O=Hide My Ass! Pro, OU=VPN,
CN=server, emailAddress=vpn@hidemyass.com

Aug 14 12:36:18 openvpn[434]: Data Channel Encrypt: Cipher 'BF-CBC' initialized with 128 bit key

Aug 14 12:36:18 openvpn[434]: Data Channel Encrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Aug 14 12:36:18 openvpn[434]: Data Channel Decrypt: Cipher 'BF-CBC' initialized with 128 bit key

Aug 14 12:36:18 openvpn[434]: Data Channel Decrypt: Using 160 bit message hash 'SHA1' for HMAC authentication



Aug 14 12:36:18 openvpn[434]: Control Channel: TLSv1, cipher TLSv1/SSLv3 DHE-RSA-AES256-SHA, 1024 bit RSA

Aug 14 12:36:18 openvpn[434]: [server] Peer Connection Initiated with [AF_INET]208.76.55.7:53
Aug 14 12:36:20 openvpn[434]: SENT CONTROL [server]: 'PUSH_REQUEST' (status=1)

Aug 14 12:36:20 openvpn[434]: PUSH: Received control message: 'PUSH_REPLY,topology subnet,route-gateway
10.200.4.1,dhcp-option DNS 208.67.222.222,dhcp-option DNS 208.67.220.220,ping 10,ping-restart 90,redirect-gateway

defl,ifconfig 10.200.5.249 255.255.252.0'

Aug 14 12:36:20 openvpn[434]:
Aug 14 12:36:20 openvpn[434]:
Aug 14 12:36:20 openvpn[434]:
Aug 14 12:36:20 openvpn[434]:
Aug 14 12:36:20 openvpn[434]:
Aug 14 12:36:20 openvpn[434]:
Aug 14 12:36:20 openvpn[434]:

OPTIONS IMPORT:
OPTIONS IMPORT:
OPTIONS IMPORT:
OPTIONS IMPORT:
OPTIONS IMPORT:
Preserving previous TUN/TAP instance: tun1l
Initialization Sequence Completed

timers and/or timeouts modified

--ifconfig/up options modified

route options modified

route-related options modified

--ip-win32 and/or --dhcp-option options modified

Aug 14 12:37:42 rc_service: httpd 315:notify_rc stop_vpnclientl

Aug 14 12:37:42 openvpn[434]: event_wait : Interrupted system call (code=4)

Aug 14 12:37:42 openvpn[434]: /sbin/route del -net 208.76.55.7 netmask 255.255.255.255
Aug 14 12:37:42 openvpn[434]: /sbin/route del -net 0.0.0.0 netmask 128.0.0.0

Aug 14 12:37:42 openvpn[434]: /sbin/route del -net 128.0.0.0 netmask 128.0.0.0

Aug 14 12:37:42 openvpn[434]: Closing TUN/TAP interface

Aug 14 12:37:42 openvpn[434]: /sbin/ifconfig tun11 0.0.0.0

Aug 14 12:37:42 openvpn[434]: SIGTERM[hard,] received, process exiting

Aug 14 12:38:21 dnsmasq-dhcp[385]:
Aug 14 12:38:21 dnsmasq-dhcp[385]:
Aug 14 12:40:28 dnsmasqg-dhcp[385]:
Aug 14 12:40:28 dnsmasqg-dhcp[385]:
Aug 14 12:41:44 dnsmasg-dhcp[385]:
Aug 14 12:41:44 dnsmasq-dhcp[385]:
Aug 14 12:44:43 dnsmasq-dhcp[385]:
Aug 14 12:44:43 dnsmasq-dhcp[385]:
Aug 14 12:46:00 dnsmasq-dhcp[385]:
Aug 14 12:46:00 dnsmasq-dhcp[385]:
Aug 14 12:48:58 dnsmasq-dhcp[385]:
Aug 14 12:48:58 dnsmasq-dhcp[385]:
Aug 14 12:50:17 dnsmasq-dhcp[385]:
Aug 14 12:50:17 dnsmasq-dhcp[385]:
Aug 14 12:53:13 dnsmasq-dhcp[385]:
Aug 14 12:53:13 dnsmasq-dhcp[385]:
Aug 14 12:54:30 dnsmasq-dhcp[385]:
Aug 14 12:54:30 dnsmasq-dhcp[385]:
Aug 14 12:56:25 dnsmasq-dhcp[385]:
Aug 14 12:56:25 dnsmasq-dhcp[385]:
Aug 14 12:57:28 dnsmasq-dhcp[385]:
Aug 14 12:57:28 dnsmasq-dhcp[385]:
Aug 14 12:58:43 dnsmasq-dhcp[385]:
Aug 14 12:58:43 dnsmasq-dhcp[385]:
Aug 14 12:59:48 dnsmasq-dhcp[385]:
Aug 14 12:59:48 dnsmasq-dhcp[385]:
Aug 14 13:01:33 dnsmasqg-dhcp[385]:

DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60
DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60
DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60
DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60
DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60
DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60
DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60
DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60
DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60
DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60
DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60
DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60
DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60
DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60



Aug 14 13:01:33 dnsmasq-dhcp[385]: DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
Aug 14 13:02:49 dnsmasq-dhcp[385]: DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60

Aug 14 13:02:49 dnsmasq-dhcp[385]: DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
Aug 14 13:04:03 dnsmasq-dhcp[385]: DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60

Aug 14 13:04:03 dnsmasq-dhcp[385]: DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
Aug 14 13:05:05 dnsmasq-dhcp[385]: DHCPINFORM(br0) 192.168.1.218 00:24:d7:e7:30:60

Aug 14 13:05:05 dnsmasq-dhcp[385]: DHCPACK(br0) 192.168.1.218 00:24:d7:e7:30:60 PSABOMBACI-T420
Aug 14 13:06:13 rc_service: httpd 315:notify_rc restart_wan_if 0

Aug 14 13:06:13 dnsmasq[385]: read /etc/hosts - 5 addresses

Aug 14 13:06:13 dnsmasq[385]: using nameserver 200.44.32.12#53

Aug 14 13:06:13 dnsmasq[385]: using nameserver 200.11.248.12#53

Aug 14 13:06:13 stop_wan(): perform DHCP release

Aug 14 13:06:13 miniupnpd[444]: ioctl(s, SIOCGIFADDR, ...): Cannot assign requested address

Aug 14 13:06:13 miniupnpd[444]: Failed to get IP for interface ethO

Aug 14 13:06:13 miniupnpd[444]: SendNATPMPPublicAddressChangeNotification: cannot get public IP address, stopping
Aug 14 13:06:13 dnsmasq[385]: read /etc/hosts - 5 addresses

Aug 14 13:06:13 dnsmasq[385]: using nameserver 200.44.32.12#53

Aug 14 13:06:13 dnsmasq[385]: using nameserver 200.11.248.12#53

Aug 14 13:06:13 kernel: br0: port 1(vlanl) entering disabled state

Aug 14 13:06:13 kernel: vlanl: dev_set_promiscuity(master, 1)

Aug 14 13:06:13 kernel: brO: port 1(vlanl) entering listening state

Aug 14 13:06:13 kernel: brO: port 1(vlanl) entering learning state

Aug 14 13:06:13 kernel: br0O: topology change detected, propagating

Aug 14 13:06:13 kernel: brO: port 1(vlan1) entering forwarding state

Aug 14 13:06:15 dnsmasq[385]: read /etc/hosts - 5 addresses

Aug 14 13:06:16 dnsmasq[385]: read /etc/hosts - 5 addresses

Aug 14 13:06:16 dnsmasq[385]: using nameserver 200.44.32.12#53

Aug 14 13:06:16 dnsmasq[385]: using nameserver 200.11.248.12#53

Aug 14 13:06:16 start_nat_rules: apply the nat_rules(/tmp/nat_rules_ethO_eth0)!

Aug 14 13:06:16 dnsmasq[385]: exiting on receipt of SIGTERM

Aug 14 13:06:16 dnsmasq[506]: started, version 2.65 cachesize 1500

Aug 14 13:06:16 dnsmasq[506]: compile time options: IPv6 GNU-getopt no-RTC no-DBus no-i18n no-IDN DHCP DHCPv6
no-Lua TFTP no-conntrack

Aug 14 13:06:16 dnsmasq[506]: asynchronous logging enabled, queue limit is 5 messages

Aug 14 13:06:16 dnsmasq-dhcp[506]: DHCP, IP range 192.168.1.2 -- 192.168.1.254, lease time 1d

Aug 14 13:06:16 dnsmasqg[506]: read /etc/hosts - 5 addresses

Aug 14 13:06:16 dnsmasq[506]: using nameserver 200.44.32.12#53

Aug 14 13:06:16 dnsmasq[506]: using nameserver 200.11.248.12#53

Aug 14 13:06:16 rc_service: udhcpc 488:notify_rc stop_upnp

Aug 14 13:06:16 rc_service: udhcpc 488:notify_rc start_upnp

Aug 14 13:06:16 rc_service: udhcpc 488:notify_rc start_vpnclientl

Aug 14 13:06:16 kernel: tun: Universal TUN/TAP device driver, 1.6

Aug 14 13:06:16 kernel: tun: (C) 1999-2004 Max Krasnyansky <maxk@qualcomm.com>

Aug 14 13:06:16 dhcp client: bound 190.75.116.242 via 190.75.96.1 during 3600 seconds.

Aug 14 13:06:16 openvpn[528]: OpenVPN 2.3.0 mipsel-unknown-linux-gnu [SSL (OpenSSL)] [LZO] [EPOLL] [MH] [IPv6]
built on Jul 24 2013

Aug 14 13:06:16 openvpn[528]: NOTE: OpenVPN 2.1 requires '--script-security 2' or higher to call user-defined scripts or
executables



Aug 14 13:06:16 openvpn[528]: Socket Buffers: R=[114688->131072] S=[114688->131072]

Aug 14 13:06:16 openvpn[534]: UDPv4 link local: [undef]

Aug 14 13:06:16 openvpn[534]: UDPv4 link remote: [AF_INET]208.76.55.7:53

Aug 14 13:06:16 openvpn[534]: TLS: Initial packet from [AF_INET]208.76.55.7:53, sid=5b077d77 a9df97bd

Aug 14 13:06:16 openvpn[534]: WARNING: this configuration may cache passwords in memory -- use the auth-nocache
option to prevent this

Aug 14 13:06:17 openvpn[534]: VERIFY OK: depth=1, C=UK, ST=NR, L=Attleborough, O=Hide My Ass! Pro, OU=VPN,
CN=vpn.hidemyass.com, emailAddress=ca@hidemyass.com

Aug 14 13:06:17 openvpn[534]: VERIFY OK: nsCertType=SERVER

Aug 14 13:06:17 openvpn[534]: VERIFY OK: depth=0, C=UK, ST=NR, L=Attleborough, O=Hide My Ass! Pro, OU=VPN,
CN=server, emailAddress=vpn@hidemyass.com

Aug 14 13:06:18 openvpn[534]: Data Channel Encrypt: Cipher 'BF-CBC' initialized with 128 bit key

Aug 14 13:06:18 openvpn[534]: Data Channel Encrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Aug 14 13:06:18 openvpn[534]: Data Channel Decrypt: Cipher 'BF-CBC' initialized with 128 bit key

Aug 14 13:06:18 openvpn[534]: Data Channel Decrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Aug 14 13:06:18 openvpn[534]: Control Channel: TLSv1, cipher TLSv1/SSLv3 DHE-RSA-AES256-SHA, 1024 bit RSA
Aug 14 13:06:18 openvpn[534]: [server] Peer Connection Initiated with [AF_INET]208.76.55.7:53

Aug 14 13:06:21 openvpn[534]: SENT CONTROL [server]: 'PUSH_REQUEST' (status=1)

Aug 14 13:06:21 openvpn[534]: PUSH: Received control message: 'PUSH_REPLY,topology subnet,route-gateway
10.200.4.1,dhcp-option DNS 208.67.222.222,dhcp-option DNS 208.67.220.220,ping 10,ping-restart 90,redirect-gateway
defl,ifconfig 10.200.5.249 255.255.252.0'

Aug 14 13:06:21 openvpn[534]: OPTIONS IMPORT: timers and/or timeouts modified

Aug 14 13:06:21 openvpn[534]: OPTIONS IMPORT: --ifconfig/up options modified

Aug 14 13:06:21 openvpn[534]: OPTIONS IMPORT: route options modified

Aug 14 13:06:21 openvpn[534]: OPTIONS IMPORT: route-related options modified

Aug 14 13:06:21 openvpn[534]: OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified

Aug 14 13:06:21 openvpn[534]: TUN/TAP device tunl1l opened

Aug 14 13:06:21 openvpn[534]: TUN/TAP TX queue length set to 100

Aug 14 13:06:21 openvpn[534]: do_ifconfig, tt->ipv6=0, tt->did_ifconfig_ipv6_setup=0

Aug 14 13:06:21 openvpn[534]: /sbin/ifconfig tun11 10.200.5.249 netmask 255.255.252.0 mtu 1500 broadcast
10.200.7.255

Aug 14 13:06:21 openvpn[534]: /sbin/route add -net 208.76.55.7 netmask 255.255.255.255 gw 190.75.96.1

Aug 14 13:06:21 openvpn[534]: /sbin/route add -net 0.0.0.0 netmask 128.0.0.0 gw 10.200.4.1

Aug 14 13:06:21 openvpn[534]: /sbin/route add -net 128.0.0.0 netmask 128.0.0.0 gw 10.200.4.1

Aug 14 13:06:21 openvpn[534]: Initialization Sequence Completed



