Oct 19 00:01:13 dnsmasg-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26
yoran-huawai

Oct 19 00:01:13 dnsmasg-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:¢c8:50:¢6:fd:26

Oct 19 00:01:13 dnsmasg-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:¢c8:50:¢6:fd:26
yoran-huawai

Oct 19 00:57:19 openvpn[10773]: TLS: tls_process: killed expiring key

Oct 19 00:57:20 openvpn[10773]: TLS: soft reset sec=0 bytes=263305/-1 pkts=1426/0

Oct 19 00:57:20 openvpn[10773]: VERIFY OK: depth=1, C=US, ST=CA, L=LosAngeles, O=Private
Internet Access, OU=Private Internet Access, CN=Private Internet Access, hame=Private Internet
Access, emailAddress=secure@privateinternetaccess.com

Oct 19 00:57:20 openvpn[10773]: VERIFY OK: depth=0, C=US, ST=CA, L=LosAngeles, O=Private
Internet Access, OU=Private Internet Access, CN=860ca334e88ffde3c925a7f0598ee9bf,
name=860ca334e88ffde3c925a7f0598ee9bf

Oct 19 00:57:20 openvpn[10773]: WARNING: 'link-mtu’ is used inconsistently, local="link-mtu 1558,
remote='"link-mtu 1542’

Oct 19 00:57:20 openvpn[10773]: WARNING: ‘cipher' is used inconsistently, local="cipher
AES-128-CBC', remote='cipher BF-CBC'

Oct 19 00:57:20 openvpn[10773]: Data Channel Encrypt: Cipher 'AES-128-CBC' initialized with 128
bit key

Oct 19 00:57:20 openvpn[10773]: Data Channel Encrypt: Using 160 bit message hash 'SHA1' for
HMAC authentication

Oct 19 00:57:20 openvpn[10773]: Data Channel Decrypt: Cipher 'AES-128-CBC' initialized with 128
bit key

Oct 19 00:57:20 openvpn[10773]: Data Channel Decrypt: Using 160 bit message hash 'SHA1' for
HMAC authentication

Oct 19 00:57:20 openvpn[10773]: Control Channel: TLSv1.2, cipher TLSv1/SSLv3
DHE-RSA-AES256-GCM-SHA384, 2048 bit RSA

Oct 19 01:16:19 dnsmasg-dhcp[10841]: DHCPREQUEST (br0) 192.168.2.13 f0:¢8:50:¢6:fd:26

Oct 19 01:16:19 dnsmasg-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:¢c8:50:¢6:fd:26
yoran-huawai

Oct 19 01:16:19 dnsmasg-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:¢8:50:¢6:fd:26

Oct 19 01:16:19 dnsmasg-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:¢c8:50:¢6:fd:26
yoran-huawai

Oct 19 01:57:20 openvpn[10773]: TLS: soft reset sec=0 bytes=146198/-1 pkts=1171/0

Oct 19 01:57:37 openvpn[10773]: [860ca334e88ffde3c925a7f0598ee9bf] Inactivity timeout
(--ping-restart), restarting

Oct 19 01:57:37 openvpn[10773]: SIGUSR1[soft,ping-restart] received, process restarting

Oct 19 01:57:37 openvpn[10773]: Restart pause, 5 second(s)

Oct 19 01:57:42 openvpn[10773]: WARNING: No server certificate verification method has been
enabled. See http://openvpn.net/howto.html#mitm for more info.

Oct 19 01:57:42 openvpn[10773]: NOTE: the current --script-security setting may allow this
configuration to call user-defined scripts

Oct 19 01:57:42 openvpn[10773]: TCP/UDP: Preserving recently used remote address: [AF_INET]
46.166.190.194:1198

Oct 19 01:57:42 openvpn[10773]: Socket Buffers: R=[122880->122880] S=[122880->122880]

Oct 19 01:57:42 openvpn[10773]: UDP link local: (not bound)

Oct 19 01:57:42 openvpn[10773]: UDP link remote: [AF_INET]46.166.190.194:1198

Oct 19 01:57:42 openvpn[10773]: TLS: Initial packet from [AF_INET]46.166.190.194:1198,
sid=a4fe282b 8e9f2307

Oct 19 01:57:42 openvpn[10773]: VERIFY OK: depth=1, C=US, ST=CA, L=LosAngeles, O=Private
Internet Access, OU=Private Internet Access, CN=Private Internet Access, name=Private Internet
Access, emailAddress=secure@privateinternetaccess.com

Oct 19 01:57:42 openvpn[10773]: VERIFY OK: depth=0, C=US, ST=CA, L=LosAngeles, O=Private
Internet Access, OU=Private Internet Access, CN=860ca334e88ffde3c925a7f0598ee9bf,
name=860ca334e88ffde3c925a7f0598ee9bf

Oct 19 01:57:43 openvpn[10773]: WARNING: 'link-mtu' is used inconsistently, local="link-mtu 1558',
remote="link-mtu 1542

Oct 19 01:57:43 openvpn[10773]: WARNING: ‘cipher' is used inconsistently, local="cipher
AES-128-CBC', remote='cipher BF-CBC'

Oct 19 01:57:43 openvpn[10773]: Control Channel: TLSv1.2, cipher TLSv1/SSLv3
DHE-RSA-AES256-GCM-SHA384, 2048 bit RSA

Oct 19 01:57:43 openvpn[10773]: [860ca334e88ffde3c925a7f0598ee9bf] Peer Connection Initiated
with [AF_INET]46.166.190.194:1198

Oct 19 01:57:44 openvpn[10773]: SENT CONTROL [860ca334e88ffde3c925a7f0598ee9bf]:
'PUSH_REQUEST" (status=1)

Oct 19 01:57:44 openvpn[10773]: AUTH: Received control message: AUTH_FAILED

Oct 19 01:57:44 openvpn[10773]: vpnrouting.sh tun11 1500 1622 10.31.10.6 10.31.10.5 init

Oct 19 01:57:44 openvpn-routing: Configuring policy rules for client 1

Oct 19 01:57:44 openvpn-routing: Flushing client routing table

Oct 19 01:57:44 openvpn-routing: Completed routing policy configuration for client 1

Oct 19 01:57:44 openvpn[10773]: /usr/sbin/ip route del 10.31.10.1/32

Oct 19 01:57:44 openvpn[10773]: /usr/sbin/ip route del 46.166.190.194/32

Oct 19 01:57:44 openvpn[10773]: /usr/shin/ip route del 0.0.0.0/1

Oct 19 01:57:44 openvpn[10773]: /usr/shin/ip route del 128.0.0.0/1

Oct 19 01:57:45 openvpn[10773]: Closing TUN/TAP interface

Oct 19 01:57:45 openvpn[10773]: /usr/sbin/ip addr del dev tunl1l local 10.31.10.6 peer 10.31.10.5
Oct 19 01:57:45 openvpn[10773]: updown.sh tun11 1500 1622 10.31.10.6 10.31.10.5 init

Oct 19 01:57:46 rc_service: service 18388:notify_rc updateresolv

Oct 19 01:57:46 dnsmasq[10841]: read /etc/hosts - 5 addresses

Oct 19 01:57:46 dnsmasq[10841]: read /etc/hosts.dnsmasq - 13 addresses

Oct 19 01:57:46 dnsmasg-dhcp[10841]: read /etc/ethers - 13 addresses

Oct 19 01:57:46 dnsmasq[10841]: using nameserver 192.168.1.1#53 for domain lan

Oct 19 01:57:46 dnsmasq[10841]: using nameserver 192.168.1.1#53

Oct 19 01:57:46 openvpnl107731: SIGTERMIsoft.auth-failurel received. process exitina


Gebruiker
Schrijfmachine
ct 18 15:57:17 openvpn[10772]: OpenVPN 2.4.3 arm-unknown-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [MH/PKTINFO] [AEAD] built on Jul 16 2017
Oct 18 15:57:17 openvpn[10772]: library versions: OpenSSL 1.0.2l  25 May 2017, LZO 2.08
Oct 18 15:57:17 openvpn[10773]: WARNING: No server certificate verification method has been enabled.  See http://openvpn.net/howto.html#mitm for more info.
Oct 18 15:57:17 openvpn[10773]: NOTE: the current --script-security setting may allow this configuration to call user-defined scripts
Oct 18 15:57:17 openvpn[10773]: TCP/UDP: Preserving recently used remote address: [AF_INET]46.166.190.194:1198
Oct 18 15:57:17 openvpn[10773]: Socket Buffers: R=[122880->122880] S=[122880->122880]
Oct 18 15:57:17 openvpn[10773]: UDP link local: (not bound)
Oct 18 15:57:17 openvpn[10773]: UDP link remote: [AF_INET]46.166.190.194:1198
Oct 18 15:57:17 openvpn[10773]: TLS: Initial packet from [AF_INET]46.166.190.194:1198, sid=475c9885 9982505e
Oct 18 15:57:17 openvpn[10773]: WARNING: this configuration may cache passwords in memory -- use the auth-nocache option to prevent this
Oct 18 15:57:17 openvpn[10773]: VERIFY OK: depth=1, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=Private Internet Access, name=Private Internet Access, emailAddress=secure@privateinternetaccess.com
Oct 18 15:57:17 openvpn[10773]: VERIFY OK: depth=0, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=860ca334e88ffde3c925a7f0598ee9bf, name=860ca334e88ffde3c925a7f0598ee9bf
Oct 18 15:57:17 openvpn[10773]: WARNING: 'link-mtu' is used inconsistently, local='link-mtu 1558', remote='link-mtu 1542'
Oct 18 15:57:17 openvpn[10773]: WARNING: 'cipher' is used inconsistently, local='cipher AES-128-CBC', remote='cipher BF-CBC'
Oct 18 15:57:17 openvpn[10773]: Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 2048 bit RSA
Oct 18 15:57:17 openvpn[10773]: [860ca334e88ffde3c925a7f0598ee9bf] Peer Connection Initiated with [AF_INET]46.166.190.194:1198
Oct 18 15:57:18 openvpn[10773]: SENT CONTROL [860ca334e88ffde3c925a7f0598ee9bf]: 'PUSH_REQUEST' (status=1)
Oct 18 15:57:23 openvpn[10773]: SENT CONTROL [860ca334e88ffde3c925a7f0598ee9bf]: 'PUSH_REQUEST' (status=1)
Oct 18 15:57:23 openvpn[10773]: PUSH: Received control message: 'PUSH_REPLY,redirect-gateway def1,dhcp-option DNS 209.222.18.222,dhcp-option DNS 209.222.18.218,ping 10,comp-lzo no,route 10.31.10.1,topology net30,ifconfig 10.31.10.6 10.31.10.5,auth-token'
Oct 18 15:57:23 openvpn[10773]: OPTIONS IMPORT: timers and/or timeouts modified
Oct 18 15:57:23 openvpn[10773]: OPTIONS IMPORT: compression parms modified
Oct 18 15:57:23 openvpn[10773]: OPTIONS IMPORT: --ifconfig/up options modified
Oct 18 15:57:23 openvpn[10773]: OPTIONS IMPORT: route options modified
Oct 18 15:57:23 openvpn[10773]: OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options modified
Oct 18 15:57:23 openvpn[10773]: Data Channel Encrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 15:57:23 openvpn[10773]: Data Channel Encrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 15:57:23 openvpn[10773]: Data Channel Decrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 15:57:23 openvpn[10773]: Data Channel Decrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 15:57:23 openvpn[10773]: TUN/TAP device tun11 opened
Oct 18 15:57:23 openvpn[10773]: TUN/TAP TX queue length set to 100
Oct 18 15:57:23 openvpn[10773]: do_ifconfig, tt->did_ifconfig_ipv6_setup=0
Oct 18 15:57:23 openvpn[10773]: /usr/sbin/ip link set dev tun11 up mtu 1500
Oct 18 15:57:23 openvpn[10773]: /usr/sbin/ip addr add dev tun11 local 10.31.10.6 peer 10.31.10.5
Oct 18 15:57:23 openvpn[10773]: updown.sh tun11 1500 1558 10.31.10.6 10.31.10.5 init
Oct 18 15:57:24 rc_service: service 10835:notify_rc updateresolv
Oct 18 15:57:24 dnsmasq[9699]: exiting on receipt of SIGTERM
Oct 18 15:57:24 dnsmasq[10841]: started, version 2.76 cachesize 1500
Oct 18 15:57:24 dnsmasq[10841]: asynchronous logging enabled, queue limit is 5 messages
Oct 18 15:57:24 dnsmasq-dhcp[10841]: DHCP, IP range 192.168.2.2 -- 192.168.2.40, lease time 1d
Oct 18 15:57:24 dnsmasq[10841]: read /etc/hosts - 5 addresses
Oct 18 15:57:24 dnsmasq[10841]: read /etc/hosts.dnsmasq - 13 addresses
Oct 18 15:57:24 dnsmasq-dhcp[10841]: read /etc/ethers - 13 addresses
Oct 18 15:57:24 dnsmasq[10841]: using nameserver 192.168.1.1#53 for domain lan 
Oct 18 15:57:24 dnsmasq[10841]: using nameserver 209.222.18.222#53
Oct 18 15:57:24 dnsmasq[10841]: using nameserver 209.222.18.218#53
Oct 18 15:57:24 dnsmasq[10841]: using nameserver 192.168.1.1#53
Oct 18 15:57:26 openvpn[10773]: /usr/sbin/ip route add 46.166.190.194/32 via 192.168.1.1
Oct 18 15:57:27 openvpn[10773]: /usr/sbin/ip route add 0.0.0.0/1 via 10.31.10.5
Oct 18 15:57:27 openvpn[10773]: /usr/sbin/ip route add 128.0.0.0/1 via 10.31.10.5
Oct 18 15:57:27 openvpn[10773]: /usr/sbin/ip route add 10.31.10.1/32 via 10.31.10.5
Oct 18 15:57:27 openvpn-routing: Skipping, client 1 not in routing policy mode
Oct 18 15:57:27 openvpn[10773]: Initialization Sequence Completed
Oct 18 16:02:03 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.11 d8:bb:2c:f0:99:d2 
Oct 18 16:02:03 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.11 d8:bb:2c:f0:99:d2 Yonis-Iphone
Oct 18 16:15:51 dnsmasq-dhcp[10841]: DHCPDISCOVER(br0) a8:96:75:0c:01:7b 
Oct 18 16:15:51 dnsmasq-dhcp[10841]: DHCPOFFER(br0) 192.168.2.14 a8:96:75:0c:01:7b 
Oct 18 16:15:51 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.14 a8:96:75:0c:01:7b 
Oct 18 16:15:51 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.14 a8:96:75:0c:01:7b kelly-gsm
Oct 18 16:25:51 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 18 16:25:51 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 18 16:25:51 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 18 16:25:51 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 18 16:52:30 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.15 a4:db:30:b3:cb:59 
Oct 18 16:52:30 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.15 a4:db:30:b3:cb:59 laptop
Oct 18 16:57:17 openvpn[10773]: TLS: soft reset sec=0 bytes=156646591/-1 pkts=151956/0
Oct 18 16:57:17 openvpn[10773]: VERIFY OK: depth=1, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=Private Internet Access, name=Private Internet Access, emailAddress=secure@privateinternetaccess.com
Oct 18 16:57:17 openvpn[10773]: VERIFY OK: depth=0, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=860ca334e88ffde3c925a7f0598ee9bf, name=860ca334e88ffde3c925a7f0598ee9bf
Oct 18 16:57:18 openvpn[10773]: WARNING: 'link-mtu' is used inconsistently, local='link-mtu 1558', remote='link-mtu 1542'
Oct 18 16:57:18 openvpn[10773]: WARNING: 'cipher' is used inconsistently, local='cipher AES-128-CBC', remote='cipher BF-CBC'
Oct 18 16:57:18 openvpn[10773]: Data Channel Encrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 16:57:18 openvpn[10773]: Data Channel Encrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 16:57:18 openvpn[10773]: Data Channel Decrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 16:57:18 openvpn[10773]: Data Channel Decrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 16:57:18 openvpn[10773]: Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 2048 bit RSA
Oct 18 17:26:46 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 18 17:26:46 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 18 17:26:46 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 18 17:26:46 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 18 17:28:06 dnsmasq-dhcp[10841]: DHCPDISCOVER(br0) d4:63:c6:f1:41:bc 
Oct 18 17:28:06 dnsmasq-dhcp[10841]: DHCPOFFER(br0) 192.168.2.5 d4:63:c6:f1:41:bc 
Oct 18 17:28:06 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.5 d4:63:c6:f1:41:bc 
Oct 18 17:28:06 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.5 d4:63:c6:f1:41:bc hans-gsm
Oct 18 17:57:17 openvpn[10773]: TLS: tls_process: killed expiring key
Oct 18 17:57:19 openvpn[10773]: TLS: soft reset sec=-1 bytes=14508997/-1 pkts=24517/0
Oct 18 17:57:19 openvpn[10773]: VERIFY OK: depth=1, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=Private Internet Access, name=Private Internet Access, emailAddress=secure@privateinternetaccess.com
Oct 18 17:57:19 openvpn[10773]: VERIFY OK: depth=0, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=860ca334e88ffde3c925a7f0598ee9bf, name=860ca334e88ffde3c925a7f0598ee9bf
Oct 18 17:57:19 openvpn[10773]: WARNING: 'link-mtu' is used inconsistently, local='link-mtu 1558', remote='link-mtu 1542'
Oct 18 17:57:19 openvpn[10773]: WARNING: 'cipher' is used inconsistently, local='cipher AES-128-CBC', remote='cipher BF-CBC'
Oct 18 17:57:19 openvpn[10773]: Data Channel Encrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 17:57:19 openvpn[10773]: Data Channel Encrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 17:57:19 openvpn[10773]: Data Channel Decrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 17:57:19 openvpn[10773]: Data Channel Decrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 17:57:19 openvpn[10773]: Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 2048 bit RSA
Oct 18 18:30:15 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 18 18:30:15 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 18 18:30:15 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 18 18:30:15 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 18 18:39:31 dnsmasq-dhcp[10841]: DHCPDISCOVER(br0) d4:63:c6:f1:41:bc 
Oct 18 18:39:31 dnsmasq-dhcp[10841]: DHCPOFFER(br0) 192.168.2.5 d4:63:c6:f1:41:bc 
Oct 18 18:39:31 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.5 d4:63:c6:f1:41:bc 
Oct 18 18:39:31 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.5 d4:63:c6:f1:41:bc hans-gsm
Oct 18 18:57:19 openvpn[10773]: TLS: soft reset sec=0 bytes=164801399/-1 pkts=168306/0
Oct 18 18:57:19 openvpn[10773]: VERIFY OK: depth=1, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=Private Internet Access, name=Private Internet Access, emailAddress=secure@privateinternetaccess.com
Oct 18 18:57:19 openvpn[10773]: VERIFY OK: depth=0, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=860ca334e88ffde3c925a7f0598ee9bf, name=860ca334e88ffde3c925a7f0598ee9bf
Oct 18 18:57:19 openvpn[10773]: WARNING: 'link-mtu' is used inconsistently, local='link-mtu 1558', remote='link-mtu 1542'
Oct 18 18:57:19 openvpn[10773]: WARNING: 'cipher' is used inconsistently, local='cipher AES-128-CBC', remote='cipher BF-CBC'
Oct 18 18:57:19 openvpn[10773]: Data Channel Encrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 18:57:19 openvpn[10773]: Data Channel Encrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 18:57:19 openvpn[10773]: Data Channel Decrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 18:57:19 openvpn[10773]: Data Channel Decrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 18:57:19 openvpn[10773]: Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 2048 bit RSA
Oct 18 19:37:03 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 18 19:37:03 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 18 19:37:03 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 18 19:37:03 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 18 19:57:19 openvpn[10773]: TLS: soft reset sec=0 bytes=3364003/-1 pkts=6410/0
Oct 18 19:57:19 openvpn[10773]: VERIFY OK: depth=1, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=Private Internet Access, name=Private Internet Access, emailAddress=secure@privateinternetaccess.com
Oct 18 19:57:19 openvpn[10773]: VERIFY OK: depth=0, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=860ca334e88ffde3c925a7f0598ee9bf, name=860ca334e88ffde3c925a7f0598ee9bf
Oct 18 19:57:19 openvpn[10773]: WARNING: 'link-mtu' is used inconsistently, local='link-mtu 1558', remote='link-mtu 1542'
Oct 18 19:57:19 openvpn[10773]: WARNING: 'cipher' is used inconsistently, local='cipher AES-128-CBC', remote='cipher BF-CBC'
Oct 18 19:57:19 openvpn[10773]: Data Channel Encrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 19:57:19 openvpn[10773]: Data Channel Encrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 19:57:19 openvpn[10773]: Data Channel Decrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 19:57:19 openvpn[10773]: Data Channel Decrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 19:57:19 openvpn[10773]: Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 2048 bit RSA
Oct 18 20:38:08 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 18 20:38:08 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 18 20:38:08 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 18 20:38:08 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 18 20:52:30 dnsmasq-dhcp[10841]: DHCPDISCOVER(br0) a8:96:75:0c:01:7b 
Oct 18 20:52:30 dnsmasq-dhcp[10841]: DHCPOFFER(br0) 192.168.2.14 a8:96:75:0c:01:7b 
Oct 18 20:52:30 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.14 a8:96:75:0c:01:7b 
Oct 18 20:52:30 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.14 a8:96:75:0c:01:7b kelly-gsm
Oct 18 20:54:42 dnsmasq-dhcp[10841]: DHCPDISCOVER(br0) a8:96:75:0c:01:7b 
Oct 18 20:54:42 dnsmasq-dhcp[10841]: DHCPOFFER(br0) 192.168.2.14 a8:96:75:0c:01:7b 
Oct 18 20:54:42 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.14 a8:96:75:0c:01:7b 
Oct 18 20:54:42 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.14 a8:96:75:0c:01:7b kelly-gsm
Oct 18 20:55:12 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.11 d8:bb:2c:f0:99:d2 
Oct 18 20:55:12 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.11 d8:bb:2c:f0:99:d2 Yonis-Iphone
Oct 18 20:55:12 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.11 d8:bb:2c:f0:99:d2 
Oct 18 20:55:12 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.11 d8:bb:2c:f0:99:d2 Yonis-Iphone
Oct 18 20:57:19 openvpn[10773]: TLS: soft reset sec=0 bytes=971225/-1 pkts=2830/0
Oct 18 20:57:19 openvpn[10773]: VERIFY OK: depth=1, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=Private Internet Access, name=Private Internet Access, emailAddress=secure@privateinternetaccess.com
Oct 18 20:57:19 openvpn[10773]: VERIFY OK: depth=0, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=860ca334e88ffde3c925a7f0598ee9bf, name=860ca334e88ffde3c925a7f0598ee9bf
Oct 18 20:57:19 openvpn[10773]: WARNING: 'link-mtu' is used inconsistently, local='link-mtu 1558', remote='link-mtu 1542'
Oct 18 20:57:19 openvpn[10773]: WARNING: 'cipher' is used inconsistently, local='cipher AES-128-CBC', remote='cipher BF-CBC'
Oct 18 20:57:19 openvpn[10773]: Data Channel Encrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 20:57:19 openvpn[10773]: Data Channel Encrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 20:57:19 openvpn[10773]: Data Channel Decrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 20:57:19 openvpn[10773]: Data Channel Decrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 20:57:19 openvpn[10773]: Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 2048 bit RSA
Oct 18 21:00:47 dnsmasq-dhcp[10841]: DHCPDISCOVER(br0) a4:db:30:b3:cb:59 
Oct 18 21:00:47 dnsmasq-dhcp[10841]: DHCPOFFER(br0) 192.168.2.15 a4:db:30:b3:cb:59 
Oct 18 21:00:47 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.15 a4:db:30:b3:cb:59 
Oct 18 21:00:47 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.15 a4:db:30:b3:cb:59 laptop
Oct 18 21:00:50 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.9 20:1a:06:75:74:c8 
Oct 18 21:00:50 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.9 20:1a:06:75:74:c8 laptop-wired
Oct 18 21:40:14 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 18 21:40:14 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 18 21:40:14 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 18 21:40:14 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 18 21:57:19 openvpn[10773]: TLS: soft reset sec=0 bytes=64655006/-1 pkts=59097/0
Oct 18 21:57:19 openvpn[10773]: VERIFY OK: depth=1, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=Private Internet Access, name=Private Internet Access, emailAddress=secure@privateinternetaccess.com
Oct 18 21:57:19 openvpn[10773]: VERIFY OK: depth=0, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=860ca334e88ffde3c925a7f0598ee9bf, name=860ca334e88ffde3c925a7f0598ee9bf
Oct 18 21:57:19 openvpn[10773]: WARNING: 'link-mtu' is used inconsistently, local='link-mtu 1558', remote='link-mtu 1542'
Oct 18 21:57:19 openvpn[10773]: WARNING: 'cipher' is used inconsistently, local='cipher AES-128-CBC', remote='cipher BF-CBC'
Oct 18 21:57:19 openvpn[10773]: Data Channel Encrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 21:57:19 openvpn[10773]: Data Channel Encrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 21:57:19 openvpn[10773]: Data Channel Decrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 21:57:19 openvpn[10773]: Data Channel Decrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 21:57:19 openvpn[10773]: Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 2048 bit RSA
Oct 18 22:53:40 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 18 22:53:40 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 18 22:53:40 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 18 22:53:40 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 18 22:57:19 openvpn[10773]: TLS: soft reset sec=0 bytes=1524554/-1 pkts=3968/0
Oct 18 22:57:19 openvpn[10773]: VERIFY OK: depth=1, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=Private Internet Access, name=Private Internet Access, emailAddress=secure@privateinternetaccess.com
Oct 18 22:57:19 openvpn[10773]: VERIFY OK: depth=0, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=860ca334e88ffde3c925a7f0598ee9bf, name=860ca334e88ffde3c925a7f0598ee9bf
Oct 18 22:57:19 openvpn[10773]: WARNING: 'link-mtu' is used inconsistently, local='link-mtu 1558', remote='link-mtu 1542'
Oct 18 22:57:19 openvpn[10773]: WARNING: 'cipher' is used inconsistently, local='cipher AES-128-CBC', remote='cipher BF-CBC'
Oct 18 22:57:19 openvpn[10773]: Data Channel Encrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 22:57:19 openvpn[10773]: Data Channel Encrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 22:57:19 openvpn[10773]: Data Channel Decrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 22:57:19 openvpn[10773]: Data Channel Decrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 22:57:19 openvpn[10773]: Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 2048 bit RSA
Oct 18 23:37:47 dnsmasq-dhcp[10841]: DHCPDISCOVER(br0) d8:d4:3c:85:cd:3b 
Oct 18 23:37:47 dnsmasq-dhcp[10841]: DHCPOFFER(br0) 192.168.2.7 d8:d4:3c:85:cd:3b 
Oct 18 23:37:47 dnsmasq-dhcp[10841]: DHCPDISCOVER(br0) d8:d4:3c:85:cd:3b 
Oct 18 23:37:47 dnsmasq-dhcp[10841]: DHCPOFFER(br0) 192.168.2.7 d8:d4:3c:85:cd:3b 
Oct 18 23:37:47 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.7 d8:d4:3c:85:cd:3b 
Oct 18 23:37:47 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.7 d8:d4:3c:85:cd:3b sony-bravia
Oct 18 23:57:19 openvpn[10773]: TLS: soft reset sec=0 bytes=814130/-1 pkts=2684/0
Oct 18 23:57:19 openvpn[10773]: VERIFY OK: depth=1, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=Private Internet Access, name=Private Internet Access, emailAddress=secure@privateinternetaccess.com
Oct 18 23:57:19 openvpn[10773]: VERIFY OK: depth=0, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=860ca334e88ffde3c925a7f0598ee9bf, name=860ca334e88ffde3c925a7f0598ee9bf
Oct 18 23:57:20 openvpn[10773]: WARNING: 'link-mtu' is used inconsistently, local='link-mtu 1558', remote='link-mtu 1542'
Oct 18 23:57:20 openvpn[10773]: WARNING: 'cipher' is used inconsistently, local='cipher AES-128-CBC', remote='cipher BF-CBC'
Oct 18 23:57:20 openvpn[10773]: Data Channel Encrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 23:57:20 openvpn[10773]: Data Channel Encrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 23:57:20 openvpn[10773]: Data Channel Decrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 18 23:57:20 openvpn[10773]: Data Channel Decrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 18 23:57:20 openvpn[10773]: Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 2048 bit RSA
Oct 19 00:01:13 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 19 00:01:13 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 19 00:01:13 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 19 00:01:13 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 19 00:57:19 openvpn[10773]: TLS: tls_process: killed expiring key
Oct 19 00:57:20 openvpn[10773]: TLS: soft reset sec=0 bytes=263305/-1 pkts=1426/0
Oct 19 00:57:20 openvpn[10773]: VERIFY OK: depth=1, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=Private Internet Access, name=Private Internet Access, emailAddress=secure@privateinternetaccess.com
Oct 19 00:57:20 openvpn[10773]: VERIFY OK: depth=0, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=860ca334e88ffde3c925a7f0598ee9bf, name=860ca334e88ffde3c925a7f0598ee9bf
Oct 19 00:57:20 openvpn[10773]: WARNING: 'link-mtu' is used inconsistently, local='link-mtu 1558', remote='link-mtu 1542'
Oct 19 00:57:20 openvpn[10773]: WARNING: 'cipher' is used inconsistently, local='cipher AES-128-CBC', remote='cipher BF-CBC'
Oct 19 00:57:20 openvpn[10773]: Data Channel Encrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 19 00:57:20 openvpn[10773]: Data Channel Encrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 19 00:57:20 openvpn[10773]: Data Channel Decrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
Oct 19 00:57:20 openvpn[10773]: Data Channel Decrypt: Using 160 bit message hash 'SHA1' for HMAC authentication
Oct 19 00:57:20 openvpn[10773]: Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 2048 bit RSA
Oct 19 01:16:19 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 19 01:16:19 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 19 01:16:19 dnsmasq-dhcp[10841]: DHCPREQUEST(br0) 192.168.2.13 f0:c8:50:c6:fd:26 
Oct 19 01:16:19 dnsmasq-dhcp[10841]: DHCPACK(br0) 192.168.2.13 f0:c8:50:c6:fd:26 yoran-huawai
Oct 19 01:57:20 openvpn[10773]: TLS: soft reset sec=0 bytes=146198/-1 pkts=1171/0
Oct 19 01:57:37 openvpn[10773]: [860ca334e88ffde3c925a7f0598ee9bf] Inactivity timeout (--ping-restart), restarting
Oct 19 01:57:37 openvpn[10773]: SIGUSR1[soft,ping-restart] received, process restarting
Oct 19 01:57:37 openvpn[10773]: Restart pause, 5 second(s)
Oct 19 01:57:42 openvpn[10773]: WARNING: No server certificate verification method has been enabled.  See http://openvpn.net/howto.html#mitm for more info.
Oct 19 01:57:42 openvpn[10773]: NOTE: the current --script-security setting may allow this configuration to call user-defined scripts
Oct 19 01:57:42 openvpn[10773]: TCP/UDP: Preserving recently used remote address: [AF_INET]46.166.190.194:1198
Oct 19 01:57:42 openvpn[10773]: Socket Buffers: R=[122880->122880] S=[122880->122880]
Oct 19 01:57:42 openvpn[10773]: UDP link local: (not bound)
Oct 19 01:57:42 openvpn[10773]: UDP link remote: [AF_INET]46.166.190.194:1198
Oct 19 01:57:42 openvpn[10773]: TLS: Initial packet from [AF_INET]46.166.190.194:1198, sid=a4fe282b 8e9f2307
Oct 19 01:57:42 openvpn[10773]: VERIFY OK: depth=1, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=Private Internet Access, name=Private Internet Access, emailAddress=secure@privateinternetaccess.com
Oct 19 01:57:42 openvpn[10773]: VERIFY OK: depth=0, C=US, ST=CA, L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=860ca334e88ffde3c925a7f0598ee9bf, name=860ca334e88ffde3c925a7f0598ee9bf
Oct 19 01:57:43 openvpn[10773]: WARNING: 'link-mtu' is used inconsistently, local='link-mtu 1558', remote='link-mtu 1542'
Oct 19 01:57:43 openvpn[10773]: WARNING: 'cipher' is used inconsistently, local='cipher AES-128-CBC', remote='cipher BF-CBC'
Oct 19 01:57:43 openvpn[10773]: Control Channel: TLSv1.2, cipher TLSv1/SSLv3 DHE-RSA-AES256-GCM-SHA384, 2048 bit RSA
Oct 19 01:57:43 openvpn[10773]: [860ca334e88ffde3c925a7f0598ee9bf] Peer Connection Initiated with [AF_INET]46.166.190.194:1198
Oct 19 01:57:44 openvpn[10773]: SENT CONTROL [860ca334e88ffde3c925a7f0598ee9bf]: 'PUSH_REQUEST' (status=1)
Oct 19 01:57:44 openvpn[10773]: AUTH: Received control message: AUTH_FAILED
Oct 19 01:57:44 openvpn[10773]: vpnrouting.sh tun11 1500 1622 10.31.10.6 10.31.10.5 init
Oct 19 01:57:44 openvpn-routing: Configuring policy rules for client 1
Oct 19 01:57:44 openvpn-routing: Flushing client routing table
Oct 19 01:57:44 openvpn-routing: Completed routing policy configuration for client 1
Oct 19 01:57:44 openvpn[10773]: /usr/sbin/ip route del 10.31.10.1/32
Oct 19 01:57:44 openvpn[10773]: /usr/sbin/ip route del 46.166.190.194/32
Oct 19 01:57:44 openvpn[10773]: /usr/sbin/ip route del 0.0.0.0/1
Oct 19 01:57:44 openvpn[10773]: /usr/sbin/ip route del 128.0.0.0/1
Oct 19 01:57:45 openvpn[10773]: Closing TUN/TAP interface
Oct 19 01:57:45 openvpn[10773]: /usr/sbin/ip addr del dev tun11 local 10.31.10.6 peer 10.31.10.5
Oct 19 01:57:45 openvpn[10773]: updown.sh tun11 1500 1622 10.31.10.6 10.31.10.5 init
Oct 19 01:57:46 rc_service: service 18388:notify_rc updateresolv
Oct 19 01:57:46 dnsmasq[10841]: read /etc/hosts - 5 addresses
Oct 19 01:57:46 dnsmasq[10841]: read /etc/hosts.dnsmasq - 13 addresses
Oct 19 01:57:46 dnsmasq-dhcp[10841]: read /etc/ethers - 13 addresses
Oct 19 01:57:46 dnsmasq[10841]: using nameserver 192.168.1.1#53 for domain lan 
Oct 19 01:57:46 dnsmasq[10841]: using nameserver 192.168.1.1#53
Oct 19 01:57:46 openvpn[10773]: SIGTERM[soft,auth-failure] received, process exiting




