Mar 25 18:43:44 rc_service: httpd 597:notify_rc start_vpnclient1
Mar 25 18:43:44 kernel: tun: Universal TUN/TAP device driver, 1.6
Mar 25 18:43:44 kernel: tun: (C) 1999-2004 Max Krasnyansky

<maxk@qualcomm.com>

Mar 25 18:43:45 openvpn[1917]: Current Parameter Settings:
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: Connection profiles [default]:
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: Connection profiles END
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config = 'config.ovpn'

mode =0

persist_config = DISABLED
persist_mode = 1
show_ciphers = DISABLED
show_digests = DISABLED
show_engines = DISABLED
genkey = DISABLED
key_pass_file = TUNDEF]'
show_tls_ciphers = DISABLED

proto = udp

local = TUNDEF]'

local_port =0

remote = 'sweden.privateinternetaccess.com’
remote_port = 1194
remote_float = DISABLED
bind_defined = DISABLED
bind_local = DISABLED
connect_retry_seconds =5
connect_timeout = 10
connect_retry_max =0
tun_mtu = 1500
tun_mtu_defined = ENABLED
link_mtu = 1500
link_mtu_defined = DISABLED
tun_mtu_extra=0
tun_mtu_extra_defined = DISABLED
mtu_discover_type = 1
fragment =0

mssfix = 1450
explicit_exit_notification = 0

remote_random = DISABLED
ipchange = [UNDEF]'

dev = 'tunit’

dev_type = TUNDEF]'
dev_node = TUNDEF]'

lladdr = '[UNDEF]'

topology = 1

tun_ipv6e = DISABLED
ifconfig_local = 'TUNDEF]'
ifconfig_remote_netmask = TUNDEF]'
ifconfig_noexec = DISABLED
ifconfig_nowarn = DISABLED
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ifconfig_ipv6_local = TUNDEF]'
ifconfig_ipv6_netbits = 0
ifconfig_ipv6_remote = TUNDEF]'
shaper =0

mtu_test =0

mlock = DISABLED
keepalive_ping =0
keepalive_timeout =0
inactivity_timeout =0
ping_send_timeout = 0
ping_rec_timeout =0
ping_rec_timeout_action =0
ping_timer_remote = DISABLED
remap_sigusr1i =0

persist_tun = ENABLED
persist_local_ip = DISABLED
persist_remote_ip = DISABLED
persist_key = ENABLED
passtos = DISABLED
resolve_retry_seconds = 1000000000
username = TUNDEF]'
groupname = TUNDEF]'
chroot_dir = TUNDEF]'

cd_dir = '/etc/openvpn/client1’
writepid = [UNDEF]'

up_script = 'updown.sh'
down_script = 'updown.sh'
down_pre = DISABLED
up_restart = DISABLED

up_delay = DISABLED

daemon = ENABLED

inetd =0

log = DISABLED
suppress_timestamps = DISABLED
nice =0

verbosity = 4

mute =0

status_file = 'status'
status_file_version = 2
status_file_update_freq = 60

occ = ENABLED

rcvbuf = 65536

sndbuf = 65536

mark =0

sockflags = 0
fast_io = ENABLED
lzo=7

route_script = TUNDEF]'
route_default_gateway = [UNDEF]'
route_default_metric =0
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route_noexec = DISABLED
route_delay =0

route_delay_window = 30
route_delay_defined = DISABLED
route_nopull = DISABLED
route_gateway_via_dhcp = DISABLED
max_routes = 100

allow_pull_fqdn = DISABLED
[redirect_default_gateway local=0]
management_addr = TUNDEF]'
management_port =0
management_user_pass = [UNDEF]'
management_log_history_cache = 250
management_echo_buffer_size = 100
management_write_peer_info_file = TUNDEF]'
management_client_user = [UNDEF]'
management_client_group = TUNDEF]'
management_flags =0
shared_secret_file = TUNDEF]'
key_direction =0
ciphername_defined = ENABLED
ciphername = 'AES-128-CBC'
authname_defined = ENABLED
authname = 'SHA1'

prng_hash = 'SHA1'
prng_nonce_secret_len = 16

keysize =0

engine = DISABLED

replay = ENABLED
mute_replay_warnings = DISABLED
replay_window = 64

replay_time = 15

packet_id_file = TUNDEF]'

use_iv = ENABLED

test_crypto = DISABLED

tls_server = DISABLED

tls_client = ENABLED

key_method = 2

ca_file = 'ca.crt’

ca_path = TUNDEF]'

dh_file = TUNDEF]'

cert_file = TUNDEF]'

priv_key_file = TUNDEF]'

pkcs12_file = TUNDEF]'

cipher_list = TUNDEF]'

tls_verify = TUNDEF]'

tls_export_cert = TUNDEF]'
verify_x509_type =0
verify_x509_name = TUNDEF]'
crl_file = TUNDEF]'
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Authentication'
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ns_cert_type =0
remote_cert_ku[i] = 160
remote_cert_ku[i] = 136
remote_cert_ku[i] =0

remote_cert_ku[i] =0

remote_cert_kuli]
remote_cert_kuli]
remote_cert_kuli]
remote_cert_kuli]
remote_cert_kuli]
remote_cert_kuli]
remote_cert_kuli]
remote_cert_kuli]
remote_cert_kuli]
remote_cert_kuli]
remote_cert_kuli]
remote_cert_kuli]
remote_cert_eku ="'

= ieleNeoNoNoNoNoloNoNoNeNe)

LS Web Server

ssl_flags =0

tls_timeout = 2

renegotiate_bytes =0
renegotiate_packets = 0
renegotiate_seconds = 1800
handshake_window = 60
transition_window = 3600
single_session = DISABLED
push_peer_info = DISABLED
tls_exit = DISABLED

tls_auth_file = TUNDEF]'
server_network = 0.0.0.0
server_netmask = 0.0.0.0
server_network_ipv6 = ::
server_netbits_ipv6 =0
server_bridge_ip = 0.0.0.0
server_bridge_netmask = 0.0.0.0
server_bridge_pool_start = 0.0.0.0
server_bridge_pool_end = 0.0.0.0
ifconfig_pool_defined = DISABLED
ifconfig_pool_start = 0.0.0.0
ifconfig_pool_end = 0.0.0.0
ifconfig_pool_netmask = 0.0.0.0
ifconfig_pool_persist_filename = TUNDEF]'
ifconfig_pool_persist_refresh_freq = 600
ifconfig_ipv6_pool_defined = DISABLED
ifconfig_ipv6_pool_base = ::
ifconfig_ipv6_pool_netbits = 0
n_bcast_buf = 256
tcp_queue_limit = 64
real_hash_size = 256
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DISABLED
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Mar 25 18:43:45 openvpn[1917]: OpenVPN 2.3.6 arm-unknown-linux-gnu [SSL

virtual_hash_size = 256
client_connect_script = TUNDEF]'
learn_address_script = TUNDEF]'
client_disconnect_script = TUNDEF]'
client_config_dir = TUNDEF]'
ccd_exclusive = DISABLED

tmp_dir = '/tmp'

push_ifconfig_defined = DISABLED
push_ifconfig_local = 0.0.0.0
push_ifconfig_remote_netmask = 0.0.0.0
push_ifconfig_ipv6_defined = DISABLED
push_ifconfig_ipv6_local = ::/0
push_ifconfig_ipv6_remote = ::
enable_c2c = DISABLED

duplicate_cn = DISABLED

cf_max =0

cf_per=0

max_clients = 1024
max_routes_per_client = 256
auth_user_pass_verify_script = [UNDEF]'
auth_user_pass_verify_script_via_file =

port_share_host = TUNDEF]'
port_share_port =0

client = ENABLED

pull = ENABLED
auth_user_pass_file = 'up'

(OpenSSL)] [LZO] [EPOLL] [MH] [IPv6] built on Mar 6 2015

Mar 25 18:43:45 openvpn[1917]: library versions: OpenSSL 1.0.0g 15 Jan 2015,

LZO 2.08

Mar 25 18:43:45 openvpn[1917]: NOTE: the current --script-security setting may

allow this configuration to call user-defined scripts
Mar 25 18:43:46 openvpn[1917]: LZO compression initialized

Mar 25 18:43:46 openvpn[1917]: Control Channel MTU parms [ L:1558 D:138 EF:38
EB:O ET:0 EL:0]

Mar 25 18:43:46 openvpn[1917]: Socket Buffers: R=[122880->131072] S=[122880-
>131072]

Mar 25 18:43:46 openvpn[1917]: Data Channel MTU parms [ L:1558 D:1450 EF:58
EB:135 ET:0 EL:0 AF:3/1 ]

Mar 25 18:43:46 openvpn[1917]: Local Options String: 'V4,dev-type tun,link-mtu
1558,tun-mtu 1500,proto UDPv4,comp-Izo,cipher AES-128-CBC,auth SHA1 keysize
128,key-method 2,tls-client'

Mar 25 18:43:46 openvpn[1917]: Expected Remote Options String: 'V4,dev-type
tun,link-mtu 1558,tun-mtu 1500,proto UDPv4,comp-Izo,cipher AES-128-CBC,auth
SHAA1 keysize 128,key-method 2,tls-server'

Mar 25 18:43:46 openvpn[1917]: Local Options hash (VER=V4): '66096c33'

Mar 25 18:43:46 openvpn[1917]: Expected Remote Options hash (VER=V4):
'691e95c¢7"

Mar 25 18:43:46 openvpn[1918]: UDPv4 link local: [undef]



Mar 25 18:43:46 openvpn[1918]: UDPv4 link remote:
[AF_INET]91.108.183.178:1194

Mar 25 18:43:46 openvpn[1918]: TLS: Initial packet from
[AF_INET]91.108.183.178:1194, sid=06b9937a 9ca59e92

Mar 25 18:43:46 openvpn[1918]: WARNING: this configuration may cache
passwords in memory -- use the auth-nocache option to prevent this

Mar 25 18:43:46 openvpn[1918]: VERIFY OK: depth=1, C=US, ST=0H,
L=Columbus, O=Private Internet Access, CN=Private Internet Access CA,
emailAddress=secure @privateinternetaccess.com

Mar 25 18:43:46 openvpn[1918]: Validating certificate key usage

Mar 25 18:43:46 openvpn[1918]: ++ Certificate has key usage 00a0, expects 00a0
Mar 25 18:43:46 openvpn[1918]: VERIFY KU OK

Mar 25 18:43:46 openvpn[1918]: Validating certificate extended key usage

Mar 25 18:43:46 openvpn[1918]: ++ Certificate has EKU (str) TLS Web Server
Authentication, expects TLS Web Server Authentication

Mar 25 18:43:46 openvpn[1918]: VERIFY EKU OK

Mar 25 18:43:46 openvpn[1918]: VERIFY OK: depth=0, C=US, ST=CA,
L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=Private
Internet Access, name=Private Internet Access,

emailAddress=secure @privateinternetaccess.com

Mar 25 18:43:47 openvpn[1918]: WARNING: 'link-mtu' is used inconsistently,
local="link-mtu 1558', remote='link-mtu 1542'

Mar 25 18:43:47 openvpn[1918]: WARNING: 'cipher' is used inconsistently,
local="cipher AES-128-CBC', remote='cipher BF-CBC'

Mar 25 18:43:47 openvpn[1918]: Data Channel Encrypt: Cipher 'AES-128-CBC'
initialized with 128 bit key

Mar 25 18:43:47 openvpn[1918]: Data Channel Encrypt: Using 160 bit message
hash 'SHA1' for HMAC authentication

Mar 25 18:43:47 openvpn[1918]: Data Channel Decrypt: Cipher 'AES-128-CBC'
initialized with 128 bit key

Mar 25 18:43:47 openvpn[1918]: Data Channel Decrypt: Using 160 bit message
hash 'SHA1' for HMAC authentication

Mar 25 18:43:47 openvpn[1918]: Control Channel: TLSv1, cipher TLSv1/SSLv3
DHE-RSA-AES256-SHA, 2048 bit RSA

Mar 25 18:43:47 openvpn[1918]: [Private Internet Access] Peer Connection Initiated
with [AF_INET]91.108.183.178:1194

Mar 25 18:43:49 openvpn[1918]: SENT CONTROL [Private Internet Access]:
'PUSH_REQUEST' (status=1)

Mar 25 18:43:49 openvpn[1918]: PUSH: Received control message:
'PUSH_REPLY,redirect-gateway def1,dhcp-option DNS 209.222.18.222,dhcp-option
DNS 209.222.18.218,ping 10,comp-Izo no,route 10.192.1.1,topology net30,ifconfig
10.192.1.6 10.192.1.5'

Mar 25 18:43:49 openvpn[1918]: OPTIONS IMPORT: timers and/or timeouts
modified

Mar 25 18:43:49 openvpn[1918]: OPTIONS IMPORT: LZO parms modified

Mar 25 18:43:49 openvpn[1918]: OPTIONS IMPORT: --ifconfig/up options modified
Mar 25 18:43:49 openvpn[1918]: OPTIONS IMPORT: route options modified

Mar 25 18:43:49 openvpn[1918]: OPTIONS IMPORT: --ip-win32 and/or --dhcp-option
options modified

Mar 25 18:43:49 openvpn[1918]: TUN/TAP device tun11 opened



Mar 25 18:43:49 openvpn[1918]: TUN/TAP TX queue length set to 100

Mar 25 18:43:49 openvpn[1918]: do_ifconfig, tt->ipv6=0, tt-
>did_ifconfig_ipv6_setup=0

Mar 25 18:43:49 openvpn[1918]: /usr/sbin/ip link set dev tun11 up mtu 1500

Mar 25 18:43:49 openvpn[1918]: /usr/sbin/ip addr add dev tun11 local 10.192.1.6
peer 10.192.1.5

Mar 25 18:43:49 openvpn[1918]: updown.sh tuni11 1500 1558 10.192.1.6 10.192.1.5
init

Mar 25 18:43:50 rc_service: service 1960:notify_rc updateresolv

Mar 25 18:43:50 dnsmasq[1899]: exiting on receipt of SIGTERM

Mar 25 18:43:50 openvpn[1918]: /usr/sbin/ip route add 91.108.183.178/32 via
XXX..X.X.X.X ( my IP deleted)

Mar 25 18:43:50 openvpn[1918]: /usr/sbin/ip route add 0.0.0.0/1 via 10.192.1.5
Mar 25 18:43:50 openvpn[1918]: /usr/sbin/ip route add 128.0.0.0/1 via 10.192.1.5
Mar 25 18:43:50 openvpn[1918]: /usr/sbin/ip route add 10.192.1.1/32 via 10.192.1.5
Mar 25 18:43:50 openvpn[1918]: Initialization Sequence Completed

Mar 25 18:43:50 dnsmasq[1972]: started, version 2.73test6 cachesize 1500

Mar 25 18:43:50 dnsmasq[1972]: warning: interface ppp1* does not currently exist
Mar 25 18:43:50 dnsmasq[1972]: asynchronous logging enabled, queue limit is 5
messages

Mar 25 18:43:50 dnsmasq-dhcp[1972]: DHCP, IP range 192.168.0.2 --
192.168.0.254, lease time 1d

Mar 25 18:43:50 dnsmasq[1972]: read /etc/hosts - 5 addresses

Mar 25 18:43:50 dnsmasq[1972]: using nameserver 194.239.134.83#53 for domain
local

Mar 25 18:43:50 dnsmasq[1972]: using nameserver 194.239.134.83#53 for domain
webspeed.dk

Mar 25 18:43:50 dnsmasq[1972]: using nameserver 193.162.153.164#53 for domain
local

Mar 25 18:43:50 dnsmasq[1972]: using nameserver 193.162.153.164#53 for domain
webspeed.dk

Mar 25 18:43:50 dnsmasq[1972]: using nameserver 209.222.18.222#53

Mar 25 18:43:50 dnsmasq[1972]: using nameserver 209.222.18.218#53

Mar 25 18:43:50 dnsmasq[1972]: using nameserver 193.162.153.164#53

Mar 25 18:43:50 dnsmasq[1972]: using nameserver 194.239.134.83#53

Mar 25 18:43:59 openvpn[1918]: Authenticate/Decrypt packet error: cipher final
failed

Mar 25 18:44:09 openvpn[1918]: Authenticate/Decrypt packet error: cipher final
failed

Mar 25 18:44:19 openvpn[1918]: Authenticate/Decrypt packet error: cipher final
failed

Mar 25 18:44:29 openvpn[1918]: Authenticate/Decrypt packet error: cipher final
failed

Mar 25 18:44:39 openvpn[1918]: Authenticate/Decrypt packet error: cipher final
failed

Mar 25 18:44:49 openvpn[1918]: Authenticate/Decrypt packet error: cipher final
failed

Mar 25 18:44:55 openvpn[1918]: event_wait : Interrupted system call (code=4)

Mar 25 18:44:55 openvpn[1918]: OpenVPN STATISTICS

Mar 25 18:44:55 openvpn[1918]: Updated,Wed Mar 25 18:44:55 2015



Mar 25 18:44:55 openvpn[1918]: TUN/TAP read bytes,11244

Mar 25 18:44:55 openvpn[1918]: TUN/TAP write bytes,0

Mar 25 18:44:55 openvpn[1918]: TCP/UDP read bytes,4841

Mar 25 18:44:55 openvpn[1918]: TCP/UDP write bytes, 22518

Mar 25 18:44:55 openvpn[1918]: Auth read bytes,0

Mar 25 18:44:55 openvpn[1918]: pre-compress bytes,0

Mar 25 18:44:55 openvpn[1918]: post-compress bytes,0

Mar 25 18:44:55 openvpn[1918]: pre-decompress bytes,0

Mar 25 18:44:55 openvpn[1918]: post-decompress bytes,0

Mar 25 18:44:55 openvpn[1918]: END

Mar 25 18:44:59 openvpn[1918]: Authenticate/Decrypt packet error: cipher final
failed

Mar 25 18:45:01 rc_service: hitpd 597:notify_rc stop_vpnclient1

Mar 25 18:45:02 openvpn[1918]: event_wait : Interrupted system call (code=4)

Mar 25 18:45:03 openvpn[1918]: TCP/UDP: Closing socket

Mar 25 18:45:03 openvpn[1918]: /usr/sbin/ip route del 10.192.1.1/32

Mar 25 18:45:03 openvpn[1918]: /usr/sbin/ip route del 91.108.183.178/32

Mar 25 18:45:03 openvpn[1918]: /usr/sbin/ip route del 0.0.0.0/1

Mar 25 18:45:03 openvpn[1918]: /usr/sbin/ip route del 128.0.0.0/1

Mar 25 18:45:03 openvpn[1918]: Closing TUN/TAP interface

Mar 25 18:45:03 openvpn[1918]: /usr/sbin/ip addr del dev tun11 local 10.192.1.6
peer 10.192.1.5

Mar 25 18:45:03 openvpn[1918]: updown.sh tun11 1500 1558 10.192.1.6 10.192.1.5
init

Mar 25 18:45:03 rc_service: service 2018:notify_rc updateresolv

Mar 25 18:45:03 rc_service: waitting "stop_vpnclient1" via httpd ...

Mar 25 18:45:05 dnsmasq[1972]: read /etc/hosts - 5 addresses

Mar 25 18:45:05 dnsmasq[1972]: using nameserver 194.239.134.83#53 for domain
local

Mar 25 18:45:05 dnsmasq[1972]: using nameserver 194.239.134.83#53 for domain
webspeed.dk

Mar 25 18:45:05 dnsmasq[1972]: using nameserver 193.162.153.164#53 for domain
local

Mar 25 18:45:05 dnsmasq[1972]: using nameserver 193.162.153.164#53 for domain
webspeed.dk

Mar 25 18:45:05 dnsmasq[1972]: using nameserver 193.162.153.164#53

Mar 25 18:45:05 dnsmasq[1972]: using nameserver 194.239.134.83#53

Mar 25 18:45:05 rc_service: service 2043:notify_rc restart_dnsmasq

Mar 25 18:45:06 dnsmasq[1972]: exiting on receipt of SIGTERM

Mar 25 18:45:06 dnsmasq[2052]: started, version 2.73test6 cachesize 1500

Mar 25 18:45:06 dnsmasq[2052]: warning: interface ppp1* does not currently exist
Mar 25 18:45:06 dnsmasq[2052]: asynchronous logging enabled, queue limit is 5
messages

Mar 25 18:45:06 dnsmasq-dhcp[2052]: DHCP, IP range 192.168.0.2 --
192.168.0.254, lease time 1d

Mar 25 18:45:06 dnsmasq[2052]: read /etc/hosts - 5 addresses

Mar 25 18:45:06 dnsmasq[2052]: using nameserver 194.239.134.83#53 for domain
local

Mar 25 18:45:06 dnsmasq[2052]: using nameserver 194.239.134.83#53 for domain
webspeed.dk



Mar 25 18:45:06 dnsmasq[2052]:
local

Mar 25 18:45:06 dnsmasq[2052]:
webspeed.dk

Mar 25 18:45:06 dnsmasq[2052]:
Mar 25 18:45:06 dnsmasq[2052]:

using nameserver 193.162.153.164#53 for domain
using nameserver 193.162.153.164#53 for domain

using nameserver 193.162.153.164#53
using nameserver 194.239.134.83#53

Mar 25 18:46:03 rc_service: httpd 597:notify_rc start_vpnclient1
Mar 25 18:46:04 kernel: tun: Universal TUN/TAP device driver, 1.6
Mar 25 18:46:04 kernel: tun: (C) 1999-2004 Max Krasnyansky

<maxk@qualcomm.com>

Mar 25 18:46:05 openvpn[2070]: Current Parameter Settings:
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Mar 25 18:46:05 openvpn[2070]:

config = 'config.ovpn'

mode =0

persist_config = DISABLED
persist_mode = 1
show_ciphers = DISABLED
show_digests = DISABLED
show_engines = DISABLED
genkey = DISABLED
key_pass_file = [UNDEF]'
show_tls_ciphers = DISABLED

Mar 25 18:46:05 openvpn[2070]: Connection profiles [default]:
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Mar 25 18:46:05 openvpn[2070]:

proto = udp

local = TUNDEF]'

local_port =0

remote = 'nl.privateinternetaccess.com'
remote_port = 1194
remote_float = DISABLED
bind_defined = DISABLED
bind_local = DISABLED
connect_retry_seconds =5
connect_timeout = 10
connect_retry_max =0
tun_mtu = 1500
tun_mtu_defined = ENABLED
link_mtu = 1500
link_mtu_defined = DISABLED
tun_mtu_extra=0
tun_mtu_extra_defined = DISABLED
mtu_discover_type = 1
fragment =0

mssfix = 1450
explicit_exit_notification = 0

Mar 25 18:46:05 openvpn[2070]: Connection profiles END
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remote_random = DISABLED
ipchange = TUNDEF]'

dev = 'tunit’

dev_type = TUNDEF]'
dev_node = [UNDEF]'

lladdr = '[UNDEF]'
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topology = 1

tun_ipv6e = DISABLED
ifconfig_local = TUNDEF]'
ifconfig_remote_netmask = TUNDEF]'
ifconfig_noexec = DISABLED
ifconfig_nowarn = DISABLED
ifconfig_ipv6_local = TUNDEF]'
ifconfig_ipv6_netbits = 0
ifconfig_ipv6_remote = TUNDEF]'
shaper =0

mtu_test =0

mlock = DISABLED
keepalive_ping =0
keepalive_timeout =0
inactivity_timeout =0
ping_send_timeout = 0
ping_rec_timeout =0
ping_rec_timeout_action =0
ping_timer_remote = DISABLED
remap_sigusr1i =0

persist_tun = ENABLED
persist_local_ip = DISABLED
persist_remote_ip = DISABLED
persist_key = ENABLED
passtos = DISABLED
resolve_retry_seconds = 1000000000
username = [UNDEF]'
groupname = [UNDEF]'
chroot_dir = TUNDEF]'

cd_dir = '/etc/openvpn/client1’
writepid = [UNDEF]'

up_script = 'updown.sh'
down_script = 'updown.sh'
down_pre = DISABLED
up_restart = DISABLED
up_delay = DISABLED

daemon = ENABLED

inetd =0

log = DISABLED
suppress_timestamps = DISABLED
nice =0

verbosity = 4

mute =0

status_file = 'status'
status_file_version = 2
status_file_update_freq = 60
occ = ENABLED

rcvbuf = 65536

sndbuf = 65536

mark =0
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sockflags = 0
fast_io = ENABLED
lzo=7

route_script = TUNDEF]'
route_default_gateway = [UNDEF]'
route_default_metric = 0
route_noexec = DISABLED
route_delay =0

route_delay_window = 30
route_delay_defined = DISABLED
route_nopull = DISABLED
route_gateway_via_dhcp = DISABLED
max_routes = 100

allow_pull_fqdn = DISABLED
[redirect_default_gateway local=0]
management_addr = TUNDEF]'
management_port =0
management_user_pass = [UNDEF]'
management_log_history_cache = 250
management_echo_buffer_size = 100
management_write_peer_info_file = TUNDEF]'
management_client_user = TUNDEF]'
management_client_group = TUNDEF]'
management_flags =0
shared_secret_file = TUNDEF]'
key_direction =0
ciphername_defined = ENABLED
ciphername = 'AES-128-CBC'
authname_defined = ENABLED
authname = 'SHA1'

prng_hash = 'SHA1'
prng_nonce_secret_len = 16

keysize =0

engine = DISABLED

replay = ENABLED
mute_replay_warnings = DISABLED
replay_window = 64

replay_time = 15

packet_id_file = TUNDEF]'

use_iv = ENABLED

test_crypto = DISABLED

tls_server = DISABLED

tls_client = ENABLED

key_method = 2

ca_file = 'ca.crt'

ca_path = TUNDEF]'

dh_file = TUNDEF]'

cert_file = [UNDEF]'

priv_key_file = TUNDEF]'

pkcs12_file = TUNDEF]'
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DISABLED

Mar 25 18:46:05 openvpn[2070]:
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Mar 25 18:46:05 openvpn[2070]:

cipher_list = TUNDEF]'

tls_verify = TUNDEF]'

tls_export_cert = TUNDEF]'
verify_x509_type =0
verify_x509_name = [UNDEF]'

crl_file = TUNDEF]'

ns_cert_type =0

remote_cert_kul[i] = 160
remote_cert_ku[i] = 136
remote_cert_ku[i] =0

remote_cert_ku[i] =0
remote_cert_ku[i]=0

virtual_hash_size = 256
client_connect_script = TUNDEF]'
learn_address_script = TUNDEF]'
client_disconnect_script = [UNDEF]'
client_config_dir = TUNDEF]'
ccd_exclusive = DISABLED

tmp_dir = '/tmp’

push_ifconfig_defined = DISABLED
push_ifconfig_local = 0.0.0.0
push_ifconfig_remote_netmask = 0.0.0.0
push_ifconfig_ipv6_defined = DISABLED
push_ifconfig_ipv6_local = ::/0
push_ifconfig_ipv6_remote = ::
enable_c2c = DISABLED

duplicate_cn = DISABLED

cf_max =0

cf_per=0

max_clients = 1024
max_routes_per_client = 256
auth_user_pass_verify_script = [UNDEF]'
auth_user_pass_verify_script_via_file =

port_share_host = [UNDEF]'
port_share_port =0

client = ENABLED

pull = ENABLED
auth_user_pass_file = 'up'

Mar 25 18:46:05 openvpn[2070]: OpenVPN 2.3.6 arm-unknown-linux-gnu [SSL
(OpenSSL)] [LZO] [EPOLL] [MH] [IPv6] built on Mar 6 2015
Mar 25 18:46:05 openvpn[2070]: library versions: OpenSSL 1.0.0q 15 Jan 2015,

LZO 2.08

Mar 25 18:46:05 openvpn[2070]: NOTE: the current --script-security setting may
allow this configuration to call user-defined scripts

Mar 25 18:46:05 openvpn[2070]: LZO compression initialized

Mar 25 18:46:05 openvpn[2070]: Control Channel MTU parms [ L:1558 D:138 EF:38

EB:OET:0 EL:0]

Mar 25 18:46:05 openvpn[2070]: Socket Buffers: R=[122880->131072] S=[122880-

>131072]



Mar 25 18:46:05 openvpn[2070]: Data Channel MTU parms [ L:1558 D:1450 EF:58
EB:135 ET:0 EL:0 AF:3/1 ]

Mar 25 18:46:05 openvpn[2070]: Local Options String: 'V4,dev-type tun,link-mtu
1558,tun-mtu 1500,proto UDPv4,comp-Izo,cipher AES-128-CBC,auth SHA1 keysize
128,key-method 2,tls-client'

Mar 25 18:46:05 openvpn[2070]: Expected Remote Options String: 'V4,dev-type
tun,link-mtu 1558,tun-mtu 1500,proto UDPv4,comp-Izo,cipher AES-128-CBC,auth
SHA1 keysize 128,key-method 2,tls-server'

Mar 25 18:46:05 openvpn[2070]: Local Options hash (VER=V4): '66096c33'

Mar 25 18:46:05 openvpn[2070]: Expected Remote Options hash (VER=V4):
'691e95c7"

Mar 25 18:46:05 openvpn[2071]: UDPv4 link local: [undef]

Mar 25 18:46:05 openvpn[2071]: UDPv4 link remote:
[AF_INET]109.201.152.13:1194

Mar 25 18:46:05 openvpn[2071]: TLS: Initial packet from
[AF_INET]109.201.152.13:1194, sid=72bc67e4 {7473cd7

Mar 25 18:46:05 openvpn[2071]: WARNING: this configuration may cache
passwords in memory -- use the auth-nocache option to prevent this

Mar 25 18:46:06 openvpn[2071]: VERIFY OK: depth=1, C=US, ST=0H,
L=Columbus, O=Private Internet Access, CN=Private Internet Access CA,
emailAddress=secure @privateinternetaccess.com

Mar 25 18:46:06 openvpn[2071]: Validating certificate key usage

Mar 25 18:46:06 openvpn[2071]: ++ Certificate has key usage 00a0, expects 00a0
Mar 25 18:46:06 openvpn[2071]: VERIFY KU OK

Mar 25 18:46:06 openvpn[2071]: Validating certificate extended key usage

Mar 25 18:46:06 openvpn[2071]: ++ Certificate has EKU (str) TLS Web Server
Authentication, expects TLS Web Server Authentication

Mar 25 18:46:06 openvpn[2071]: VERIFY EKU OK

Mar 25 18:46:06 openvpn[2071]: VERIFY OK: depth=0, C=US, ST=CA,
L=LosAngeles, O=Private Internet Access, OU=Private Internet Access, CN=Private
Internet Access, name=Private Internet Access,

emailAddress=secure @privateinternetaccess.com

Mar 25 18:46:06 openvpn[2071]: WARNING: 'link-mtu' is used inconsistently,
local="link-mtu 1558', remote="link-mtu 1542'

Mar 25 18:46:06 openvpn[2071]: WARNING: 'cipher' is used inconsistently,
local='cipher AES-128-CBC', remote='cipher BF-CBC'

Mar 25 18:46:06 openvpn[2071]: Data Channel Encrypt: Cipher 'AES-128-CBC'
initialized with 128 bit key

Mar 25 18:46:06 openvpn[2071]: Data Channel Encrypt: Using 160 bit message
hash 'SHA1' for HMAC authentication

Mar 25 18:46:06 openvpn[2071]: Data Channel Decrypt: Cipher 'AES-128-CBC'
initialized with 128 bit key

Mar 25 18:46:06 openvpn[2071]: Data Channel Decrypt: Using 160 bit message
hash 'SHA1' for HMAC authentication

Mar 25 18:46:06 openvpn[2071]: Control Channel: TLSv1, cipher TLSv1/SSLv3
DHE-RSA-AES256-SHA, 2048 bit RSA

Mar 25 18:46:06 openvpn[2071]: [Private Internet Access] Peer Connection Initiated
with [AF_INET]109.201.152.13:1194

Mar 25 18:46:08 openvpn[2071]: SENT CONTROL [Private Internet Access]:
'PUSH_REQUEST' (status=1)



Mar 25 18:46:08 openvpn[2071]: PUSH: Received control message:
'PUSH_REPLY,redirect-gateway def1,dhcp-option DNS 209.222.18.222,dhcp-option
DNS 209.222.18.218,ping 10,comp-Izo no,route 10.127.1.1,topology net30,ifconfig
10.127.1.6 10.127.1.5'

Mar 25 18:46:08 openvpn[2071]: OPTIONS IMPORT: timers and/or timeouts
modified

Mar 25 18:46:08 openvpn[2071]: OPTIONS IMPORT: LZO parms modified

Mar 25 18:46:08 openvpn[2071]: OPTIONS IMPORT: --ifconfig/up options modified
Mar 25 18:46:08 openvpn[2071]: OPTIONS IMPORT: route options modified

Mar 25 18:46:08 openvpn[2071]: OPTIONS IMPORT: --ip-win32 and/or --dhcp-option
options modified

Mar 25 18:46:08 openvpn[2071]: TUN/TAP device tun11 opened

Mar 25 18:46:08 openvpn[2071]: TUN/TAP TX queue length set to 100

Mar 25 18:46:08 openvpn[2071]: do_ifconfig, tt->ipv6=0, tt-
>did_ifconfig_ipv6_setup=0

Mar 25 18:46:08 openvpn[2071]: /usr/sbin/ip link set dev tun11 up mtu 1500

Mar 25 18:46:09 openvpn[2071]: /usr/sbin/ip addr add dev tuni11 local 10.127.1.6
peer 10.127.1.5

Mar 25 18:46:09 openvpn[2071]: updown.sh tun11 1500 1558 10.127.1.6 10.127.1.5
init

Mar 25 18:46:09 rc_service: service 2113:notify_rc updateresolv

Mar 25 18:46:09 dnsmasq[2052]: exiting on receipt of SIGTERM

Mar 25 18:46:09 openvpn[2071]: /usr/sbin/ip route add 109.201.152.13/32 via MY IP
DELETED

Mar 25 18:46:09 openvpn[2071]: /usr/sbin/ip route add 0.0.0.0/1 via 10.127.1.5

Mar 25 18:46:09 openvpn[2071]: /usr/sbin/ip route add 128.0.0.0/1 via 10.127.1.5
Mar 25 18:46:09 openvpn[2071]: /usr/sbin/ip route add 10.127.1.1/32 via 10.127.1.5
Mar 25 18:46:09 openvpn[2071]: Initialization Sequence Completed

Mar 25 18:46:09 dnsmasq[2125]: started, version 2.73test6 cachesize 1500

Mar 25 18:46:09 dnsmasq[2125]: warning: interface ppp1* does not currently exist
Mar 25 18:46:09 dnsmasq[2125]: asynchronous logging enabled, queue limit is 5
messages

Mar 25 18:46:09 dnsmasq-dhcp[2125]: DHCP, IP range 192.168.0.2 --
192.168.0.254, lease time 1d

Mar 25 18:46:09 dnsmasq[2125]: read /etc/hosts - 5 addresses

Mar 25 18:46:09 dnsmasq[2125]: using nameserver 194.239.134.83#53 for domain
local

Mar 25 18:46:09 dnsmasq[2125]: using nameserver 194.239.134.83#53 for domain
webspeed.dk

Mar 25 18:46:09 dnsmasq[2125]: using nameserver 193.162.153.164#53 for domain
local

Mar 25 18:46:09 dnsmasq[2125]: using nameserver 193.162.153.164#53 for domain
webspeed.dk

Mar 25 18:46:09 dnsmasq[2125]: using nameserver 209.222.18.222#53

Mar 25 18:46:09 dnsmasq[2125]: using nameserver 209.222.18.218#53

Mar 25 18:46:09 dnsmasq[2125]: using nameserver 193.162.153.164#53

Mar 25 18:46:09 dnsmasq[2125]: using nameserver 194.239.134.83#53

[/code]



